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Space capabilities for crisis management:
reducing gaps, improving action

Introduction

Security, understood at European level as embod{sugt power” defence and
projective operations, sometimes assembled undegeheral umbrella of a generic and
all-encompassing “crisis management”, is new. Ambifor a regional capacity to act
in times of crises is fairly two decades old in &ue, and is slowly taking shape despite
the emerging threats Europe and its citizens havéade today. Space activities in
Europe, at national level, have been undertakemady as the beginning of the Cold
War, however only effectively at European levelcsirthe mid 1970s. At European
Union level, where a common security policy is lgeiilt, space has only been tackled
at the turn of the new Millennium. Although spasebecoming an increasingly strong
priority on the EU agenda, it remains that Europsaace for security is lacking
coherence, ambitions and efficiency.

This research aims at identifying current gaps emallenges facing the integration of
space rationales and technologies in Europeanitseetiorts, as piloted by the European
Union and its Member States. Although it is clésttspace-based capabilities are only
one of the many elements required for effectiveignesponse in the broad sense and
although space-based capabilities are not alwagsrtbst adapted tools for a given
situation, the increasing complexity and need fothbindependent and efficient
decision-making calls upon the effective integmatid space systems in overall security
capacities. This Research thus only tackles trsesorapabilities issue from the point of
view of space, both at policy and technical leWarticular emphasis is thus given to
assessing Europe’s ability to effectively use spassets in its security operations
(whether civilian or military, or both) in light affs policy ambitions.

Finally, the attempt of this Research is to higmlighose challenges that, in turn,
impede Europe’s security ambitions, but also itscepambitions. Through this analysis,
this Research seeks to suggest crucial elementaedkeecessary for a better, more
efficient and cost effective space solution to pers security needs.
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1.1.-

1.1.1.-

A European need: Sustaining space applications for security
and crisis management

Space and Security in europe: ambitions and r  ealities

The Treaty on European Union (EU) signed in Maelstrin 1991 established the first
provisions on a Common Foreign Security Policy (B);Svhile including the potential
building up of a common defence policy, which coultdmately lead to a common
defencé' Through 1992, the Western European Union (WEUjgraemtegral part of the
development of the European Union, agreed thataryliunits of member states could
be employed to perform the so-called Petersbeigtdsimanitarian and rescue tasks,
peace-keeping tasks, tasks of combat forces ims amganagement, including peace-
making.

Such missions were subsequently included in thatyren European Union signed in
Amsterdam in 1997.The scope of CFSP widened and was reinforced déyFtanco-
British Summit in Saint-Malo in 1998, which calléar independent action as well as
for autonomous military forces so as to respondhternational crises. Eventually, the
Cologne European Council held in 1999, establishedESDP, placingivilian and
military crisis managemeniat the centre of CFSP developmént.

1994-2006: Getting prepared for new defence/security missions

The evolution and strengthening of European sgcussponse, at a policy and
operational level, has been the result of permaagiitmilitary divisions and calls for
greater synergies. More precisely, in terms of tamyi capabilities, the Helsinki
European Council in 1999 further defined the hemdligoals (HG) for 2003, with a
view of covering the full range of the Petersbegks: the EU must be able to deploy
50.000-60.000 troops within 60 days and for a gkedbat least one year. Within such
framework, the EU must be also able to provide Enahpid response elemefitin
addition, in 2002 the EU-NATO agreement dubbed liBd?lus”, granted EU access to
the collective assets and capabilities of the Alim and the participation of non-EU
European NATO member countries in ESDP.

Regarding the civilian aspects, the Santa MarigFeiea European Council in 2000
endorsed four priority areas for civilian crisis mgement: policing, civil protection,
civil administration and rule of law. It was arraagthat member states, cooperating
voluntarily, would provide by 2003 up to 5.000 peliofficers for such international

! Treaty on European Union, Title V, Provisions o@@mmon Foreign and security Policy, art. J.4.1
http://eur-lex.europa.eu/en/treaties/dat/11992M/h1r®92M.htmI#0001000001

2 Treaty of Amsterdam, Declaration relating to Wasteuropean Union
http://eur-lex.europa.eu/en/treaties/dat/11997#D/h1997D.html#0092010003

® Presidency Conclusions, Cologne European CouilJune 1999.
http://www.consilium.europa.eu/ueDocs/cms_Data/fsessData/en/ec/kolnen.htm

* Presidency Conclusions, Helsinki European Coui6il11 December 1999.

FONDATION pour laRECHERCHE STRATEGIQUE 9



SPACE CAPABILITIES FOR CRISIS MANAGEMENT: REDUCING GAPS, IMPROVING ACTION
RECHERCHES & DOCUMENTS N° 05/2010

tasks. Member states also agreed to build thetyalofi deploying up to 1.000 police
officers within 30 days.

These first “capability—oriented” decisions haveqhthe way to identifying new needs
for space-based information and telecommunicati@at tould be shared by the EU
intervention forces on any crisis whether militancivilian.

Once the institutional framework was set up, altfoyet not completed, and the initial
capabilities were developed, the EU was able tadgonits first crisis management
operations in Bosnia Herzegovina, starting fromuday 2003, and in RD Congo,
starting in June 2003.

The following years were characterized by the @eratf complex procedures, structures
and capabilities-building, as gradually designedtbhg different European Council
summits: organization of regular ad hocmeetings of the General Affairs and External
Relations Council, as appropriate including Defekligisters; creation of a permanent
Political and Security Committee (PSC), the EU tdily Committee (EUMC) formulating
recommendations to the PSC, the EU Military St&US) including the Situation
Centre (SitCen), the Committee for the Civilian Asfs of Crisis Management
(CIVCOM); integration of WEU functions in the fielaf the Petersberg missions within
the EU; appointment of the Secretary General/HighbrBsentative (SG/HR) for CFSP,
Mr. Javier Solana.

The Brussels European Council in June 2004 adapteelv “Headline Goal” for 2010
(HG 2010). Member states committed to be readespond rapidly and decisively to
international crisis, based on the concept of ‘IBgtbups”, formerly proposed by
France and the UK, comprising 1.500 troops, defileyan less than 10 days for a
period of up to 120 days. In addition, the estéioient of a civil-military cell (CivMil
Cell) within the EUMS was approvéHG 2010 has added new missions such as:

Joint disarmament operations

Support to third countries in combating terrorism
Security sector reform

Border control

g 3 4 4 3

Demobilisation and reintegration

® Presidency Conclusions, Santa Maria de Feira EamCouncil, 19-20 June 2000.

® Missions such as EU NAVFOR in the Gulf of Aden, BUMM Georgia started in 2008 have largely
demonstrated the need to adjust intelligence deddmmunication capabilities to sustain the dedgpelitical
objectives. In these particular cases, the geogragrhas covered as well as difficulties in cooperawith local
actors have stressed the need for reinforced imdkgme space-based data collection and telecomntiorica
capabilities. See below.

" The list draws on the Presidency Conclusions efHklsinki European Council, 10-11 December 19391tS
Maria de Feira European Council, 19-20 June 2000;Nice European Council, 7-9 December 2000.
European Councils Presidency Conclusions 1994-20}®//europa.eu/european-council/index_en.htm

8 Presidency Conclusions, Brussels European Countil,8 June 2004.
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The necessity for EU Member States to have theatigpgdo act before a crisis occurs”
was explicitly underlined, making the availability the relevant information tools for
political and military monitoring a clear necessity

Several key European documents have been pressitted, further outlining the
parameters for a European security strategy andpean defenc& In February 2006,
“Generic space needs for military operations” wsesied by the Secretariat General of
the Council, introducing military applications fapace based systems involving
communications, navigation, Earth observation, aigntelligence, and early warning
activities™. It should be noted, however, that if space caipiaisiin Europe have rarely
been at the forefront of security planners’ consitlens, unlike other space-faring
nations such as the US or Russia, and althougle spatearly but one sometimes non-
essential element of the capabilities-chain necgdsa crisis response, it remains that
integration of space capabilities in the carrying of CFSP/CSDP has been long
delayed or overlooked, surely impairing the EU’syvability to act efficiently. This
view was completed by the Committee for Civiliarnisa Management of the Political
Security Committee which added that “future EU-Btems involving space-based
assets such as GMES could provide important adaitioapabilities and services to
support civilian crisis management operations sagfor example Police, human rights
and border monitoring, SSR/DDR [NEBecurity Sector Reform and Disarmament,
Demobilisation and Reintegratipand fighting organized crime*?

® Council of the European unipheadline Goals 201,0.7-18 June 2004, see the address:
http://ue.eu.int/uedocs/cmsUpload/2010%20Headlir@%aal. pdf

10«A Secure Europe in a Better World”, Document prsgd by Javier Solana and adopted by the Headsief S
and Government at the European Council, 12 DeceribéB, Brussels; “A Human Security Doctrine for
Europe — The Barcelona Report of the Study Grougunope Security Capabilities”, presented to theHigh
Representative for Common Foreign and Securityclpoli5 September 2004, Barcelona.

» Generic Space Systems Needs for Military Operati@ouncil of the European Union, 7 February 2006,
(6920/06).

12 Generic Space Systems Needs for Civilian Crisim&g@ment Operations, Council of the European Union,
27 June 2006 (10970/06)
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Shortcomings have already been outlined. In Oct@b66, the European Space Agency
(ESA), with which the EU has entered into a Franwkgreement in 2004, published
an expert report demonstrating severe lacks afigdhie information-gathering process
as reported by a panel of defence and securityageamunitie$®. In particular, needs
for improvements to be brought in the field of datdlection and processing, data
transmission capabilities and integrated tools ngxEarth Observation, mapping,
telecommunication and navigation technologies vedzarly stated by both experts and
users** Based on lessons learned from the most recentiatsrdind as documented in
the report, the following technical domains haverbguoted as requiring corrective
actions:

= Telecommunications: insufficiently reliable, secwle bandwidth communications.
This insufficiency is considered as “underminindghothe security of the personnel
deployed and their efficiency”;

= Earth Observation-derived imagery and mapping: fiicsent “high/very high
resolution regularly updated imagery which is cotiigba with the available ground
systems”; improvement of Weather forecast capéadslitor fast developing storms/
fogs is also mentioned.

= SIGINT/ELINT space capabilities: increased intedlige capabilities are required
as “ground-based signal intelligence is not alway$icient.”

= Tracking, Positioning Navigation, Search and Resmajabilities: Limitations are
related to possible GPS signal degradation andtmsufficient “combination of
positioning and telecommunication capabilitiés”.

= As soon as 2004, the main elements supporting the building up of space-based
capabilities for military and civilian crisis management users were identified.

= The necessary EU dimension of key space applications such as Earth observation,
telecommunication and precision timing and navigation (PNT) were recognized, while an
effort to better integrate those different applications for improving the service on the
ground was also demonstrated.

1.1.2.— 2006-2008: New EU Policy and Institutional Opportunities Calling for more
appropriate Space Capabilities

In light of the lessons learned from the Westertk&es police missions, and especially
of the difficulties met in their planning and comtiuthe Brussels European Council in
December 2004 further addressed the civilian dimansf crisis management. In terms
of capabilities, the Civilian Headline Goal (CH®&rf2008 established that the EU
should be able to conduct monitoring missions amyigde support to the EU special

'3 “European Space and Human Security Working GroepdR”, European Space Agency, October 2006. See
also previous key documents such as: the Counablagon of 16 November 2000 on A European Space
Strategy (2000/C371/02)ESDP and Spatg11616/3/04 adopted by the Council of the Eurapémion on
November 2004;Generic Space Systems Needs for Military Operati@@®91/06) from the EU Military
Committee;Generic Space Systems Needs for Civilian Crisis dgament Operation§10970/065) from the
Committee for Civilian Crisis Management;

1 “Eyropean Space and Human Security Working GroupRe®uoted Report, pp. 18-24.
% 1dem, pp. 25-29.
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representatives. Activities were extended to inelugkcurity sector reform (SSR),
support to third countries for disarmament andotéggsm. Civilian capabilities must be
deployable within 30 days from the launch of anrafien’® At the end of 2007, with
the conclusion of CHG 2008, the Ministerial Civilig&fapabilities Conference set the
CHG for 2010, so as to take it forward in paraigh the military HG 2010, envisaging
a possible conjunction of the two capability depeh@nt processes.

In the same way, the CHG 2010 further addresseddbessary synergies between military
and civilian aspects, hence emphasizing a strocigg/military cooperation — as well
as inter-pillar cooperation, such as EUROPOL andRBUUST — and foreshadowing
the simultaneous presence of military and civiti@tors on operational theatrésSuch

a perspective was developed not only taking int@oawt greater operational
experience, but also by recognizing that crisis agament operations should not longer
be necessarily carried out separately by civil ditamy components. In fact, the ESS
foresaw as complex operations as SSR, which recpach type of expertise. It is
expected that the 2010 financial crisis will inGiegly strain national budgets dedicated to
defence, and hence fuel the calls for futher ewilitary synergies, as a cost effective
solution (even if politically for efficient operains.

Regarding crisis management structupes se starting from an informal meeting in
Hampton Court in 2005, EU leaders decided to reagfathem within the Council
General Secretariat, in order to reduce the mylitavilian capability gap. Indeed, the
Directorate for Civilian Crisis Management (DGE JXyithin the Directorate General
for External Economic Relations, progressively camplay a prominent role, initially
as a strategic and operational headquarter fofasivinissions. Over time, DGE IX and
DGE VIII competences for political-military affaitsave been increasingly integrated.
Moreover, in 2007, the Civilian Planning and CortdDapability (CPCC) was instituted as
a new ESDP structure in charge of the planninglogepent, conduct and assessment of
missions, which then resulted entirely carried atuthe EU levet?® Today, in the wake
of the Lisbon Treaty, the Crisis Management Plagridirectorate (CMPD), within the
European External Action Service (EEAS), is expedie@ pursue this civil-military
synergy and coordination task.

In 2006, regarding innovations in the civilian dimsen of EU external action, Michel
Barnier, former French Foreign Affairs Minister, anp request of the European
Commission and of the Presidency of the CouncihefEuropean Union, presented his
recommendations concerning the creation of a Eaopavil protection force. The
report was written in view of reinforcing and beté@ordinating EU action in the field
of cross-border emergencies, by pooling nationdl@mmunity resources and creating a
specific competence for the EU, while making beties of existing instruments such as
civilian crisis-management operations in the conteSDP, the Humanitarian Aid
Office (ECHO), the Community Civil Protection Mechsm, the Health Emergency
Operations Facility, and satellite observation c#ps such as the Global Monitoring
for Environment and Security system (GMESY).

'8 presidency Conclusions, Brussels European Cour:il,7 December 2004

7 G. Grevi, D. Helly, D. Koehan&uropean Security and Defence Policy — The Firstvgars (1999-2009)
The European Union Institute for Security Studiearis, 2009.

18 Ibidem.

' For a European Civil Protection Force: Europe AidReport by Michel Barnier, May 2006
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Today, these positive institutional evolutions hawt been effectively translated into clear
progress regarding space capabilities, mainly sawltiple actors have demonstrated
dedicated yet fragmented actions and capabilityeldgvnents. It is perhaps for this
reason, that the “security” aspect of GMES hasbeoiefited from a clear priority in the
setting up of a space-based capabilities agendaetdr, it remains that Europe has
been perceived as facing a diversity of defence sexlrity challenges that have
primarily required dedicated, flexible and high bfyainformation systems. This
demand for better and more reactive space capebilias been sustained over the past
years. It has also been recognized that spacesasaetbring both a unique and a
complementary contribution to these defence andrggénformation systems.

* The EU has built its foreign and security policy around an evolving process merging
civilian and military capabilities; as ambitions and operations expand, more will need to
be done to bring coherence to the EU machinery and in the planning and development of
appropriate capabilities, including in space;

= Until 2008, a slow but steady evolution in the field of civilian and security crisis
management, has clearly highlighted the need for more communal (or dual-use) space
assets, i.e. serving both military and civilian security missions and needs, trend which
may grow in the near future.

http://ec.europa.eu/commission_barroso/presidefftqpport_barnier_en.pdf

14
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1.2.—-

1.2.1.-

New EU institutional opportunities for develo  ping and using European
space capabilities

European security in a changing Defence and security environment

In the wake of the terrorist attacks in New York®Beptember 2001, the EU increasingly
focused on the widening of the concept of securitgnd therefore of threat — in an
evolving strategic environment shaped by globalratthe end of cold war dynamics
and asymmetric threats. Such a reflection cleanerged in the European Council
summits held following 9/11 and, especially, in theropean Security Strategy (ESS)
adopted in December 2003. Indeed, the June 200@eSEuropean Council already
called for an active role of the EU through CFSRIBSIn countering terrorism. In
particular, it was decided to further develop cabfbrevention instruments; to promote
globally, through relations with third countrieshet fight against terrorism and
proliferation of weapons of mass destruction (WMID; expand military and civil
capabilities to protect populations against theef of terrorist attackS.In light of the
broadening scope and action radius of the ESDPThlessaloniki European Council in
2003 started considering a dedicated Europeanisestrategy, tasking SG/HR Solana
to thoroughly examine the challenges facing the iBUthe field of security and
defencé The Brussels European Council held in Decembe8 2@pted the ESS, “A
Secure Europe in a Better World”, as submitted B/HR Solan&? The document
recognized that the strategic environment, sineeetid of the cold war and following
9/11, had profoundly changed. While war on the O@mhtinent could still be possible,
as the Balkans conflicts demonstrated, militargckis against the EU had become less
and less likely. Terrorism, WMD proliferation , regal conflicts, State failure, organised
crime are now representing new threats, callinghiercombination of civil and military
solutions, highlighting the EU’s tendency to impkamh “soft power” policies:

“In contrast to the massive visible threat in theldoWar, none of the new threats

is precisely military; nor can be tackled by puraliitary means®

In a complementary manner, the White Paper “Spaceew European frontier for an

expanding Union — An action plan for implementirtge tEuropean Space Policy”,

presented by the European Commission in 2003, esiggththe strategic importance of
space for a number of EU selected policies areapairticular for CSFP/ESDP. The

Paper called for a strong and integrated actiomngntiee European Space Agency (ESA),
national space agencies, research centres, andtipndao order to enhance European
space capabilities and to address the complexertgb identified by the ESS and its
implementation repoft'

% presidency Conclusions, Seville European Couti22 June 2002.
L presidency Conclusions, Tessaloniki European db@tcJune 2003.
22 presidency Conclusions, Brussels European Couré:il,7 December 2003.

23 A Secure Europe in a Better World, European Sgc@irategy, Council of the European Union, Brussel
12 December 2003, p.7.

4 Space: a new European frontier for an expandingddni An action plan for implementing the European
Space policyCommission White Paper, 11 November 2003.
http://feuropa.eu/legislation_summaries/researcbvation/research_in_support_of other_policies/iZ3@2.htm
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In November 2003, the ESA Council adopted the Freone Agreement endorsed by
the European Union Council a month earlier, thusvigiing a reinforced institutional
framework for enhancing space coordination. Anositeppingstone signalling that the
EU would set a priority towards a space policy ecehewith ESDP evolutions came
from the adoption by the Council of the Europeariodnn 2004 of a document on
“ESDP and Spacé®. It underlined that several analyses of the Etanpmpabilities in
the framework of the HG process had identified mber of strategic and operational
needs that were yet to be met. Satisfying thosegs#tes by using space assets was one
of the main objectives of the HG 2010, which clgadferred to the development of a
space policy by 2006. The document also underlihed the EU approach to crisis
management takes advantage of the existing andssergesynergies between civilian
and military actors, and between ESDP and Commumsgruments. Traditional
conceptions separating external and internal sgcas well as military and civil
security, do not longer hold in a post-Cold War MoAs a result, a global space policy
was expected to emphasize the same synergies lmetieéan and military assets in
order to carry out coherent and decisive EU actiolm line with the Council, the
European Commission thus issued a CommunicaticnBuropean Space Policy (ESP)
in 2007, stressing the importance of space asseted implementation of the ESS, and
thus ESDP!

EU and ESA Member States, through tHE BC-ESA Space Council, jointly and
unanimously confirmed this view which ultimately léo the setting up of a “structured”
dialogue” between relevant Commission servicesStnaetariat General of the Council
(including the European Union Satellite Centreg Buropean Defence Agency (EDA)
and ESA for better coordinating European effortdhe development and the use of
space systems, particularly in the field of segufTthe joint management of key space
applications like Galileo, GMES or more recentlye tBpace Situational Awareness
(SSA) programme have materialized this evolutiona@ls a better coordinated space
for security and defence policy at European ledetecent conference on space and
security held in 2010 under the auspices of theniShgpresidency further concluded
that “the European space policy highlights the nieedhe European Union, ESA and
their Member States to increase synergies betwleein $ecurity and defence space
activities and programmes. The Structured Dialopas started this process. The
workshop highlighted the need to increase and ekifas coordination.?® As reiterated in
the conclusions of the Spanish Presidency of the“€thference on Governance of
European Space Programmes”, held in May 2010 iroBagSpain), “Governance
arran%ements are a tool to deliver objectives.iglaf vision and objectives must come
first.”

5 European Space Policy: ESDP and Spa@euncil of the European Union, 16 November 2006.

26
Idem.
http://ec.europa.eu/enterprise/policies/space/dectsiesp_en.htm

2" European Space PolicfCommunication from the Commission to the Counditl the European Parliament,
26 April 2007. http://ec.europa.eu/enterprise/petitspace/documents/esp_en.htm

8 Conference on Space and Security, Madrid, 10-16cM2010, Conclusions of the Co-Chairs.

29 Conference on Governance of European Space Prowan8-4 May, 2010, Parador de la Granja, Segovia,
Spain (Conclusions of the Co-Chairs)

16 FONDATION pour laRECHERCHE STRATEGIQUE



SPACE CAPABILITIES FOR CRISIS MANAGEMENT: REDUCING GAPS, IMPROVING ACTION
RECHERCHES & DOCUMENTS N° 05/2010

EOCUS
May 2010: An endorsement of European Space
governance principles

“The Treaty on the Functioning of the European Union (TFUE) provides a legal
basis and an explicit competence in Space for the EU. This competence, which is
shared with the Member States, calls upon the EU ‘to coordinate the effort needed
for the exploitation and exploration of space’ and to ‘establish any appropriate
relations with the European Space Agency'. It then consolidates the triangle of
European space actors i.e. EU, ESA and their respective Member States”

()

“ The Conference widely recognized the technical expertise of ESA in designing
and procuring European Space Programmes.

(--)
Future industrial policy should allow for the development of mechanisms to enable
EU-ESA cooperation in space.” (...)

(Source: Conference on Governance of European Space Programmes, 3-4 May, 2010,
Parador de la Granja, Segovia, Spain (Conclusions of the Co-Chairs.)

In the field of security and crisis managementhsoigjectives have been clearly stated.
An adapted governance for security related spangrgmmes can be tackled by the EU
and ESA Member States and should represent an irateambllective challenge.

Namely building upon the “ESDP and Space” EU Council paper and on the ESP, the use of
space for security and defence has been widely accepted and supported by EU and ESA

Member States.

De facto, a European space for defence policy exists today, built on EU political decisions
and ongoing ESA-EU practice on joint activities;

A more sustainable governance framework can now be considered as the next necessary
step leading to dedicated and clarified European user-driven space programmes for
defence and security, including the broader concept of crisis management.

1.2.2.—-

Initial investments in Space and Security R&D projects

The European Space Policy and the subsequent repais implementation drove the
EU to focus and invest more significantly on seegsiand research in the field of security.
In fact, Europe’s intent to address security s&viand hence research in technologies
was at the root of the creation of a Group of Peaities (GOP) in 2003, tasked by the
European Commission to develop a long-term persedh the field of security
research. The GOP, composed of two Commissioneus,rhembers of the European
Parliament, industry and security experts, produge@port entitled “Research for a
Secure Europe”, underlining the reasons for relgingechnology and security research
for a more secure Europe. Elaborating on the Ewaoggecurity Strategy, the report
recalled that the EU needs a comprehensive secstigtegy to address global
challenges, one that combines military and civilame Indeed, civil, security and
defence applications often draw on the same teolgiaal base, favouring constructive
synergies between different research domains.
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Given these capabilities, national or multinatiorsplace assets have rapidly been
identified as a key element for the European Sgcamid Defence Policy. In this
respect, the evolution of flagship programs suclGBHES and Galileo has demonstrated
how much European awareness about using spacatianeing the security has been
raised over the last years, with clear mandates &) political institutions calling for

the development of such programmes. In diversatutishal forums, EU Member

States have constantly reaffirmed this positionragerlined in documents as diverse as:

-

b4

The 4" Space Council resolution on the European SpadeyP22 May 2007;

The 8" Space Council resolution, Taking forward the Eeap Space Policy joint
resolution, September 2008;

The European Parliament resolution of 20 Novemi@&82on the European space
policy: how to bring space down to earth;

The Opinion published by the European Economic%oclal Committee, Proposal
for a regulation of the European parliament andhef Council on the European
Earth Observation Programmes (GMES) and its In@pérations (2011-2013), 20
January 2010.

The versatility of space applications suits theedsity of EU security challenges. Those
challenges have first been formulated by the G@Brteand cover the areas mentioned
in its tables reproduced below:

Tahle 2: Examples of the link betwesn threats, capabilities and technologies

THREAT TERRORISM [ PROLIFERATION / ORGANISED CRIME TERRORISM /| ORGANISED CRIME TERRORISM
PROTECTION OF CRITICAL
MISSION BORDER C‘iDNTRO]___ INFRASTRUCTURE DISASTER M-‘!INAGEMENT
— | T = A P [
= ¥ e
AREA Adrport Land Harbour Coast Waterways Electriciy 1T il B Gas - Transpon Cmimm CERM at\tar_k Hostage
_— 7 N~ L\ i L NS
Drtection Protection e e Security agoirst | Secure digital Frotection  Protection | Detection [ Deconta- [ Systems
CAPABILITY & Manitoring cpemability Cyberattack | commmumication | of netweck i natien inter
hardware opemability
Persons, carge, Persons, vehicles, Open water, Ship-to-shore, LAl flocal area Hardware B“”":“'-‘E ?u_"-“'-"- CBRN -s“ﬂﬂ_fﬂ'u Int=r-agency-
wehicles, ships, installations, etc. coastline, air-land, land- networksl, o softwars _ security, critical | agentzand | buildings, | communka-
etr. i e | il e WAN (intermet based infrastructure  infrastruc- | matesials, | persoos, tiom,
FOCUS AREA handling areas, oentre and mobile infragtructure | communication| redundancy,  turezstrate ek critical respoiise
port platformes, etc, and other wide | privacy, fidelity ele, gic assets, infrastruc- | woncepts,
boundary, etc. area nebworks) | and reliability -1 buares, etc, hardhare
' Tnberopers-
bility, ete.
Sensors Space hi g Fire walling and Virus Encryption and Neutraliers Sensars Im
profection Trusted Computing
Radar, laser, acoustic, Earth chservation, space | Microwave feed systems, Hard and saft firs Client fserves authentica-  High-pressure | Microfluidic Secure
TECHNOLOGY thermal, infrared, based communication, comprehensive walling, protection ticny privacy and digital systemns, SCONTIELS, networks,
active/passive, CRRM, postioning secure networks, against virus, Spam, sgnatures in e-mail; waporizers, "smart dust” modeling and
multifuncticnal and tracking encryption, broad band Spim, Trojan, Worm, authenticating wek: Fillters, SCANNErS,; St sirmulation,
capabilities, etc. VP Mebvorking, DDOS | servers and spcrypling vaccipes, eh, contamination
resistance for root- and | communications with response soft-
web servers and DNS a web server, data and hardware,
integrity: message digest e
or hazh algorithn,

It is thus demonstrated that space technologiesngrathers, provide a clear example of
dual-purpose applications, i.e. that can be usedi¥dian and military purposes.

%0 Report of the panel of experts on space and sgcharch 2005 ;
see http://ec.europa.eu/enterprise/policies/spbastérticle 2262.pdf
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The GOP then recommended developing a Communityefiirfl billion Euros per year)
European Security Research Programme (ESRP) by 200%he one hand, it would be
complementary to existing civil Community prograngnand on the other, on security
and defence research activities conducted at thienah or intergovernmental level.
ESRAP should exploit the duality of technologicgipbcations and the increasing
overlap of security functions to fill the gap beemecivil and defence research. In turn,
research would provide support in developing systadapted to guarantee security in
a broad sense: within the EU (territory, soveregigatitical infrastructures, etc.) as well
as abroad (peacekeeping, conflict prevention, figjatinst proliferation, etc’}.

The development of related capabilities in thediwihg domains is mentioned to deal
with those threats:

= Intelligence capabilities;
= Assessment and analysis capabilities;

= Surveillance capabilities (for maritime securitpréber control or critical sites
protection);

= Secured communications capabilitiés.

As further suggested by the GOP’s report, the EBBanpgCommission created a European
Security Research Advisory Board (ESRAB) in 2006e TBoard was composed by
various stakeholder groups: users, industry anglarel organizations, with the aim of
contributing to the content and implementationted ESRP, within the Commission’s
seventh framework program for research and teclyyoltevelopment (FP7, 2007-
2013). Such a program encourages collaborativands®f a large range of participants
(universities, companies, research centres, orgaoins, individuals, etc.) across the
EU and other partner countries, focusing on difietkematic areas. The latter included
space and security, a relatively new topic in thenala of the European Commission. In
fact, the Commission’s sixth framework program (FP802-2006) introduced space,
with its implications and prospects for security,aaresearch thenia.

To develop a security research and innovationegjyatthe precondition for operational
services, the European Commission established thiepEan Security Research and
Innovation Forum (ESRIF), a strategy group in thal security domain composed of
three different clusters of stakeholders: users Wt apply security research results,
products and systems (EU, national and regiondioaities; police; fire brigades; etc.),
research and technologies contributors (univessitiesearch centres; industries; etc.),
and civil society**

This forum has marked the latest step in promatiegintegration the most innovative
R&D and technologies in European security policgrl on, space technologies had
been identified as providing unique tools for séguand crisis management:. A

31 Research for a Secure Eurggeeport of the Group of Personalities in the fiel&ecurity Research, 2004.
http://www.src09.se/upload/External%20Documents/goppdf

%2 1dem.

3 0On security research and development and respgotograms, see the European Commission Enteigmise
Industry’s web site: http://ec.europa.eu/entergpiskcies/security/index_en.htm

% For further details, see the European Securitg&e$ & Innovation Forum’s web site: http://wwwiésu/
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Preparatory Action in the field of Security Reséa(PASR) launched in 2004 by the
European Commission and supported by ESRAB providedink between space and
security as perceived by European Commission ssVicThis link especially focused
on selective areas identified by the GOP undefdira of preliminary security oriented
R&D space projects. These first projects wereatetil by teams of European industry
and academia supported by a PASR budget. It isabe of the “ASTRO +” project, led
by EADS Astrium, dedicated to the networking of @gt®nal users for applying space
technology responses to crisis situation serviaés mealistic field demonstrations. The
ultimate goal was to prepare preoperational secptatform meeting the operational
service needs of security, i.e:

= Access to EO data, sharing of the National and @®an resources in full
confidentiality, long term guarantee of sustainabof sources;

= Reinforcement of the connectivity of telecommurnimas: communication on the
move and convergence with airborne and groundstriratures;

= |ntegration of the advanced features of Galiledhia platform, including in-house
navigation;

= |ntegration of space applications within a globedwgity System;
= Reinforcement of the associated Space Segment.
These experimental programmes have prepared R&tefio be later deployed in the

7™ Framework Programme. They have also been key imodstrating the limits of
existing space capabilities for addressing realdiisis situations.

EOCUS

New Security Challenges for Europe

Today, terrorism, proliferation of weapons of mass destruc tion, regional conflicts, and organized
crime are often perceived as key threats for Europe. Taken alone or combined, they may have severe
consequences for security. They are mostly associated with non-state actors and with weak states
therefore less visible and assessable. Moreover, other global challenges, directly or indirectly, become more
and more relevant to both internal and external action of the EU: poverty, disease, energy dependence,
competition for natural resources can be quoted . The ESS acknowledges that facing these multifaceted
and transnational menaces requires a comprehensive approach , abandoning the traditional strict
separation between security and defence. Such an approach includes the use of diverse resources of the EU
(i.e. aid and cooperation), the combination of miIitaQ/ and civilian means  , and the involvement of numerous
actors, both public and private, military and civilian. 6

Five years on from the adoption of the document, the Brussels European Council in 2008, adopted the Report
on the Implementation of the European Security Strategy, “Providing Security in a Changing World”
submitted by SG/HR Solana. The report updates the content of the strategy and assesses the progresses
achieved since its launch, identifying additional scopes and concerns for the CFSP/ESDP: cyber security,
energy security, climate change, fight against pira  cy and proliferation of WMD . Once more,
among steps aimed at achieving a more coherent and decisive action, the report calls for profound synergies
between military and civilian aspects of CFsp.?¥

% Meeting the Challenge: The European Security reseakgenda, A report from the European Security
Advisory Board September 2006 (ec.europa.eu/enterprise/secladigsrab_report_en.pdf)

% A Secure Europe in a Better Warleuropean Security Strategy, December 2003.
http://www.consilium.europa.eu/uedocs/cmsUpload6733df

%" Providing Security in a Changing Worl&eport on the Implementation of the European Sigc8trategy,
December 2008. http://www.consilium.europa.eu/ueddmos_Data/docs/pressdata/EN/reports/104630.pdf
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A number of projects financed by the European Caossion in the 8 and especially
the 7" Framework Programme have been dedicated to expetsmelated to the use of
space assets in situation of crises, involving mmaale or natural disasters, or security
issues dealing with border control, protection ofical infrastructures, humanitarian
support or maritime surveillance.

This effort has been sustained on the basis ahitial goals and requirements, not only
by the European Commission but also by ESA or byagencies. A first view of the
rationale of these preliminary space-related eff@tsummarized in the table below:

SUMMARY OF EUROPEAN UNION SECURITY AND CRISIS MANAGEMENT FRAMEWORK
AND REQUIREMENTS

Expected operational

Some relevant

Domains General political issues o Context issues EU policy
qualities
documents
- Domain favourable to an ) ; i
EU wide security approach a_vsla:?g:\dei sa CS:U:;;;E e
- security of transports P policies in place
-security of goods and 2GR AT M) - Open Water surveillance
space/coastal system and .
PETEE interact with those systems e @l i o Bortec Report
S:Irsz:;::::: . -Blue Border Control (possibly upgrading their demonstr:gggethe A6 December ZOOé,
- Environment Security and performance) ) _ (FRONTEX)
safety I S - must be coordinated with
_ o nsiven g non space systems for a
- pos.s.|b|e .SpeCIﬁCItI(lESl of responsiveness and timeliness coherent approach
maritime illegal activity - must guarantee the
monitoring (mixing civilian protection of sensitive data
and military sources)
. . . Generic Space
- Provide a Sltuatllclm - For Border control,_ any Systems needs
e S awareness capability system must take into o
- Wide domain wi :
; ; account the 4-tier access i it
heterogeneous applications - provide a continuous - military/Civilian
< i . observation and related data control strategy: Crisis
- Border Control and Critical about the use of soil, - Within the Member Management
infrastructure monitoring terrestrial resources and land States Operations,

perceived as a top priority

environment (subsidence

Council of the

Land and : -  taking int h floodi ok - At the External Border - Uni

T S - Importance of taking into phenomena, flooding ris| uropean Union,
monitoring account the national assessment, routes, etc.) - Across the External 6920/06-
regulations (especially for Border 10970/065

Event planning contribution)

- provide a multi-source
information based on satellite

- In third Countries...

A European Civil

- Specificities of treaty imagery Protection Force:
monitoring activity (Mixing | _ jnteroperable with non space .. and their associated Europe Aid -
civilian and military sources) systems requirements Report by Michel
- Must be user-friendly Barnier, May
2006

- Provide a situation

- must foster a better
coordination of the civil

A European

awareness capability security forces C’_f"” P rr;v:_tection
= ificiti ivi orce: Europe
Human Relief and Speoﬁutles qf an actlv_|ty - provide a multi-mission - must participate to the Aid -
. that mixes private/public, . - . 1
Reconstruction e i infrastructure provision of early warning
military/civilian actors T ) Report by
- Provide ready-to-use end indications for conflict or Michel Barni
- crisis prevention Ichelibarnier,
B May 2006

As an illustration of the link with the politicatdmework described in the table above,
the following projects funded by the EU R&D budgein be quoted as exploring the
possible contribution of space systems to thes@limequirements:
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EXAMPLE OF EUROPEAN UNION SPACE AND SECURITY RELATED PROGRAMMES

Global Monitoring for Stability and
. EC FP 2004-2008
Security (GMOSS)
Building Operational Sustainable
EC FP6 2006-2009
Services for GMES (BOSS4GMES)
Land/Sea Integrated Monitoring for
. EC FP6 2006-2010
European Security (LIMES)
Telecommunications Advanced
. EC FP6 2006-2009
Network for GMES Operations (TANGO)
GMES Services for Management of
Operations, Situation Awareness and
. . .. EC FP7 2009-2011
Intelligence for regional Crisis
(GMOSAIC)
Services and Applications for
EC FP7 2009-2011
Emergency Response (SAFER)
EC Preparatory
Link-ER 2009-2011
Action 2008

These programmes have contributed to refine initipérational requirements by
collecting more precise needs as well as feedbaoks reference users. While very
straightforward the expectations from end-user comities are very demanding. In
particular, the need for more responsive and adaggace systems remains the dominant
requirement. It is clear that the ability of Eurapenstitutions to field new generation
space applications that fully answer those basit ditingent requirements will
condition the whole legitimacy of the European gffpincluding of the Europe’s space

policy.

To summarize these technical and operational eapens, three categories of needs
emerge from these considerations.

Responsiveness does not entirely depend on spaets abemselves. These can be
inefficient in some situations, or simply unnecegs&lowever, in complex or remote
situations, space assets, within a system-of-systeghitecture, can be critical. Hence,
the need for highly responsive space systems aswtiased procedures is frequently
underlined. In essence, the lack of responsivenesgrisis situation make space assets,
and hence their investments, somewhat uselessnébis is usually modulated according
to the different phases structuring a crisis mamege situation. In short, five consecutive
phases can be considered for any given crisis neamagt Situation:

a. Preparedness/prevention;

b. Political/security related international consubas;

c. Crisis management and conduct of support and refiefations;

d. Reconstruction;

e. Recovery monitoring.
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Phases b and c usually appear to be highly constgain terms of responsiveness,
whether in the maritime crisis situation environmem critical infrastructures
protection or humanitarian support operatidnsufficient responsiveness is today the
major blocking factor preventing end user communites from incorporating space
generated products in their operational proceduresiuring the crisis management
phase This responsiveness is measured against the slawactive element of non
space-related information systems usually empldyedhe end-users. The reactivity
characterized for example by revisit time of theteyn (space and ground segment) as
well as the freshness of the received informatithe (date of the information) are
obviously key criteria. Beyond, the easiness ared 9peed for tasking and using the
space system when needed is another element coetsike crucial.

This is particularly true in the following situatis:
= Detection and identification of pollution sourcésea;

= Detection and identification of illicit traffickingat sea involving highly mobile
targets;

= Control and safety of life at sea;

= Rapidly evolving man made or natural disasteregfofires, sudden floods, expansion
of atmospheric or water pollutants for example);

= Detection and monitoring of migrating populatiofiecaa humanitarian disaster.

As stated in the ESP in 2007, “the development tiy European Space Policy is a
strategic choice for Europe, if it does not wanb&zome irrelevant. Space systems are
strategic assets demonstrating independence andretidiness to assume global
responsibilities® The determining factor for Europe to engage in tBalileo
programme has in fact been this inherent and jedti§trategic consideration. As a
consequence, any space architecture dedicatee seturity of European citizens must
be under European control in order to ensure ttegiity and the continuity of the flow
of data and informationThe risk of not having guaranteed access to crucialata
where European lives or property are at stake, in plitical terms, is far greater
than the cost of investing in autonomous capabiliés. Today, most of the monitoring
and surveillance activities in the field of secu@re performed using a variety of space
assets mixing European and non-European, publiccantmercial capabilities. This
has been the case for a few experiments for wida araritime surveillance or “Hot
Spot” monitoring carried out with the support ofvate operators, whether European
(in the case of satellite imagery provision for myde) or non European (in the case of
large area radar imagery of for Space-based Al®astigollection, provided by
ORBCOMM in some instances).

This is also true in the case of the European USatellite Centre (EUSC), that represents
today the main CSDP operational agency providiradyais of satellite imagery in relation
with crisis management operations, general monigooif areas of interest, contingency
planning and non proliferation control. In 2009, &U has processed 116 tasks related

% European Space Policy, Sec.(2007), 504,505, 5a&sBls, 26, 4/2007, Com(2007), 212 Final, p. 4.
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to the missions described above, using mainly comialy provided imagery. About
90% of this imagery has come from non Europeancesuisee chart below).

SOURCES OF COMMERCIAL IMAGERY USED BY EUSC IN 2009*

Dales B SPOT REF3D
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19%

B QuickBird
48%

This current situation can be questioned regardhmgy availability (technical and
procedural) of space assets. The exact knowledgeiasf availability is a prerequisite
for operation-planning which thus gives decisiorkera full confidence in the data
which must be acquired during operations. In shangther 100% dependant on evolving
commercial conditions or dependant on redirectetEuropean satellites, e.g. European
civil protection units would not be in a positiom fully rely on space systems, surely
thereby reinforcing difficulties in inserting spasgstems in European operational
procedures or degrading operational units truspace systems.

In addition, a number of experimental projects shihat space systems will be

increasingly used as an element of a global systemmformation that may need to be

protected and partially classified in some of isesi for some security missions (e.g.
illicit traffic monitoring, legal cases and proséon of e.g. human rights violations). It

is today apparent that these are situations wherepgan control over each step of the
chain of information is required.

Users need integrated services which can be prdveither via integrated or via
isolated infrastructures, but the issue surroundiegresponsive space debate today is
often summarized into a rather simplistic issueatime, rather than actual solutions.
The layman would indeed argue that a fully respansiystem would require multiple
constellations of satellites, which are obviouslyraalistic and non-cost effective
solutions. In turn, this highlights the need to &aw affordable and sustainable strategy
for the development of the related infrastructusesvhich these services rely. The fact
remains that in any user mode, space systems neufillly integrated allowing the
furniture of ready-to-use customized products nyabdsed on a combination of Earth

%9 Annual report on the Activities of the EuropeanidinSatellite Center in 2009, Brussels, 21 May 20Tle
Council of the European union, PESC 653, COSDP @4236].
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observation, telecommunication and navigation tgmigvided from space. Indeed,
experience has shown that such an integrated agpirisathe solution of choice for
state-of-the-art deployable/mobile command cerdresintervention units in crisis and
emergency situations. It provides solutions for:

= An enhanced autonomy based on the use of a wetkenegscomputer environment
on the field;

= A mutual understanding of the crisis situation|uding real time monitoring and
mutual localization of the units on the ground (pamable to the so-called Blue
Force Tracking —BFT— as used in the military vodaty) during the actual operations;

= A better mutual understanding between the differantors involved in the
management of a crisis on the terrain.

Until now, such objectives have been explored atice-level only, relying on external
or commercial data sources specifically tailoreduser needs via adapted software.
While often efficient, such service-oriented salas cannot guarantee the user with
permanent availability and with full control ovedret data source. In this respect, such
services have been initially tested in many R&Djguts (such as FP6 or FP7 projects)
but can hardly transition into a fully operatiodalivery system.

Considering the above-mentioned criteria, accessatg, information and capacities in
a fully controlled manner will logically require Eapean-controlled space-based systems in
a sufficient number for delivering the expectedliyaf service in terms of reactivity
and performance. Such a goal is not an easy omeadch. Indeed the number of
satellites required to fulfil such a goal must b&imized in order to keep such an
architecture in line with budgetary and operatiag@istraints.

One solution should thus be to explore the possitof integrating different functions
at the platform level (LEO Earth Observation anthdallection functions, GEO Earth
Observation and telecommunication coverage, etyder to keep the development of
new space-based capability needs at a minimum.-leigh system integration strategies
would then be required to make a European reaeativeautonomous system become
reality. Obviously, once consolidated, such a sgystonfiguration could then be
completed by well-known existing “external” sensceapable of increasing the global
performance of the guaranteed initial service.

These three characteristics are usually considesgaterequisites for a fully operational
use of space systems by the relevant end-user coiti@su Improvements leading to
better performances in those respective areaseaided below in chapter 3.

Space assets are but an element of the crisis response chain of capabilities; However,
space systems may be crucial in specific complex cases falling within the ESS’ perview of
action;

When users must rely on space systems, these need to be responsive and under full
European control, or run the risk of being irrelevant investments;

In order to be cost-effective, services need to be operational, user-driven and integrated,
calling for creative yet challenging solutions for integrated architectures.
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1.2.3.— Developing operational space programmes for refocused European security
and crisis management user institutions

Finally, the Treaty of Lisbon amending the Treaty Buropean Union and the Treaty
establishing the European Community, signed in 200ings some innovation to the
institutional framework of ESDP. These innovaticseek to prepare more forceful
operational requirements regarding crisis managéemah space capabilities as the EU
institutional architecture becomes more integraidwe EU is granted legal personality
and the pillar structure is abolished (at leastipaper), with the inclusion of both the
CFSP/ESDP and the Judicial Cooperation in Crimik&tters (PJC) in a single
framework subject to the Treaty on the Functioniighe European Union (TFEU,
former Treaty Establishing the European Communigwever, the unanimity rule
remains in place when taking decisidAslhe Lisbon Treaty then introduces a set of
specific “Provisions on the Common Security and ddek Policy” (CSDP), which
refers to ESDP! In addition, the role of the High Representatiettee Union for
Foreign Affairs and Security Policy (former SG/HR)considerably strengthened. In
fact, he is responsible for both CFSP and CSDPyiboting directly with proposals to
the development of EU action in these policy aréésteover, he/she is supposed to
preside over the Foreign Affairs Council and toethe role of Vice-President of the
European Commission, thereby guaranteeing overstitutional EU coherence. Finally,
but particularly relevant to this analysis, thedPgterg missions are considerably extended
as suggested by the European Security Strateg9Qf, dresented beloff.

Regarding CFSP, the legal personality conferrethbyLisbon Treaty enables the EU to
take legal actions including those in the areahaf CFSP, meaning that these are
presumed actions of the EU and not of the MembaeSt

“The Union may conclude an agreement with one orentbird countries or
international organisations where the Treatiesrswige or where the conclusion
of an agreement is necessary in order to achieitbjmwthe framework of the
Union’s policies, one of the objectives referredridhe Treaties, or is provided
for in I%gally binding Union act or is likely to fatt common rules or alter their
scope.

The establishment of the EEAS is key in the seitihg coherent EU’s external relations
policy, and will be the HR’s support service, ovehang in areas previously divided
between the Commission and General SecretariiedEtU Council. In particular, it has
been explicitly mentioned that the EEAS “shouldypéaleading role in the strategic
decision-making®. The scope of the EEAS is conceived as allowinge “High
Representative to fully carry out his/her mandatedafined in the Treaty’> In the

% Treaty of Lisbon amending the Treaty on Europeaiotyand the Treaty establishing the European Catitynu
art. 31 and art. 38. http://europa.eul/lisbon_triéalty text/index_en.htm

“bidem art. 42-46

“2 Ibidem art. 43. These tasks include joint disarmamegtatons, military advice and assistance tasksficon
prevention and post-conflict stabilization; theynceontribute to the fight against terrorism, indéhgl by
supporting third countries countering such threat.

43 Art. 216(1) of the TFEU.

4 Council of the EU, “Presidency Report to the Eap Council on the European External Action Setyice
Brussels, October 23, 2009, 14930/09.

4 1dem.
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framework of the new CSDP, the CMPD, a CivilianrPlimg and Conduct Capability
(CPCC) and the military staff (EUMS) are expectedé part of the EEAS. It should
also be noted that the EUMS has developed a liaffarer at the UN HQ in New York
(since December 2008) — which has brought esserd@idination of communication
together — extremely timely for both the EUFOR ORAZA and EUNAVFOR Somalia
missions. The CMPD, CPCC and EUMS will be attackdeectly to the HR. The
Situation Centre (SitCen) — the Member States liggzice sharing hub — shall also be
part of the service, as will the elements of then@ussion Crisis Response and Peace-
building unit.

By reinforcing its policy and operational entities, the EU has sowed the seeds for
improved action and ambitions, including in operations or capability planning and
development.

Those institutional weaknesses being progressively remedied, the EU is now in a position
to seize unprecedented opportunities for transitioning worded policies into action

1.3.—

1.3.1.-

Organising Space for Security

National, bilateral, multilateral satellite systems: steps forward

Historically, France has been the first countryEumrope to launch autonomous space
tools for its defence needs, as space telecomntiamsaand intelligence were considered
necessary to support French nuclear capabilidscommunication satellites as well as
earth observation (EO) satellites were developgardwide a national autonomy in the
management of the strategic deterrence. Todaygased military observation capabilities
in terms of performance and flexibility with thetroduction of the new Helios-2 have
been corresponding to new military and intelligeneseds. The extensive use of
telecommunications for French military forces waride has also been supported by
the Syracuse-3 satellites series, introducing higlamsmission volumes and data rates.
The increasing overlapping between civil and nmjitacompetences in ESDP
implementation and especially the growing cooperatbetween defence and non-
defence actors in crisis management led other Earopountries to creatkial-useEO
space programs. Italy has signed in 2004 a contagirovide a four-EO satellite
constellation, called COSMO SkyMed. This constalahas been conceived as a dual-
use civilian and military program. Because it hasrbfunded by both the Ministry of
Research and the Ministry of Defence, it therefprevides EO services for both
communities. It is important to underline that COSNskyMed has been defined to
provide services to public users, from militarydgilian, for security missions and to
the enhancement of securffyThe dual-use concept, actively promoted by Italian
authorities, is providing a solution to the bluginef CSDP missions, typically crisis
management and the new operations identified b8® (i.e. SSR and support to third
countries for disarmament and terrorism).

46 COSMO SkyMed overview. http://www.asi.it/it/attisiosservazione_terra/cosmoskymed
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The example of COSMO SkyMed illustrates interestingnds and highlights a
transformation of the defence function, which atgefor some systems, to define a more
open multi-user system. As such, the program isismated: it has been developed
within the ORFEO French-Italian bilateral agreemsighed in 2001 in Turin, which
called for an integrated cooperation between halZOSMO SkyMed and French
Pleiades EO satellite constellations.

Pléiades optical satellites will be launched betw@810 and 2014’ Pléiades is a
Centre National d’Etudes Spatiales (CNES) prograndéd through the Ministry of
Research, but it is defined and budgeted as auBekecurity and defence program.
The Pléiades program stems for an essential ewalofi French space policy, as a dual
use asset, with partial commercial exploitationjolitakes into consideration the new
defence and security needs.

Also on the satellite communication side, the exioam military needs in terms of data
transmission capabilities have pushed Europeantmesiio develop telecommunication
satellite systems (French Syracuse, ltalian Sictal)define service contracts (UK
Skynet 5) or, at occasions, to buy commercial tatgaunications capabilities.

The multilateralization of some dual-use space esyst like those established by
French, Italian and German bilateral agreementsdas the exchange of capabilities,
I.e. outside a multilateral or EU-coordinated fravoek, signalled the need to shape a
more European systemn order to solve the problem of national ownegusdund return
on investment, but also the implementation of dibjes provided for by the same
Member States in the EU Treaties. In this sengeEtiropean Commission plays a key
role through its “flagship” initiatives. In recenears, as important and diverse EU
documents demonstrated, space has come to repeebéagit profile policy for the EU,
yet inheriting a complex and divided environmentreltterized by strong national
influences and initiatives (even within multilatecaganisations as ESA). In fact, the
tight cooperation between the European CommissmehESA, within the framework
agreement concluded in 2003 has allowed takingdoiva coherent space policy. Such
cooperation made possible the development oGlleeal Navigation Satellite System
GALILEO and theGlobal Monitoring for Environment and Security program
(GMES). The former, already envisaged in the 199@ss officially launched in 2001
and, following an initial troubled phase, was reonged in 2008. GALILEO is a multi-
application system, designed to provide the EU \aitlautonomouspositioning and
time synchronization capability for civil and military purpose®

Differently, GMES aims to provide andependentEuropean EO capacityto deliver
services in theenvironmental and security fields*® The 2001 GMES action plan
emphasized the potential contribution of a netwafrkystems for ESDP, also referring
to emerging needs for crisis management. From #wnhing the “S” of GMES
described the setting up of services in order tpamer EU security missions. This
analysis shows similarities with the Italian anérieh dual-use space policy mentioned
earlier. The idea behind GMES is that of the camtion of existing capabilities, along

4" Programme 193: Recherche Spatiale.
http://www.minefi.gouv.fr/lolf/downloads/501_opeeatrs_recherche_spatiale.pdf

“8 GALILEO Homepage, European Space Agency. http:iivesa.int/esaNA/GGGMX650NDC_galileo_0.html
49 GMES Homepage. http://www.gmes.info/
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with development of new assets (the Sentinel s&®)l Since 2001, GALILEO and

GMES have considerably progressed and benefiten & funding through FP7.

Starting from 2008, four pre-operational servicasenbeen launched (land monitoring,
marine, atmospheric composition and emergency nsg)o However, today, both
climate change and security services seem to eduither definition before entering
the pre-operational phase. These differences inp#tk of implementation show the
difficulties to gather an EU security community@bd empower a common monitoring
network of systems. The European Union “flagshipdgoams GALILEO and GMES

clearly indicate the awareness of the importanceaotpace policy for Europe.
GALILEO and GMES constitute a service oriented apph, as they launch future
services combining positioning and monitoring. Téa@spabilities also correspond to
the need for a comprehensive approach to complatieciyes and missions.

It must be noted that these different capabilitempose a very diverse landscape of
space systems with a variety of operational arnareges and exploitation frameworks.
In particular, put together, those systems covewide range of public and/org
commercially exploited assets with respective athges and limitations.

Regarding the three criteria mentioned above the.necessity for a greater reactivity,
for a better integration and for a fully guarant&adopean access, the following issues
can be raised:

= With regard to responsiveness, while fully natibnawned asset may provide a
good reactivity, their complement with other assptssibly commercial, may make
sense as it increasaspriori the number of space systems available. However, it
must be reminded that:

= Nationally owned assets may not imply a greateilavitity for the European
users in cases of emergency and crisis management;

= Commercially owned assets may not be fully avadabbnsidering the relative
importance of other “customers” with traditionabgramming difficulties when
colliding with other “customer orders”. in additiém a “shutter control” obstacle,
commercially-owned means cannot fully guaranteedlability when needed.

= \With regard to better integration, it can equakyrioted that current limitations are
based on segmented customer-basis for nationamnsgsas well as on insufficient
commercial base for emergency related missionshencommercial side. Again
here, the current public-private balance of spaseta does not fully reflect the
need for more integrated space systems dedicatdtetoange of European crisis
management missions. Regarding European missidrether EU or ESA-led, their
internal institutional and financial divisions haleel to influence-proof programme
elaborations, hence playing against creative ye¢sgary integration opportunities.

= With regard to the necessity of a full European tcdnand autonomy, any
commercially owned or operated space system cafuligt guarantee that this
ownership of operating level will remain controlleg European actors for ever.
Although commercial ownership is always a suitabfgion, political decision-
makers, through appropriate data policies, musteewmake sure that the operator
will treat public needs in priority and fully abidey stringent confidentiality
standards. In addition, the notion of data con&adl integrity must be raised as
many security and crisis management users regulasigt on the reliability of the
data for their missions. Again, only a fully ingtibnally controlled asset can
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guarantee a complete reliability of the data, wéet the collection, the processing or
the dissemination level. From this standpoint, amynmercially-owned asset
should rather be viewed as a possible meansdorpletingan already existing
European controlled capability without substituttogt.

= The evolution of European space activities, mostly national from the onset, are
progressively taking a more multilateral perspective, via ESA and now via the EU and the
Lisbon Treaty’s opportunities;

= Although ESA and EU Member States still have their space competences, the case of
security is specific insofar as efforts are still very much national, or undertaken in
nonESA and non-EU cooperation frameworks;

= Current budgetary and capability challenges in implementing the new European
ambitions in CSDP will however require greater Europeanization of space for security
programmes: current space for security governance remains in its infancy and ambitious
political decisions must be made by EU Member States to further build Europe’s crisis
response capabilities.
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2.1.—-

21.1.—-

Implementing European space for security ambiti ons

The existence of European domains of excellencsilplgscontributing to effective
crisis management architectures can be counted gthenmost obvious returns from
the aforementioned projects and experiments.

A European know-how for Cooperative informati  on

Besides a proven technical competence in spacgrandd systems, Europe has clearly
demonstrated its know-how and its capability todiarcomplex data and information
in national and shared processing and exploitatlwins. Historically, this ability has
already been experienced in most stringent casesewl Member States have put in
common resources for security and defence.

The defence and security experience

A first example has been the case for informatiomiag from Electro-optical and
Radar satellites (namely Helios and SAR-Lupe) widaka can be exchanged between
the different Member States involved in these tsj@/Vhile French Helios has remained a
protected military asset with an initially heavigntralized information system, a first
slight evolution showing the need for an enlargedribution has been noted with the
entry into service of the second satellite Helie ih 1999.

As mentioned earlier, such an evolution has bew®di to increased uses by operational
chains of command for military operations and plagrphases. A later development
has extended the main centres in Europe with iasitais in Belgium and in Germany.
Some 15 distant “cells” have also been directlylemgnted in operational locations
enabling the users to get links to those cellstfaning as “mini-centres”. These changes
brought from one generation to the other can bensamzed as offering the possibility
of tasking orders directly from the distant celigldao exploit the produced data in the
operational centres. Paving the way for more distive concepts, and based on
Common Operational Requirements established byrépean countries, these evolutions
have naturally translated into more cooperativecepts presiding over exchanges
between Helios and the German military SAR sagd]iSAR-Lupe. It has also helped
innovate for the new dual-use system Pleiades-Cdsmed on EO and SAR satellites
respectively built by France and lItaly.

While the Common Operational Requirements docur{lB@C) has been a first step to
harmonize on-going national programmes as muchoasilgle, the 6 countries (plus
Sweden as an observer country) have decided teeddbs cooperative endeavour by
engaging in a collective definition of the futurengration of observation satellites. The
future system, called MUSIS (Multinational SpacesBd Imaging System for
Surveillance, reconnaissance and observation) tnasswer the whole range of data
collection requirements, from the political deasimaking support to the military operation
support. Such an architecture would benefit from diversity of the technologies and
of the orbits used by the different national comgas with the main following mission
categories:

= Intelligence and targeting;
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=

=

In this respect, MUSIS is to cover a wide rangdath collection techniques, allowing a
collective use of these data through mugirored imagery access and exchange
procedures set up between the partnering Statisswtirth noting thaincreased needs

for timely and flexible space information has constuted one of the main drivers

for intensified exchanges and cooperatiant must also be noted that capacity exchanges
in the field of telecommunication satellites hasodbecome a European standard in the
most demanding situations. Some examples of cotpermformation mechanisms

better

Improvement of the detection of activity indicatars limited zones of specific

interest;

Improvement of all-weather day/night revisit capiéibs with an increased

reactivity as seen from military users;
Improvement of environmental data production.

applied to European space systems are recallée itable below:

T

OCuU

n

Existing or in-project cooperative space mechanisms in Defense and

Security in Europe

Germany and France have agreed to exchange services provided by Helios
(optical EO) and SAR-Lupe (radar EO) in order to obtain information
independently of weather conditions on a 7/24 basis.

Spain, Belgium, Italy and Greece participate directly to Helios program with 2,5%
guota each.

In addition to NATO, the German Defence Ministry has leased the equivalent of
two SHF transponders on Syracuse 3A for five years while waiting for its two
Satcom Bw military telecommunications satellites to become operational.
The Belgian Defence Ministry also has leased a small amount of capacity,
leaving French forces with just 45% of Syracuse 3A for their own use.

The Helios Partners have engaged into the project of a Multinational Space based
imaging System (MUSIS) program with Helios partners (Belgium, France,
Germany, Greece, Italy and Spain, ,) aimed to provide initial architecture
studies for a multinational observation system for security and defence
purposes.

An_Inter Governmental agreement between France and ltaly was formally
established by the two heads of Government on the 29 January 2001. This
so-called “Torino Agreement” aims at establishing a dual system comprising
an optical component under the leadership of France (the Pléiades
programme component) and a radar component with 4 satellites and the
dedicated ground segment under the leadership of Italy (the Cosmo-Skymed
programme component). The Inter-Governmental Agreement highlights the
dual-use character of the programme, implying the definition of principles for
adequate resource®® sharing, imagery ownership and diffusion®® officially
creating a cooperative effort named ORFEO (standing for Optical and Radar
Federated Earth Observation). The general management of the Agreement
is ensured by a Steering Group composed of French and Italian
Representatives.

*® The notion of “resource” being defined in termsatellite tasking.

*1 The Pleiades Optical High Resolution ProgralAC-06-B1.1.04, IAF Congress, Valencia, Spain tdber

2006.
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= Although GMES is today the key and determining European space for crisis response
initiative, existing national or multinational programmes show how much States
perceive the sustained need for space systems with performances usually higher than
what is currently envisioned for GMES capabilities.

= Considered from a more European point of view, building upon European programmes
such as GMES, augmenting European capabilities for more demanding missions would
contribute to narrow this enduring gap and build a more efficient European space
architecture (EU and national) for the efficient delivery of the CSDP.

2.1.2.— Organising the “S” of GMES on a cooperative basis: some recent advances

As pointed out in a previous table, several onga@egurity-oriented space projects,
financed by the and 7" Framework Programmes, aim at integrating fullypmative
information systems for ensuring better efficierfayy experimental level only). Among
these:

LIMES tackles cross-border issues and relies onragean of multilateral institutional
framework, trying to reinforce European informaticeapabilities to better protect
Europe against the effects of disruptive eventshsas humanitarian crisis, hostile
maritime transport or attack, emerging and thraagenetworks).

The LIMES team has been investigating several areederest to the ESS:
= Organization and distribution of humanitarian aigeonstruction.
= Surveillance of EU borders (land and sea).
= Surveillance and protection of maritime transportdensitive cargo.
=

Monitoring of critical infrastructures and sens#tivnatural and industrial
locations.

= Protection against emerging security threats ¢ergorism, illegal trafficking,
and proliferation of WMDs).

The LIMES service development has chosen to coretenbn three “clusters” (i.e.
Maritime surveillance, Land and Critical Infrasttuie Monitoring and Humanitarian
relief and reconstruction), to be then tackledpedsfic issues:

= Maritime Surveillance

Open-water surveillance

Sensitive Cargo Surveillance

Costal surveillance

Area surveillance outside the EU
Land and Infrastructure Surveillance

A R LR

Land Border Monitoring
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Critical Infrastructure Monitoring
Treaties Monitoring

Event Planning

Humanitarian Relief and Reconstruction
Population and Resource Monitoring
Humanitarian Crisis Operational Support

g 2 4 8 3 4 0

Reconstruction Support

It must be noted that among the objectives ofihigect, some address:

= The building up of documentary databases and abtgessrvices (infrastructures,
etc.) on the theatre.

= The homogenisation of data exploitation at the peam level.

= The possibility of a wide dissemination of openotgses to all while retaining
the possibility of sharing classified data betwaathorized entities only.

Several experiments conducted in 2008 and 2009 baga using existing space and
ground segment resources in Europe demonstratiagptssibility to build future
operational cooperative information systems capalblenproving the quality of the
services produced for security purposes.

Within the context of GMES Initiative, the G-MOSAIEP-7 Collaborative Project
aims at identifying and developing demo and prerajgenal products, methodologies
and pilot services that can be applied to earlywmgrand crisis prevention as well as to
crisis management and rapid interventions in hatssaround the world. It aims at
identifying and developing products, methodologied pilot services for the provision
of geo-spatial information in support to EU extémetations policies and at contributing to
define and demonstrate the sustainability of GME®aj security services. G-MOSAIC
brings together industrial operators, public secesearch, and academia and gathers
the main players of GMES Security services in Earop

The project has been first activated on Janualyiyithe United Nations in order to
produce geo-spatial products in rush mode to assif efforts in Haiti. Satellite
imagery acquired immediately after the disasterewmocessed by G-MOSAIC rapid
mapping partners in rush mode and the first getiadgaformation delivered to users
on January 18

G-MOSAIC is intended to develop services for sdgua:

= Support Intelligence & Early Warning, with the oti)ge of deploying and
validating those information services which conité to the analysis of the
causes leading to regional crises, such as wegpoliteration, fight for natural
resources, population pressure, land degradatioa,iliegal activities. One
important aspect will be the development of crisdscators.
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= Support Crisis Management Operations, with the ativje of deploying and
validating those information services which conitéto support the planning
for EU intervention during crises, the EU intervent itself and citizen
repatriation during crises, the post-crisis manag@m reconstruction &
resilience.

The objectives of TANGO, a three-year European C@sion programme, have been
to, integrate, demonstrate and promote new satédiecom services dedicated to GMES
(Global Monitoring for Environment & Security) reigements. The project gathers 24
research and industrial partners and aims at dewejoand providing operational
telecommunication solutions to the immediate GMEE&/ises needs, and at preparing
the definition of optimized satellite telecom irdtauctures to expand future GMES
services.

The programme has been focusing on:

= Improving the service area through the disseminatib GMES applications
wherever it is needed; reach communities with r@iohon-space solutions —
for instance over oceans or following a naturaaslisr — deployment @id-hoc
networking for crisis management

= Improving the reactivity and freshness of the dataugh faster scene an
situ data collection; speeding up the transfer of dexpected as these
prototypes services become operational and alloghdni volumes to be
processed;

= TANGO implements a bottom up approach to identifg tequirements for
telecommunication services that are not met foid#fiarery of GMES services.
The consortium structure enables privileged craosksl with key GMES
projects addressing all GMES themes.

TANGO demonstrations has been mainly contributingwo European Commission

identified fast tracks (the marine and emergenspeoase core services) through the
integration of satellite telecommunication soluawith on-going GMES developments
in the framework of security and crisis managemésiieries management, maritime
surveillance and humanitarian aid.

Other FP 6 and 7 projects such as RESPOND, SAFHRKER could also be quoted
as investigating the specific contribution of spagestems for crisis or emergency
situations. All this is paving the way for a moesactive architecture and shows that
there is no blocking issue in fielding such arattitee in Europe. Issues related to
governance and data policy are now a work in pssgie several security related fields
(mainly dual-use) and illustrates the relative matstate of such architectures. In this
respectEurope has now reached the point where it can capilize on this extensive
experienceaccumulated over the years and recently highlightdotand new collective
security space projects.
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However strondimitations subsist:

= First, those capabilities remain severely limitegarding the minimal performances
expected in crisis management situations. Thiseisgll be further addressed
below.

Second, it must be pointed out that efforts produice GMES-related R&D
projects are now depending on existing federatad &mmetimes commercial)
capabilities that provide necessary data for thiyseoperational programmes.
In this respect, it must be made clear that norteesfe R&D projects have been
envisioned as fully operational programmes, blieraas test-beds for demonstrating
and better understanding the potential role ofllgatein security operations.

T

OCU

Some limitations in the exploitation of space syste ms for crisis management
operations in 2010

n

It must be recalled that today most of the existing projects have an experimental
character that severely limits their real exploitation by professional users, a limitation
linked to the sustainability of the proposed approaches. For example, in the case of
LIMES, acquisition of pre-planned imagery have been necessary to implement a one-
month maritime surveillance demonstration in the Caribbean during the Summer
2009. This material was composed by imagery produced by electro-optical and radar
satellites such as SPOT-5, Formosat, Envisat, TerraSar-X ordered a few months in
advance. In the same vein, most of the high resolution imagery used in FP related
projects is based on the extensive use of non European systems (such as Worldview,
Geoeye, both owned by U.S. companies in this case) as no such system currently
exist in the European toolbox. This example clearly shows the limits of existing
capabilities that both cannot guarantee instant availability and require mid-term
advance planning.

But intrinsic response limitations to existing capabilities can also be stressed apart
from such experimental projects. For example, in the case of the Xynthia storm which
hit France in Spring 2010, limited airborne sensors were available at that time for use
by the civil protection as they were grounded, obviously, due to bad weather
conditions. Space systems have appeared, in theory, as a logical alternative to deal
with such conditions. However, no data and imagery has been available before 6 full
days. Insufficient number and revisit time of European space-based SAR assets (e.g.
notably TerraSAR-X) did not allow the users to be informed of the situation in a
meaningful time.

2.1.3.— Effective EU capabilities for security

36

A.— Navigation and Security

Navigation satellites represent the only globatesysproviding users with metric-class
positioning and time synchronisation capabilitiehievever on the globe. Recent
military conflicts as well as day-to-day securityrescue operations have demonstrated
how much such systems are used in modern secugénisations, especially providing
a higher precision and improving coordination agmpo of any operation conducted at
sea, in the air or on the ground.
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In addition to precise navigation and localisatisuch systems also provide a highly
precise time reference which is to become a stdridar number of distributed information
systems, for communication, energy distributiomHKiag, etc. Indeed, one condition of
the efficiency of these systems lies in a full gragion of the generated data in the
global telecommunication architecture.

Possibly by 2014, following a joint EU/ESA initiaé, Europe will manage a new
Global Navigation Satellite System (GNSS), callealil&c®® This system will consist
in a constellation of 30 satellites providing usegsiipped with the proper receivers the
possibility of knowing with extreme accuracy thposition as well as having access to
advanced navigation services.

Currently, European users, including defence, heeotly available GNSS system: the
American Global Positioning System (GPS). GPS plewitwo different services, an
open one for all users and a restricted one (GP$ldd)cated to US forces and their
allies. GPS has been developed according to USriepat of Defence requirements
and the ultimate control of the GPS system is enltAnd of the US Security Council; it
is explicitly foreseen that GPS services can breugied by US authorities according to
specific security situations.

Despite its widely known and publicly acknowledgadilian character, the European
Galileo GNSS system has intrinsic security implmas and uses. Possible hostile uses
of the positioning signal must be expected and lshibe avoided by a strict control on
access by the supervisory authorities, thus allgwdilsruption and distortion of service
where and when needed. Moreover, the Galileo “EBubdigulated Signal” (PRS) can be
compared to the GPS-M signal, the military-only gse and jam-resistant service
provided by the US for its military and to the et allies. Therefore, the use of the
PRS signal by military and security forces canna éxcluded. The optimal
configuration would be a dual-capable PRS and GPSystem, thus incrementing
precision and availability and maximum asymmetripatential use (which implies
negation of Galileo signals and access by poteatiakrsaries).

%2 For precisions see Giovanni Gasparini and Gusitaddtrom, The Galileo satellite system and its security
implications,EU-ISS occasional papers, n°44, Paris, April 2003.

%3 Due to the multi-signal capacity, Galileo can pdevdifferent services. In fact, different servieesl different
related data protection (open, encrypted, classifiata) are ensured by the different signals amndieca
frequency.

Open services (O basic level dedicated to consumer applicatiodsgeneral-interest navigation. Services are
provided for free and still guarantee a high-lgyaiformance.

Safety of Life (SoL)Service highly stringent service for users whexety of life is critical. The information is
provided as integrity data for the navigation dgiteen in the open service. The data could probablytain
digital signature (authentication) to ensure thersi®n the origin of the information (Galileo shtes$). There is
also the possibility of encrypting the integritfdrmation.

Commercial Services (C3gstricted-access service level for commercial pnadessional applications requiring
superior performance to generate added-value. €hdcs is subject to fee and provided by using ad h
encrypted signals.

Public Regulated Services (PRS)a restricted service for governmental applaoati that provides classified
information.

Search and Rescue (SARYonsist with the participation of Galileo tondder program (COSPAS-SARSAT) to
assist SAR activities by providing data to thelingional community for free (not encrypted).

FONDATION pour laRECHERCHE STRATEGIQUE 37



SPACE CAPABILITIES FOR CRISIS MANAGEMENT: REDUCING GAPS, IMPROVING ACTION
RECHERCHES & DOCUMENTS N° 05/2010

B.— Satellite communications for security

Military and security communities are increasingdyying on commercial systems to

provide larger bandwidth necessary for complex sgcgystems. For example, it is

now well-known that roughly 80% of the satellitdetmmmunication needs of the

United States during the second Iraqgi conflict baen satisfied by the use of leased
commercial satellite channels. Current so calledsaicom architectures are mainly
conceived as comprising two levels of services:

= The “general purpose service” is destined to ensameorotected military communications
(routine communications, day-to-day support or @engl communications) that
can be transited through reasonably reliable aratagieed commercial service.
Nowadays, international organisations like Intelsat be considered as principal
operators for the U.S. military. These servicesustglly provided as support in the
SHF portion of the spectrum allowing a reasonaliljevand for large volumes of
transmissions.

= The “hardcore service” deals with highly protectaitary transmission. For this
reason, it is observed that higher frequenciesh@EHF region) are used as they
simultaneously provide more capability with enhahsecurity and robustness for
the users. The complexity in mastering the relééetinologies makes these hardly
accessible and non viable for any developing coroi@ebusiness. Robust SHF
capabilities are also available to answer coretanjlineeds

In Europe, only a few countries have developed EBpabilities. It must be noted that
two of these countries, namely France and the driftegdom, are nuclear countries
and as such must ensure the most secure commongati

At national level, France, Germany, Italy, Spaid #re UK have developed national space
capacities, although the nature and the scaleesktlefforts have differed. Historically,
the United-Kingdom uses the Skynet system (manageér special conditions by the
private firm Paradigm), a constellation of three dedicated satelliteghwvorldwide
coverage for the British armed forces. Technicalys Skynet family has formed the
backbone of the NATO Satcom effort with the NATQic®an series. In August 1998,
the British government decided to develop SkynetaVihjew generation of military
telecommunication satellites, under a so-calledivd®e Finance Initiative” (PFl),
whereby the system is fully dedicated to nationdharities in times of crisis, but the
managing commercial entity is allowed to commeizgathe capability surplus the rest
of the time (see Paradigm/Skynet approach desonifielow).

The French armed forces have first used the caiviBatellite platform, Telecom-2,
carrying military transponders. UK and France fsgjned an agreement in 1995 to
extend the coverage of their systems and to leck ether their capabilities in case of a
defect in one or the other. France signed othezesgents of this kind with NATO in
2000 and Spain in 2001.

Dependence on a civilian system has required teedarMinistry of Defence to pay for
capabilities even when they were not needed. Ttira €ost, and new requirements for

* For example, a total of 600 stations are envisiotebe in service in 2014 for French core militaise.
Complementary needs are covered by commercial mgnats with ASTEC-S and INMARSAT capabilities. In
the future, the Ka band could be used to extensktlatest capabilities.
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higher data rates and more robust telecommunicgtioas prompted French military
authorities to opt for a new military dedicatedtsys. This military-only programme,
Syracuse lll, consists of two satellites, one l&eacin 2005 to ensure service continuity,
and tghse other launched in 2006 to ensure full cyer A third satellite is planned by
2010:

Italy, with its satellite SICRAL-1 also has sommiiied capacities. It must be noted that
SICRAL-1 is designed for a 10-year lifetime (ur2D11l) and can also operate in the
EHF broadcast frequencies. A second model, SICRA. (2 UHF transponders, 5 SHF
transponders and 1 EHF transponder) is to completheriirst SICRAL satellite with a
lifetime until 2019. A new generation satellite CRAL-2 would be operational starting
from 2011.

In March 2006, Spain has launched its own dedicaséeicommunication military
satellite, Spainsat, developed by the US firm Laad operated by the Spanish ministry of
defence in the SHF bands (with a small capacitytraidisponder — in the EHF band). It
must be noticed that the contract with Loral imglibe construction and the launch of a
second Spainsat-class satellite as a possible lpaaapacity. This second satellite,
XTAR-Europe is operated by the Spanish operatodésiat in collaboration with Loral,
today providing extra capacities to US and Spamisthorities (and other possible
customers). This arrangement follows the Paradigmdehalready mentioned for the
United Kingdom.

Finally, in October 2009, Germany has launched fite¢ model of two SatcomBw

satellites with an operational life of about 15 ngeaSigned in July 2006 with EADS

Astrium as prime contractor, the contract is madage Milsat Service GmbH, a joint

venture established for this purpose by EADS Astr{id4,9%) and ND-Satcom (25,1%), a
subsidiary of the commercial satellite broadcasting, SES ASTRA. Milsat Service

GmbH will have the German Ministry of Defence asdirect customer, also providing
the German military with commercial transmissiofa, example by using Intelsat
satellites when possible.

These NATO-compatible satellites will provide saiint capabilities for transmitting a
range of communications, from telephone calls tdtimedia connections. To this end,
these satellites carry both UHF and SHF transpander

Two types of terminals will be available:

= Large terminals with all telecommunication possiieis serving as node for
local on-theatre communications and for instalfingd data networks.

= Smaller portable terminals are also able to usedivand services such as
video and internet access. These terminals witlddrered in large numbers.

Milsat GmbH delivers the terminal, an extensioranthor stations in Germany and a
new central network management and facility.

The French, Italian and British capabilities, pddiegether, have been chosen by NATO to
provide a first so-called “Satcom Post-2000” ametttire for SHF communications.

% The current operational service contract envisibiesmaintenance of 18 secure (anti-jamming tramsers)
until 2018.
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Again, the multiplication of national capabilitibas ended up with a credible collective
resource, giving birth to both a European and a NA&source.

C.— Other existing EU space capabilities for extend  ed security missions

One particular application of Earth observationsists in the surveillance of ballistic
missile capabilities and early warning associatedttions. This activity relies on infrared
optical observation, usually placed on a geostatipmrbit (or on very elliptic orbits)
and calibrated for the monitoring of the thermalssion produced by the ballistic missile’s
engines. Thanks to the localisation of the theremaission, the space system allows the
identification of the missile launching site andyspibly, its trajectory and its final
expected impact zone. Such a system can contrifsutihe protection of targeted
populations and can also provide intelligence réigarthe proliferation of WMDs.

In Europe, no such operational monitoring and earfrning system exists today.

However, a exploratory activity has been startedriance in 2004 under the form of a
124 million Euro Ministry of Defence demonstrataogramme called “Spirale” and

awarded to EADS Astrium SAS as the prime integratod Alcatel Alenia Space as the
payload developer. This programme includes the eqoian and the development of the
space segment which is composed of 2 micro-sa&l({L20 kg-class on an elliptic
orbit). The primary mission of these micro-sate#liis to collect terrestrial backgrounds
in infrared mode and test the ability to detectsitessignatures in selected bandwidth.
In addition the demonstrator comprises a specificiveloped ground segment.

Electronic intelligence capabilities are contribgtito the global intelligence performance
with specific uses regarding military activitiesyroshg mission planning phases or
during operations. ELINT systems can be terrestsid, air or spaceborne. In this field,
the French government has decided to finance aespamonstrator called ESSAIM
composed of 4 micro-satellites (120 kg-Myriade folath family — see above) flying in
controlled formation allowing for frequent revisitme. Launched in 2004, this
programme developed by EADS Astrium is maintaingdCblES and is transmitting its
data to theDirection générale de 'armemésit(DGA) weapons electronic centre located
near Rennes. One of the missions of the progransiree better characterisation and
mapping of the terrestrial electromagnetic envirentrin the military communications
domain.

Another demonstrator, ELISA (ELInt SAtellite) isheduled for launch in 2010. This
DGA programme awarded to the French firms EADSIiAstrand Thales will consist in

developing 4 micro-satellites (ESSAIM class) opeton a sun-synchronous orbit
with the objective of identifying radar emitters sdwide. This experiment should start
in 2010 for a 3-year experiment in orbit.

While requiring a strict control of the dissemioati of the data due to their
“intelligence” content, technical as well as indigdtcooperation in the ELINT/SIGINT
domain is not perceived as presenting fundamentgdrehces with the cooperation
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under the MUSIS model. Such cooperation has bemmtly mentioned by France as a
possible MUSIS framework¥,

2.1.4.— Synerqies status

As discussed earlier in this Research Paper, wddieral European documents and
agreements have already been endorsed to enhamesgieg in spac¥, the necessity
remains of defining the basic principles of a i&ati European architecture for security
and crisis management.

Manoeuvring room exists today to make cooperatisieesies evolve in a decisive
manner. Past experiences with multinational codpergorojects (illustrated by the
Helios programme for example) have shown thateastl in the case of monitoring
activities, a large part of the data requestedonatly were indeed of mutual interest
and that those requests could be shared for a logiienised use of satellite and ground
segment resources. New arrangements should théwubd to better organize at least
part of this activity for military and security mposes. Beyond this step, on-going
projects (such as the Franco-Italian Pléiades-Cqmmgramme) or architectural studies
(such as MUSIS) show a promising way forward, veittvanced cooperation structures
organized early-on, even before the actual debinibf the space systems. It should be
emphasized that such projects already consolidegpertive national responsibilities
and competences (by organizing in the case of MUB&ébreakdown between the
different national parties for the future imagenmydathe radar capability conceptual
studies).

Concerning the sole military domain, based on tleegeeriences, any progress will be
evolutionary rather than revolutionary given th#é bimited number of European States
involved in these efforts to date, and considering still complex political issues
attached to the sharing of sometimes sensitivenmdton and data. However, recently
expressed national political readiness to deepercdbperation for former very sensitive
domains, such as high level precision imagery @nesome ELINT capabilitied, can
give new impetus for a more integrated space aodngt segment architecture.

On a more optimistic note, it is clear that tecbhgaal advances, both in the observation
and in the telecommunication fields, render the okelual systems or services for

civiian and military constituencies increasinglppa&aling. Surely some technical

differences will remain to satisfy specific miliyaneeds. But it is widely recognized

that technological advances have made dual-usadbadies more ready to answer a
large part of the security and the military needs.

In the field of security space applications, symesdiave largely relied on cooperative
efforts building on first bilateral return of expamce (Helios 2-SAR Lupe, Pleiades
Cosmo in particular) to transition from still natadly-based systems to more cooperative

% See “Let us make more space for our defencerendh Ministry of Defence, February 2007, alreailgcc
above, p. 23.

"1t can be reminded that the Headline Goals, th®f2an Space Policy as well as the 4th and 5th ESA-
EC Space Councils decisions or the new institutialeaelopments included in the Lisbon Treaty frarogw
have all in common to actively support those evohs.

%8 |dem, pp. 22-23.
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and integrated space and ground segments. A fagthas consisted in extending those
architectures by increasing common satellite taskirocedures as well as common
exploitation of the imagery. This could ultimatégad to an enlarged interoperability
capability as far as the ground segment is conder@ech European integrated space-
based systems could also fully benefit from exgstimgh performance non-military
systems.

This “step by step” approach may appear a balanegdforward that may benefit from

reflections that have already been engaged fordusystems at horizon 2015-2020.
Such an evolution would obviously directly bendfdm innovative uses of European
dual-use satellite highlighted in many R&D GMESatel projects and those that
remain to be developed.

Similarly, it is clear that a European telecommatiom military in-orbit infrastructure
could be seen as a combination of existing modats ianovative ones fulfilling
security requirements. It could be composed by:

= several national satellite systems ("hard corefyesaational control);

= a set of large European satellites ("shared” usatp)eloped in cooperation,
using generic design and flexible mission, based common requirements set
shared between the nations through existing midtdhmechanisms;

= commercial satellites providing the European tel@omnication system with
additional bandwidth.

In any case, any of these options would benefinftbe institutional advances brought
by the new terms of the Lisbon treaty that maylitaté the involvement of European
Union defence and security authorities in the mamant of security related programmes
(such as GMES) and data. This past experiencelabocative space defence and security
schemes, as well as on-going attempt to federate stefence-oriented national assets
at European level provide a sound basis for theldgwment of genuine European Earth
observation, telecommunication and navigation sssetder the form of more integrated
programmes with European security objectives.

= It is clear that on-going parallel efforts for improved synergies have intensified both at
Member State, EU and ESA levels. However, while politically legitimate, such dual-use
systems raise many governance issues related to the control of such systems, to their
associated data policy (at national or European, military or civilian levels). Today, only
the EU (European Commission with the EEAS) would have the authority, capacity and
ability to carry out further synergies, in turn reinforcing its CSDP ambitions.

= It must be noted that any data policy associated to dual-use space systems raise the
issue of the nature of the sensors (national/European, civilian/military) as well as the
nature of the collected, processed and disseminated data.

= Producing a fully shared set of data policy rules will be a prerequisite for any security
and crisis management oriented space programme beyond GMES.

= These issues will be solved by involving all the key institutional actors (i.e. the EU, ESA
and their associated Member States) at the governance and data policy conception
stage. In this respect, the opportunities offered by the Space Clause in Article 189 of the
Lisbon Treaty is a formidable opportunity which Member States may decide to seize.
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3.— Capitalizing on the European experience: lesson s learned

3.1.— An already large experience in EU Security cr  isis response missions

The European Union has already gained extensiverexjee related to several types of
crises faced since the early 2000s. The schemevi@iovides a summary of the main
missions conducted by EU forces:

2003 2004 2005 2006 2007 2008 2009 2010
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As of December 2009, a total of 14 CSDP and EU ionissare in an active status
among which six in the Western Balkans, CaucasdsEastern Europe, three in the
Middle East, one in Central Asia and four in Aftica
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- Civil
Military I .
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With 13 EU missions already completed, the listv@demonstrates the wide-ranging
type of monitoring and support missions achieve&byforces in a variety of geographical
situations. These missions have ranged from magitsarveillance missions (EU

NAVFOR) to monitoring missions (EUMM Georgia) to lommplemented in possible

non-cooperative contexts. A few examples can benaed to illustrate the increased
EU needs in terms of information capability andctieéty:

EU NAVFOR Somalia (Atalanta)This EU mission continues to escort ships of the
World Food Program, and has to date allowed theigm of 300 000 tons of food to
Somalia. Through the establishment of the Mariti&eeurity Centre (MSC), the EU
mission provides protection to merchant ships. M&C website allows commercial
vessels to register to the programme and recefeenmation on pirate activity and the
MSC helps to coordinate the escort service to tehges which is provided by Atalanta.
While around 30% of the commercial ships do notsteg to MSC yet, then unable to
benefit from the escort service provided by the Ebime attacks have been reported at
1000 nautical miles of the coast and underline phvates have significantly extended
their area of operation. This extension provesat@ lzhallenge both in terms of covered
areas as well as for organizing any timely resp@isea. For such a mission, coverage,
revisit time and certified timing of informationedrly appear as key elements for
success.

EUMM Georgia Following the outbreak of violence between Gear@gnd Russia on 7
August 2008, the EU Monitoring Mission (EUMM) wastablished to monitor the
implementation of the 12 August and 8 September82€€asefire agreements. The
mission was deemed a success because it sucgessfnhged to stabilize the situation.
EUMM was also praised for its speedy deploymentvéler, the mission faced practical
capability challenges which hindered its capacdyfulfill its mandate successfully.
Currently the mission has to deal with an extrenoelyiplex situation. Since Russia has
recognized the independence of the breakaway retfierKremlin denies the access of
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3.2.—

the mission to South Ossetia and Abkhazia. Thgidiis dimension of the six point
agreement is the definition of the territory of @ga. To counter the lack of
accessibility, Ambassador Haven, the Head of Missadd EUMM, has called for
Unmanned Aerial Vehicles (UAVS) to be used to manihe breakaway region by air.
As the mission cannot implement its mandate in gBparatist regions, its role of
confidence builder is thereby hindered, but thetrategming feature is that the mission
remains unable to investigate the Georgian claifretlmic cleansing in South Ossetia.
In this instance, the availability of high perfornca and reactive reconnaissance
satellites partially or completely replace unusedapabilities and provide independent
information to EU authorities.

The challenge of satellite products acquisiti  on and exploitation

Confronted with recent climate or catastrophic éveseveral European users have
criticized the relative difficulty in obtaining meimgfully reactive products from space
for crisis management operations. This difficultgsralready mentioned in the case of
the storm that hit France early 2010. Typically e best case scenario, an order of
magnitude of one day between the ordering of amg@rand its reception on end-user
display terminals must be considered today as adgperformance. In the case of the
earthquake that occurred in L’Aquila, Italy, in 20Qhe first SAR image (Cosmo-
Skymed) was requested by the Italian Civil Protettess than 3 and a half hours after
the event and the image was actually “acquiredhddrs later. This timeframe does not
include the processing and dissemination procedbed must be added to the
timeframe. While users are requiring increasingigative and complete space-based
information systems (with cycles of a maximum ofeth hours in some instances),
including the data acquisition itself, but alsoith@ocessing and their dissemination to
the final end-user, current performances clearlytdmatch these expectations.

In reality, such satellite data dissemination ugutakes several days. A recent study
showed that, in the case of the activation of titerhational “Space and major disaster”
Charter, the satellite acquisition phase, the remepf data flowing from receiving
stations and their delivery to the project managecounted for the most time-
consuming phase, then creating incompressible slelayresponding to emergency
situations. This phase includes the validation loé teceived data by the project
manager and archiving or possibly new requestshbyptoject manager. The average
time for this phase to be completed is between @ 4ndays, mainly due to the
acquisition time itself. It must be noted here that acquisition procedure heavily
depends on the nature of the requested space ldsgsafsingle satellite or constellation),
on the sensor type (optical or radar with an obwiompact from the weather
conditions), on the satellite revisit time, on tapability of rescheduling, on the means
of acquisition in terms of recording capacity, diraccess, memory emptying, receiving
stations (number and geographical location). A munm duration time for this phase
has been one full day, while 16 days have sometbreen recorded as a maximum.
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Source: TANGO project, D2.1-1, “Synthesis of requirements for Integration of telecommunication services in Risk
& Crisis management Platforms”, 2007
(http://www.teladnetgo.eu/index.php?option=com_remository&ltemid=28&func=startdown&id=104)

3.3.— Main limitations highlighted in some GMES rel  ated experiments

GMES is the EU’s second flagship programme, anskireral ways is a comprehensive
answer to many challenges raised in the ESP, gizingpe the capabilities in needs to
tackle several key challenges, including its ségulis complexity and novelty, however,
are elements that have called for adequate andnaitag handing by the European
Commission. In turn, GMES is becoming perhaps thetral component of an EU
capability to tackle crisis management. It is tlausentre piece for any evolution of

space for security policy in Europe.

The challenges facing the making operational the af space assets for crisis
management and emergency support are addressefilbpiiRjects under the umbrella
of the GMES programme and of the Framework Prograsnfor Research and
Development. As indicated above, different projdtase been exploring the way to
render the provision of space products more efficia situations of crises, whether
these situations address unintentional or inteatidireats or disasters. Mainly, such
projects consider three thematic areas of invasbigaindustrial or natural disaster
management (involving the management of criticdtastructures); Humanitarian
disasters involving the use of space systems fopau, relief and reconstruction; and

maritime surveillance involving safety and securiated issues.

These projects have been based on experiments ateddn reference to operational
scenarios developed with actual user communitiés, mplications on real operations

as often as possible.

46 FONDATION pour laRECHERCHE STRATEGIQUE



SPACE CAPABILITIES FOR CRISIS MANAGEMENT: REDUCING GAPS, IMPROVING ACTION
RECHERCHES & DOCUMENTS N° 05/2010

3.3.1.—-

3.3.2.—

Flexibility and integration to be developed

Satellite-based services must be organised in apleonentary fashion with other
contributing resources, especially for monitorinigtecting and identification phases.
Satellite services dedicated to maritime securitisinbenefit from other tools ensuring,
for example, prior surveillance on terrestrial zor® interest as these may show
preliminary signs of threats at sea. Experimerdalst already allow integrating several
data sources: e.g. systems on board (VTS) and lBesystem; coastal radars (operated
by the Coast Guards or Navies when the ship i®dlmshe coast) and satellite imagery.
The integration of those tools provides a clearededblue, whereas satellite imagery
provides information of potential threats when twe previous sources of information
are not available (i.e. in case of not cooperasivgp presence and in case of shipping
off).

However it is crucial that satellite services prode enough technical and operational

flexibility to allow such a complementarity/interoperability . In short, experimental
systems have delivered a fully “recognized maritipieture” every 48 hours to Navy
headquarters on selected wide area. This delayimeriiaked to the limited number of
available satellites.

Sensor Performances and diversity to be improved

Current R&D projects organized under the Framework Programme umbrella have
shown that the performance of space systems availabfor European crisis
management do not fully match the need©bviously, limited image resolution remains a
pre-requisite for any efficient use of space-bagedems in any given situation. Recent
EU experiments have brought out serious shortcosnimghe use of space systems:

= |n the case of maritime surveillance the deternmmabf a minimum size of the
vessels and limits about the nature of detectabssels by SAR radars, combined
with a pirate’s way of acting (an obvious difficulis to distinguish pirates from
other small vessels like fishing vessels for exanpliakes the very high resolution
as well as multi-sensor use a highly required imeneent. It has been observed
that the same challenge is identified for Seardah Rascue operators that need to
identify small vessels that may have to be resddedent technical demonstrations
have shown recurring difficulties to detect shipsdss than 30 meters long with
available space systems on an operational basiB the field of maritime
surveillance, this makes such systems more integefdr the survey of wide and
non-crowded areas, allowing the orientation of daiid non-space surveillance
means. It appears from current experimental prejdwt this area could largely
benefit from improved space-based sensor perforasanc

= Users involved in the prevention of industrial andcritical infrastructures
related disasters (pipe-line and sensitive installeons monitoring) frequently
cite increased resolution as a first rank requiremst as assessed against commonly
available performances

Additionally, several experiments have shown that mtical and radar sensors
mainly complete each other, with a frequent inabilly of optical sensors to deliver
the requested information due to frequent clouds oar the observed areas (e.g. over
tropical maritime zones). The performance of SAR sensors, while not affedigd
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3.3.3.—

atmospheric weather condition remain depended &y¢@editions when used in maritime
surveillance related activities. It is now recogrizhat a sea conditions above 4 does
prevent current SAR sensors to produce exploitaselts.

This must lead to the development of a larger nurabspace-based sensors, both electro-
optical (with high performance value for small sligtection for example) and more
dedicated high performance SAR sensors (for dagtrsigd all weather conditions).

Better space systems reactivity needed to ensure that a frequent and fresh
information is delivered to the user

While space assets are usually appreciated for thigdersistence and their capacity

to repeat the collection of information over time,more tactical-oriented users
indicate needs for better revisit as well as for lter reactivity of the space-based
information chain. In many instances related to land and criticabstfucture monitoring
for security as explored in R&D projects, it hasmenoted that two images a day
(which represent the average product ratio attdénala existing European space-based
systems) is not enough to support a response a@specially, but not only, in case of
fire), even if it can be very useful for preparesithand recovery actions, as well as for
the monitoring of events lasting more than one day.

The revisit of current space-based systems has albeen regularly questioned, for
example in relation to maritime surveillance expetinents which demonstrate that two
images a day is usually not enough, especially wheassels are approaching coasts
The possibility of benefiting from a reactive accés a space resource is also requested
in some instanced-or sensitive maritime surveillance areas, recentx@eriments
have shown an average reactivity of 36 hours needéal modify the spotted areas’.

It is widely recognized that new possibilities shdd be given to the users so they
can program selected satellites in an emergency medi.e. in delays better than 36
hours. Such a capacity is perceived as possibly satigfgequirements linked to actual
security operations conducted at sea or on thengroln particular, such reactivity
would match the progresses that have been demtatstia recent experiments to
improve the freshness of the information (i.e. #ye of the information when it is
delivered to the users). In some instances docledentLIMES®, some users have had
at their disposal information collected by sateflitwithin a maximum of two hours.
These performances have thus been demonstrategenmental conditions but remain
to be consolidated on an operational basis by battapted and more reactive space
systems (some 30 minutes picture “freshness” hétea been quoted as an operational
requirement for maritime safety and security).

For users, decisive improvements would rely on ineasing the number of satellites
as well as decreasing picture refresh tinf& Innovative solutions should be pursued
including the development of an increased respensivnch and orbital segment based
on the reactive launch of smaller high-performasatellites. Better phased low earth
orbit constellations would also mark a definitiveprovement in optimizing the use of
space platforms by providing a better time respase&ompared with existing non-

%9 See LIMES project recommendations at http://wwéklines.eu/index.php?page=custom&page_id=133
% |dem.
1 |dem.
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phased and disparate capabilities. Other solutstiosild consider the development of
more integrated platforms performing complete fiord in coherence with defined
security missions.

In other cases, land border users also stressshe of the frequency of the updating of
the data regarding environmental conditions. Tlsgeat is considered an important
condition to make such services operationally Uséitthis instance, the speeding up of
the process of the information remains a major ireqment for improvement. This
addresses in particular the processing chain #raiins to slow for the associated
operational needs.

In cases linked to crisis management, improvemértelecommunications and data
transmissions with positioning of the differententention teams remains a constant
requirementAt this stage, the possibility of using space-baseskrvices is mostly
considered from the “strategic” point of view, possibly within Crisis Analysis Units
such as the one existing in the EU Border Contrgeicy FRONTEX, in order for
example to assess level of borders permeabilityaterability.

Better merging of space systems and space-based information with other
existing info-structures

Satellite images are not considered a tool repipenisting technologies; the best value
can be achieved by merging EO images with otheiladta information, completing
and improving the result. This issue was raiseseweral experiments. For example, the
limit of EO images in the land border case is thpassibility to monitor covered areas,
e.g. forests and lakes, where parts of the bordersThis fact highlights once again the
importance for EO images to be merged with (and neplace) others sources of
information.

The key issue of mixing space and non space souréesxommonly raised for the
whole range of sea or land crisis management missis.

Current priorities in EU funded projects, e.g. within the EU-led GMES flagship, have
signalled Europe’s clear willingness to develop capabilities for operational crisis
response; these experiments have however been marred by some shortcomings, as
emphasized by users.

A long-term strategy, in line with the objectives of the ESS and requirements of security
operations must be elaborated, with consideration to the progressive integration of
services and infrastructures, and stronger national/European an civil/ military synergies.
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Seizing opportunities to improve the implementa tion
of the european security strateqy (ess)

Areas for improvements

This rapid overview of the actual use in Europ@xisting or planned space systems in
support of crisis management and security offersomtrasted picture: It shows an
increasing understanding of the role of space systen complement of non space
systems, in crisis management and security situstibhe catastrophic natural events
that took place over the last years, including ¢aethquake in Haiti in 2010, have
demonstrated the EU’s reactivity in providing usehformation collected by space
systems to its own forces or its allies. In pataciwo European Union R&D projects,
SAFER and G-MOSAIC have been able to produce ahidedenformation elaborated
within days following those events. A constant gsisl of the user needs has offered
ever better-focused information to the internatiammganizations involved in local relief
and support. However, these progresses, as wealhaacreasing number of projects
dealing with the organization and the use of sgatstems for crisis management also
allow for a better understanding of the remainireakinesses of the existing capacities:

= |nsufficient reactivity in highly dynamic situations. on average, pace systems
clearly remain used as complementary means andrgmatch the challenge of
responsiveness of highly dynamic catastrophic eveih difficulty. Most of the
recent experiments have shown the insufficient remalh satellites to guarantee a
seamless and reactive use of space capabilitiethenground. While some
experiments have shown that the users can, indbedonditions, benefit from a
space data one hour or less once it has been tedllét space (i.e. the age of
information), they have also shown that a low numiifespace systems did not
allow the users to benefit from fresh informationan operational basis.

= Questionable availability for European users the use of space capabilities
remains essentially linked to their real-time aadaility that cannot be guaranteed
today due to the diversity of sources (in someamsts commercial or non
European). Users thus cannot always benefit frolripes in the programming
and in the use of these capabilities. While inteomal mechanisms like the
International charter for major disasters havesitated progresses made in the
coordination of space organisations and operatbest activation and actual use
are affected by structural delays that can hardifclmimmediate needs.

= Enduring compartmentalization of space systems andperating organisations:

Most of the recent experiments have demonstratastiex needs for better
integrated space applications supported by custmh@nd user-friendly tools. In
particular, the ability to provide users with spasased imagery or informed
cartography in conjunction with localization andvigation capabilities supported
by fully autonomous satellite display and commutinga portable devices has
become key to consolidate the actual role of sgstems on the ground. To
support such services, an affordable approachh®building of integrated space
infrastructures must be developed.
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52

Way forward

For Europe, facing these issues will representtealrchallenge if it wants to increase
the security of the European citizen and its abtlit respond in an efficient manner to
crisis situations, in the territory of the Europddnion or worldwide. Ever increasing
needs for security and safety whether related taralor man-made disasters or to
maritime safety and security issues that have becanshared responsibility on the
international scene (such as the monitoring andtisatellite date in the prosecution of
human rights or war crimes), present the opponuinit Europe to take benefit from
one of its domains of excellence by improving fiace capabilities and their use by the
relevant communities.

In relation with the main weaknesses noted abawaeased efforts may have to be
made in the following areas:

-

Increasing of the number of European high-performame and integrated
multimission space platformsin order to match new needs from users confronted
to highly dynamic and large-scale situations. Thigplies keeping an active
development policy of high-performance space systeamthe field of electro-
optical and radar platforms with capabilities matghthe requirements for reactivity
(availability and fast programming/re-programmingpability by the user), for
revisit and coverage (allowing the spotting of amnga in a few hours, especially at
sea, and linked to the number of platforms avadlgldnd for resolution (allowing
the detection and the identification of small vésee capable of good precision in
difficult weather conditions — i.e. high-resoluti&AR radar).

Rethinking the whole space architecture allowing &etter reactivity of the
different space componentsin particular via a better use of space teleconication
and new relay capabilities.

Ensuring European control over the data used in cgis situations:the capacity
to keep Europe in control of a core space capgb#itated to crisis management
remains a pre-requisite for guaranteeing the aviditha of those capabilities to
stakeholders involved in support, relief and segwperations. This minimal level
of core space capacities must be assessed irorelaith the evolving needs of the
users as explored in the most recent European iexgrais. This analysis must
constitute a reference for the next space capahiiitals in the context of an
international cooperation.

Ensuring a better integration of space capabilitiego deliver products to the
user: Recent European R&D space projects (e.g. ASTROMES, G-MOSAIC)
have paved the way for better integrated spaceitpods allowing the user to benefit
of instant combined information displayed “on thev®&’ on portable devices.
These user-oriented capabilities remain to be fdiyeloped in an operational
manner, obviously implying the full deployment inrgpe of key elements such as
Galileo or improved telecommunication and relaytfpfans in addition to necessary
new Earth observation platforms. It also requitesitvolvement of a diversity of
actors and operators to coordinate the availalwlitguch different systems, possibly
leading to new governance schemes to fully “openatlize” those techniques.

These issues can be tackled by now reinforced EarofJnion institutions. Because
such efforts have to deal with technical issues mmgrovements as much as with
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political choices and orientations (as implied éxample by the European autonomy
criteria, by the involvement of national and EUkstaolders and by the short to mid-
term improvement of the security of the Europedizem), a collaborative scheme at
European level should be put in place following men principles below:

= Firstly, it is crucial that such orientations are validated by the political
institutions of the European Union starting with the European Parliament that is
expected to gain a key role in the managementeE®P, as well as the EEAS. A
legislative endorsement of the need for a moreomsige space system chain to be
used in case of crisis and emergencies would setapolitical horizon both for
EU users and systems providers. The European Caiomisvould lead and
implement these high level guidelines through thheopean Space Policy that will
fix the programmatic roadmap in the different spa@d ground segments
considered for improvements or change.

= Secondly,these orientations should be refined and stabilizedy giving a
prominent role to the European usersvia for example the new EEAS, that would be
used as a coordinating framework for security antergency users. Providing
harmonized operational requirements in the mainalosncovered by the EEAS
remains a pre-requisite that will clarify Europeatpectations and transform them
into “reference operational guidelines”. Obviouslye EEAS would also act as the
main user coordinator at EU level.

= Thirdly, the European Space Agency should act as the mainagg technology
provider and as the prime space system architecas it naturally derives from the
current institutional balance, in compliance witle reference framework provided
by the European Space Policy.

These institutional arrangements would provide tlexessary mid-term stability

allowing the development of a complex set of spaaems that will compose, if well

balanced and modelled, the first existing comprsiven crisis management space
system of systems in the world, confirming Europeéslication to the use of space
assets for human security.
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