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Targeted Killing: Self-Defense, 
 Preemption, and the War on Terrorism

Thomas Byron Hunter, M.A., M.Litt.

Killing a man is murder unless you do it to the sound of trumpets.
—Voltaire

Summary

this paper assesses the parameters and utility of “targeted killing” in 
combating terrorism and its role within the norm of state self-defense in 
the international community. the author’s thesis is that, while targeted 
killing provides states with a method of combating terrorism, and while 
it is “effective” on a number of levels, it is inherently limited and not a 
panacea. the adoption and execution of such a program brings with it, 
among other potential pitfalls, political repercussions.

targeted killing is defined herein as the premeditated, preemptive, and 
intentional killing of an individual or individuals known or believed to 
represent a present and/or future threat to the safety and security of a 
state through affiliation with terrorist groups or individuals.

the principal conclusions of this paper are that targeted killing:

●  Must be wholly differentiated from “assassination” and related  
operations involving the intentional targeting of an individual during 
wartime, in order to be considered properly and rationally.

●  is a politically risky undertaking with potentially negative internation-
al implications.

●  is the proven desire of some terrorist groups to conduct attacks involv-
ing mass casualties against innocent civilians that may, in the future, 
cause states to reconsider previous abstention from adopting targeted 
killing in order to protect their populace.

●  can serve to impact terrorists and terrorist groups on a strategic,  
operational, and tactical level.

●  Has historically had both negative and (unintentionally) positive  
impacts for terrorist groups.

●  oftentimes exposes civilians to unintentional harm.

the methods of investigation include a thorough review of the available 
literature: books, published and unpublished essays, interviews of  
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selected individuals (to include academics and retired members of mili-
tary and police forces), and the author’s independent analysis.

Introduction

this paper examines the dynamic of “targeted killing” as it relates to 
the phenomenon of modern international terrorism and the individual 
state’s rights to self-defense.

Due to the nature of modern international terrorism, particularly in its 
suicide form, and its emergence on the world stage primarily after the 
September 11, 2001 attacks, academic focus on this type of potential 
response—targeted killing—has been limited. consequently, this paper 
endeavors to contribute an essentially new and largely unexplored insight 
into targeted killing as it pertains to the state’s right to defend its  
citizens.

given the paucity of scholarly study on targeted killing, and the natural 
reluctance of nations to acknowledge any formal policy, there is relatively 
little published literature (aside from a small number of essays appearing 
primarily in academic journals) against which to balance the findings  
and conclusions presented in this paper. the bulk of the available  
literature used as reference material herein was derived from works 
pertaining to related topics, such as assassination, conventional and 
unconven tional warfare, counterterrorism, and the norm of state self-
defense.

this paper also makes extensive use of case studies involving groups 
(e.g., HaMaS, irish republican army [ira], etc.) and cites both “covert” 
and “overt” state policy as employed over the last 30 years by nations 
such as israel and great Britain in order to better elucidate the motivat-
ing factors and the risks involved in this dynamic.

Defining and Explaining Targeted Killing

Discussions pertaining to a national-level policy of premeditated killing 
of suspected or known terrorists have been hampered historically by the 
lack of accurate and agreed on definitions of this type of policy. terms 
such as “extrajudicial killing,” “extrajudicial punishment,” “selective tar-
geting,” “assassination policy,” “named killing,” and even “long-range hot 
pursuit” have been used to describe this specific type of activity.1 While 
some of these terms may have partial merit, others serve only to confuse 
the discussion and hinder debate.



3

targeted Killing: Self-Defense,  Preemption, and the War on terrorism

for the purposes of this paper, the author adopts the term “targeted 
killing” for the following reasons: first and most importantly, this type of 
offensive counterterrorism action frequently elicits emotional and subjec-
tive reactions in the public at large,2 which can result in more pejorative 
designations, effectively hindering rational and unbiased discussion of 
the topic. Second, targeted killing is not equivalent to assassination—a 
term frequently and mistakenly applied to targeted killing—and thus to 
equate the two results is a misnomer that, again, hampers the discussion.

the author defines targeted killing as the premeditated, preemptive, and 
intentional killing of an individual or individuals known or believed to 
represent a present and/or future threat to the safety and security of a 
state through affiliation with terrorist groups or individuals. the latter 
portion of this definition is of particular importance, because the unique 
nature of terrorism provides states with the specific rationale for the 
implementation of a policy of targeted killing.

targeted killings, whether conducted by israel, the united States, great 
Britain, or other nations, are more frequently the result of action un-
dertaken not by conventional military forces, but rather by specialized 
troops, such as special operations forces (Sof), police, and intelligence 
agents, as discussed in greater detail in the following text. alternately, 
some nations have turned increasingly to specialized equipment, such as 
unmanned aerial vehicles (uaV) in order to stalk their prey. these spe-
cialized troops and equipment have proven to be an essential component 
of targeted killing, due primarily to the elusive and clandestine nature of 
terrorists themselves.3

rather than operating from fixed bases, terrorists often use the base-
ments of homes, rented apartments, caves, nomadic encampments, and 
other locations from which they conduct their planning and subsequent 
attacks. Moreover, their travel is often concealed, as they do not move 
about in marked military personnel carriers, but rather in civilian ve-
hicles that are nearly impossible to distinguish. in response to the tactics, 
conventional weapons of war such as tanks and heavy bombers are all but 
useless. this type of warfare requires a combination of accurate intel-
ligence, highly trained and specialized soldiers, and oftentimes the use 
of unique and advanced tracking and detection equipment. Such is the 
nature of targeted killing.

it is for these reasons, and those cited in later sections of this paper, that 
targeted killing has become a preferred, although inherently limited, 
method of reducing the threat of terrorism—particularly that posed  
by specific individuals. While defining this action and providing its 
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basic operational methodologies are relatively simple undertakings, 
the implementation of this action by the state must also be justified at a 
governmental level, and to define and agree to such a course of action is a 
complex undertaking.

Targeted Killing versus Assassination

Before proceeding with an examination of targeted killing as a method of 
state self-defense in the war on terrorism, it is important to differentiate 
between targeted killing and assassination. this is an important distinc-
tion in the context of this discussion for two primary reasons: to clearly 
illuminate the differences between the two, and secondly, to demonstrate 
that targeted killing is not a method for expressing political or ideological 
differences, but rather a purely defensive act intended to protect the state 
and its populace.

though numerous scholars and other experts have tried, the concept and 
practice of assassination has proven a complicated concept to define.4 
Decades of research and the resultant books and papers have failed to 
result in comprehensive and shared parameters and characteristics for 
this complex concept. for purposes of this discussion, assassination is 
defined as the premeditated killing of a prominent person for political  
or ideological reasons.

assassination, as a political tool, was long considered an acceptable and  
rational action. as a method of statecraft, it dates back to the earliest  
recorded governments and includes the death of Julius caesar in March 44  
B.c. Since that time, individuals, groups, and states have participated in the 
killings of prominent persons (usually heads of state or senior govern ment 
officials) in order to further their own political or ideological goals. one  
notable government body was, in fact, based on the concept of assassi nation.  
the ismalian sect founded by Hasan ibn-al-Sabbah had, as its primary 
function, assassination. indeed, it has been long believed that we derive the 
term “assassination” in use today from the “assassins”—the Hashashi of 
this sect, though the validity of this belief is currently under debate.5,6

the practice of assassination was long used as a method of expediting 
political or ideological goals is, as mentioned, a matter of historical fact. 
What is also equally clear is that assassination, as we term it here, has not 
been used to preemptively eliminate an individual who planned, person-
ally or as part of a larger group, to asymmetrically attack a given state.7 
instead, this particular type of killing is reserved for the elimination of 
political and ideological opponents of prominence.
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Despite this background, assassination is today considered a politically 
and morally unacceptable activity, and has fallen into disuse as a tool in 
the statecraft of modern nations, though formal steps to renounce its use 
came about only in the latter half of the twentieth century.8,9 even the 
united States, which formally outlawed political assassination in 1970 
with the signing of executive order 12333, was not above employing such 
tactics, particularly during the cold War.10–12

We are able to draw a distinct line between assassination and targeted 
killing. in sum, assassination is the killing of an individual or group of 
individuals for purely political or ideological reasons. targeted killing, 
in contrast, is the killing of an individual or group of individuals without 
regard for politics or ideology, but rather exclusively for reasons of state 
self-defense.

The Norm of Self-Defense

the norm of self-defense may (in its simplest and most basic form) 
be said to be the right of a sovereign nation to defend itself from 
 internal and external aggression. Self-defense in its truest sense is, of 
course, the right of every nation, none of whom are bound to united 
 nations Security council (unSc) approval in order to exercise this 
right. in the most basic example, if a nation is invaded by a  neighbor, 
it has the right to use force to repel that invasion. it need not wait 
 until it has pleaded its case to the un and received Security council 
 approval to do so. Such a requirement would violate a basic tenet of 
 sovereignty.

this simple example is not intended to suggest that self-defense is not a 
complex issue, with many different components and arguments relating 
to its implementation. innumerable books, articles, papers, and disserta-
tions have been written describing and assessing the various conditions 
and limits of this norm.

for example, as highlighted in David rodin’s War & Self-Defense, there 
is a difference in the culpability of the aggressor and the innocence of 
the defender.13 there is also the issue of historical background, such as 
in the case of lands taken from a people by force, who then later rise up 
to reclaim it.14 the question then arises: who is the aggressor and who is 
the defender? as stated in the introduction, this paper does not seek to 
answer these broader questions of the norm of self-defense, but rather 
seeks to clarify whether targeted killing is a justified form of self-defense, 
and under which conditions it may be employed.
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in this international world in which sovereign nations endeavor to exist 
peacefully despite border disputes, fragile treaties, political differences, 
and other dynamics, self-defense sometimes becomes not a mere mat-
ter of black and white, as suggested in the initial example, but rather a 
complex, multilayered consideration. the un was formed, in part, to un-
tangle this web and to give nations a forum in which to air grievances and 
settle disputes peacefully. as history has shown, this effort has proven 
successful in some cases, less successful in others.

in the latter half of the twentieth century, and into the twenty-first 
century, it has become evident that terrorism, particularly conducted by 
non-state actors employing transnational terrorism (that is to say with-
out respect for national borders), has become commonplace. thus, the 
traditional methods of warfare and self-defense have been thrust into dis-
array and challenged to their core. States have largely responded to this 
threat on an individual level, choosing to react to the threat in their own 
particular ways, while citing their right to self-defense. in some cases, 
and increasingly so following the attacks of 9/11 and the resulting actions 
of the united States, this has meant an escalation in instances of military 
preemption—attacking before the terrorists themselves can strike.

needless to say, this proactive approach to countering terrorism has 
resulted in no small number of instances in which states have found 
themselves up against the previously solid walls of national sovereignty. 
as terrorists established safe havens in afghanistan during the 1990s, for 
example, the united States has chosen to launch missile strikes against 
bases there in an effort to kill the terrorists it believed, or knew to be, 
planning attacks against it.15 there was little political fallout from these 
attacks, as nations began to realize that the new terrorist threat, particu-
larly that posed by islamic extremists, differed greatly from the domestic 
threats historically posed by the ira in the united Kingdom, Basque 
fatherland and liberty (eta) in Spain, and the revolutionary armed 
forces of colombia (farc), who typically stayed within the geographic 
area in which they had their primary grievances.

this is not to say that states did not recognize the threats posed by terror-
ists operating regionally. for example, the best-known case of targeted 
killing, the israeli pursuit of Black September terrorists following the 
1972 Munich olympics, occurred throughout europe and the Middle east 
(see later case study for further details). thus, there is ample evidence 
that in some of these cases, states chose to operate in violation of other 
states’ sovereignty in order to conduct reprisals or to otherwise eliminate 
perceived terrorist threats.
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Self-defense and preemption, while perhaps less controversial now than 
in times past, remains a vociferous subject of international debate. and 
this debate rises to one of its most heated levels when discussing the 
practice of targeted killing. nonetheless, this practice remains at the  
forefront of the counterterrorist actions of nations such as the united 
States, israel, russia, and, until recently, great Britain. the inherent  
nature of transnational terrorism precludes much of what may have pre-
viously proven effective against conventional enemies in wars past, such 
as tanks, massed ground forces, and artillery barrages.

today, the threat hides in cities, mountains, slums, refugee camps, and 
caves—virtually anywhere it can find a safe haven from which to operate. 
therefore, these conventional tools are largely an anachronism (save the 
unique case of afghanistan). the rise of targeted killing, then, comes as 
little surprise due to its specific nature of limiting offensive action to those 
individuals and locations in which the enemy can be found and engaged.

The United Nations, Self-Defense, and Preemption

the right of a nation to take action to defend itself is spelled out in article 
51 of the united nations charter, which states:

nothing in the present charter shall impair the inherent right of 
individual or collective self-defense if an armed attack occurs against 
a Member of the united nations, until the Security council has taken 
measures necessary to maintain international peace and security. 
Measures taken by Members in the exercise of this right of self- 
defense shall be immediately reported to the Security council and 
shall not in any way affect the authority and responsibility of the 
Security council under the present charter to take at any time such 
action as it deems necessary in order to maintain or restore interna-
tional peace and security.16

Many nations have cited article 51 as a basis for their primary right to 
undertake unilateral military actions, citing the requirement of self- 
defense, with or without un approval. this has, in some cases, worked 
out well for the acting state (resulting in little or no argument in the un), 
yet in some cases, as with the israeli attack on iraq, resulted in interna-
tional condemnation.

targeted killing is, without question, a form of preemption. its goal is to 
proactively eliminate terrorists before they have a chance to inflict harm 
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on the affected state’s citizens and or homeland. However, in many cases 
of preemption, the states undertaking this action have not sought or been 
granted authority to do so under the auspices (or even with the sanction 
of) of the unSc, and thus the action may be viewed as illegal.17 for this 
reason, states taking part in a program of targeted killing against a ter-
rorist threat risk political capital and international prestige when taking 
such unilateral action.

this type of “anticipatory self-defense” has taken many forms over the 
years, such as israel’s strike against arab targets in the opening hours of 
the Six Day War in 1967.18,19 While a conventional attack (as opposed to 
asymmetric) and unrelated to terrorism, it is clear that ample evidence 
existed to convince israel that a wide scale invasion was imminent and 
that it needed to strike first in order to survive the expected conflict.20 
While undertaken without un authorization, the negative political conse-
quences of this action were few, due to the obvious nature of the pending 
threat.

israel was not so lucky in 1981, when it unilaterally bombed iraq’s osirak 
nuclear reactor complex, which it claimed was being used to create nucle-
ar weapons for use against israel. following the attack, the un Security 
council unanimously adopted a highly critical resolution, followed by 
an even more strongly worded resolution that appeared tantamount to a 
threat against israel, should it repeat its attack.21,22 thus, while israel may 
have eliminated a potential future threat, it suffered greatly for its actions 
in the court of world opinion.

So, it appears clear that the concept of self-defense, even as defined in 
article 51 is a flexible and debatable concept. as thomas frank astutely 
concludes in Recourse to Force:

When the facts and their political content are widely seen to warrant 
a pre-emptive or deterrent intervention on behalf of credibly endan-
gered citizens abroad, and if the un itself, for political reasons, is 
incapable of acting, then some use of force by a state may be accepted 
as legitimate self defense with the meaning of article 51.23

the recourse to targeted killing (in itself, preemption), then, may be 
viewed as a legitimate self-defense in the war against terrorism. as the 
threat is often transnational and asymmetric, the un is institutionally 
and materially ill equipped to deal with each terrorist threat as it arises 
and spreads. thus, nations are largely left on their own to resolve the 
problem.
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Targeted Killing and Conventional Warfare

one distinction that must be made is that between the use of targeted 
killing in conventional warfare, with its inherent restrictions as found in 
the geneva conventions, and that of asymmetric warfare. tradition and 
the unwritten military code of conduct on the battlefield, too, played a 
role in restricting the specific targeting of individuals, at least for period 
of time.

for example, the tacit prohibition of the intentional and specific killing of 
generals and other senior officers in wartime is largely a result of histori-
cal precedent in which a sort of gentlemen’s agreement existed whereby 
such activity was considered uncivilized.24 this is not to say, however, 
that such killings did not occur. During the 1700s and 1800s, sharpshoot-
ers on opposing military vessels often targeted officers in order to disrupt 
command and control and to lower enemy morale.25

there is also evidence that the presence of a particular officer in battle 
may have merited special attention from the enemy. for example, dur-
ing the battle of trafalgar in 1805, British admiral lord Horatio nelson 
was felled by a sniper’s bullet. there can be little doubt that the french 
marksman in that incident was aware that he was targeting nelson, due 
not in the least to the distinctive uniforms worn by officers on both sides 
during the battle.26

More to the point, however, is the decision by which a nation’s political 
or military leaders target a specific individual of the opposing military 
forces. the goal of such an action is, ostensibly, to remove an officer of 
such high regard that his death would constitute a significant degradation 
of enemy warfighting capability—a perfectly legal and acceptable action 
in the conduct of warfare— provided such actions are taken openly  
and not through the use of what the geneva conventions describe as 
“perfidy,” as described in the following text.

examples of a state choosing to target an individual military commander 
include (but are certainly not limited to) the failed British attempt to kill 
german field Marshal irwin rommel during the north african cam-
paign, the successful British–czech plot to kill SS obergurppenführer 
reinhard Heydrich in 1942, and, more recently, u.S. efforts to eliminate 
Saddam Hussein and his sons during the early days of operation iraqi 
freedom.27–29

a valuable case study in this context is that of the purposeful and pre-
meditated killing of Japanese admiral isoruku yamamoto during World 
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War ii. in april 1943, american code breakers intercepted a message in-
dicating that admiral yamamoto would be traveling by air between mili-
tary bases in the South Pacific. news of this movement was immediately 
sent to the highest echelons of both the military and civilian leadership, 
and a mission specifically intended to kill the admiral was approved.30  
on april 18, 1943, american fighter planes intercepted a flight of 
 Japanese military aircraft transporting yamamoto to a nearby Japanese 
base. in the ensuing engagement, yamamoto’s aircraft was shot down 
and the admiral was killed.

one could make the case that the premeditated killing of yamamoto  
and the other cases cited here constitute evidence of targeted killing.  
if we are to argue that targeted killing is the “premeditated, preemptive,  
and deliberate killing of an individual or individuals known to represent 
a clear and present threat to the safety and security of a state,” then  
perhaps such an argument might have some merit. this is not the case, 
however. if we put considerations of terrorism aside for the moment,  
it is evident that military leaders, being part of a military at war, are  
valid and legitimate targets, the killing of whom is justified under the 
laws of war.

What is important here is the manner in which the killing is attempted. 
the 1977 protocol to the geneva convention specifically forbids the use 
of “perfidy,” such as masquerading as a civilian or as a representative of 
a neutral party (such as the red cross).31 in this case, if a soldier used 
such methods in order to gain proximity to a given target, he would be in 
violation of the geneva convention and (ostensibly) prosecutable under 
international law as a war criminal.

By way of example, the plan to kill general rommel involved the use of 
commandos who, infiltrated behind enemy lines via submarine and us-
ing other methods of operational subterfuge, operated largely within the 
boundaries of the convention, to include wearing allied military uni-
forms. However, the killers of obergurppenführer Heydrich in 1942 took 
a much different approach, wearing civilian clothes and operating outside 
the parameters of accepted military conduct.32

thus, we can see that the targeting of military leaders of an opposing 
armed force while in a state of war is a legally acceptable action, and does 
not represent an example of targeted killing. But what happens when the 
leader of a given state is deemed responsible for harboring terrorists, or 
sponsors their nefarious activities?
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Self-Defense and Targeting State Leaders

as argued previously, the targeting of prominent individuals, such as 
heads of state, clearly falls under the rubric of assassination. However, 
one could would argue that when that official has direct involvement  
with and is supportive of a terrorist organization, then his protected  
status should be called into question—and becomes even more pertinent 
if that official wears the rank of a military officer. States are clearly  
responsible for making distinctions between assassination of heads of 
state and the targeted killing of terrorists, though the issue is, at best, a 
murky one.

israel, for example, consistently vacillated on its position as to the tar-
geted killing of yassir arafat. citing his ongoing guidance of and support 
for Palestinian terrorism, israeli leaders frequently named arafat as a 
legitimate target. Prior to his death, israeli Prime Minister ariel Sharon 
assured President george Bush that he would not kill arafat. this assur-
ance was reportedly later withdrawn.33 ultimately, for reasons unknown, 
israel did not undertake such an operation.

another case study of interest is that of the u.S. attack on libya in 1986. 
following the bombing of the la Belle disco in germany, the united 
States unilaterally attacked libya in retribution and to strike terrorist 
training facilities located in the country.34 accordingly, the majority of 
targets chosen were linked to known or suspected terrorist activities. 
one of the targets selected, however, included one of the five personal 
residences of libyan president Muhammar Khadafi. though the presence 
of his home was known to planners, there is no evidence to indicate that 
Khadafi himself was intentionally targeted; however, nor was there any 
effort made to remove the residence from the list.

the ensuing attack resulted in the destruction of numerous facilities 
(including the Khadafi residence in which his 18-month-old adopted 
daughter was killed), aircraft, vehicles, ships, and an estimated eighty 
soldiers.35 in the years following the raid, libyan support for terrorism 
waned and eventually disappeared. the united States and libya have 
discussed the removal of libya from the list of state sponsors of terror-
ism.36 Some scholars and authors have argued that the raid on libya 
directly influenced Khadafi to opt out of the terrorist business.37

While the factual argument could be made that the leader of a state  
might justifiably be considered a viable option for targeted killing, it  
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is highly unlikely that any state would proceed with such an action 
without careful consideration. Such a decision might force the state to 
withstand the likely perception that it has embarked on a state-sponsored 
 assassination—and risk becoming an international pariah.

Counterterrorism and Conventional Warfare

targeted killing is not the killing of a terrorist during routine military or 
security operations, such as bombing a suspected terrorist camp simply 
to deny its use by extremists, or raiding a suspected safe house in which 
unknown terrorists may be located. targeted killing, for the purposes of 
this paper, is limited to the specific selection of an individual or indi-
viduals, who are then tracked down and intentionally killed due to their 
specific involvement in a terrorist group or action.

this is not to say that a targeted killing cannot occur as part of a larger 
operation. the scope of the targeted action need not be limited to a strike 
on a single vehicle, for example. Such was the case with u.S. air opera-
tions in afghanistan following the terrorist attacks of 9/11; a targeted 
killing (or an attempt at targeted killing) may be conducted as part of a 
coordinated offensive against a larger enemy (e.g., the taliban). Such an 
attempt took place on october 7, 2001, when u.S. warplanes bombed  
the residence of Mullah omar, leader of the taliban. While this attack  
did not succeed in eliminating its target, it does provide a clear example 
of a state incorporating targeted killing into a larger overall military 
campaign.

additionally, given the dynamic nature of counterterrorist operations, 
and even during conventional operations, there are occasions when intel-
ligence is uncovered which may lead to the location of a named, wanted 
terrorist. tactical intelligence data surfacing in a larger military engage-
ment may present important opportunities for a coordinated targeted 
killing operation. this can occur in virtually any larger military operation 
targeting terrorists, such as was often demonstrated during the u.S.  
campaign in afghanistan. it comes as no surprise, therefore that a  
targeted killing operation may, on occasion, arise as a hastily coordinated 
effort stemming from a much larger military engagement.

thus, we can see that the death of a terrorist (even a wanted and  
named terrorist) that occurs coincidentally during the course of a military 
offensive or operation cannot be termed “targeted killing.” if intelligence 
is uncovered, however, during such an action, then a targeted killing  
may be instigated and acted upon even while that offensive is underway.
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Considering Weapons of Mass Destruction

Weapons of mass destruction (WMD), pose potentially the greatest risk 
of creating massive casualties in the event of a terrorist attack. these 
weapons (to include the compounds or agents that comprise the lethal 
component of the same) are generally considered in the following four 
categories:

1. nuclear (stolen nuclear warheads, “suitcase nukes,” etc.)
2. radiological (“dirty bombs”)38

3. Biological (anthrax, botulinum toxin, plague, smallpox, etc.)39

4. chemical (biotoxins, blister agents/vesicants, nerve agents, etc.)40

any one of these four categories of weapons brings with it the possibil-
ity of a catastrophic level of casualties, depending, of course, on the wide 
variety of variables inherent in the type, method of delivery, location, and 
other critical aspects of employment. thus, potentially, targeted killing 
becomes an exponentially more important consideration when assessing 
whether a given terrorist or terrorists are, at any level, pursuing WMD for 
use in an attack. individuals who would be likely to rise to the top of the 
list as candidates for targeted killing in this regard include (in no particu-
lar order of importance):

1.  Scientists providing technical expertise in the production or construc-
tion/weaponization of WMD devices or compounds;

2. terrorists known to be actively seeking to obtain WMD;
3. terrorists known to be in possession of WMD;
4.  Sympathetic logisticians or supporters working on behalf of a terrorist 

group to procure WMD.

obligated to protect its citizens, a state must now consider the new 
threats posed by terrorists who may be, or actually are, in possession of 
WMD, in a light perhaps not previously considered by states expecting 
more conventional threats. in such cases—where a state may know or 
believe that terrorists are in possession of WMD and planning an attack 
involving these devices—the motivation and incentive to conduct a tar-
geted killing will understandably become a greater priority.

according to Walter laquer, in The New Terrorism: Fanaticism and the 
Arms of Mass Destruction, the threat posed by these weapons has her-
alded an entirely new dynamic with regard to the terrorist threat:

for the first time in history, weapons of enormous destructive power 
are both readily acquired and harder to track. in this new age, even 
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the cost of hundreds of lives may appear small in retrospect…there is 
as much fanaticism and madness as there ever was, and there are now 
very powerful weapons of mass destruction available to the terrorist.41

also to be considered in this category are the related threats posed by 
terrorists who may seek to strike at nuclear power plants or chemical 
facilities in order to release radioactive gasses or toxic clouds to cause 
mass casualties. following 9/11, numerous u.S. government agencies 
concluded that american nuclear power plants were indeed vulnerable to 
such attacks, and suggested steps to increase security.42 these concerns 
are not new, of course, but these concerns must not be excluded from any 
discussion of the terrorist threat to such facilities.43

these latter threats are included here specifically to highlight the threat 
that may be posed by a single individual or a small group of individuals 
who, while not in possession of WMD, may cause mass casualties due 
to the nature of their target. in short, terrorists need not bear WMD in 
order to represent a threat equal to the use of WMD.

it may be said, then, that states should be more inclined to consider 
offensive, pre-emptive actions in order to counter these new terrorist 
threats. to rely on previously sufficient or accepted modes of “counter-
terrorism” or “antiterrorism” may expose the state to a level of risk not 
previously understood or appreciated.44 therefore, we can see that it is 
possible that states may come to consider or even rely on targeted killing 
as an accepted form of preemption, or, in fact, realize that it may have no 
alternative than to resort to this course of action, even if such a consid-
eration was once anathema to the national consensus and consciousness 
against such a practice.

Who Conducts Targeted Killings?

Due to the fact that targeted killings are largely carried out in the utmost 
secrecy, it is difficult to ascribe any single killing to any particular indi-
vidual, unit, agency, military, or even a given nation. in some cases, such 
as attacks on Palestinian extremists in the gaza Strip, the perpetrator is 
almost exclusively israel, which is often ascribed responsibility for such 
incidents.45 But whom, then, does israel call on to carry out such actions? 
an examination of this dynamic provides insight into the delicate nature 
of targeted killing and, for that reason, is warranted here.

typically, states call on the most secretive elements of their national civil-
ian and military agencies to conduct these operations. in particular, those 
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assigned to such missions are usually drawn from intelligence, special 
operations, or other elite professions. the reasons for this are obvious: 
specialized training in reconnaissance, close quarters combat, explosives, 
communications, and clandestine or covert operations.

it is this latter skill and experience that usually provides states with the 
most valued component of a targeted killing operation: plausible deni-
ability. Plausible deniability is the specific effort of a state to conceal 
the nature and relation of the targeted killing team and its action to the 
sponsoring state. in this way a state can participate in this activity with, 
ostensibly, little risk that a discovered attack will be attributed to it, thus 
avoiding possible political repercussions on the world stage or even  
retaliation from the target’s supporters, if any.

thus, in israel, these missions are typically assigned to members of the 
Mossad (responsible for human intelligence collection, counterterrorism, 
and covert action), Shin Bet (internal security), aman (military intel-
ligence) or one of a number of highly trained police or military special 
operations units, such as the elite Sayeret Matkal.46

in the united States, a few select units carry out these types of opera-
tions. these include the central intelligence agency’s Special activities 
Staff (within the Directorate of operations), the u.S. army’s Delta  
force, and the u.S. navy’s naval Special Warfare Development group 
(also known as Seal team Six).47 other, more conventional units may 
also be called on, as needed, to conduct such operations (particularly in 
the event that these more specialized units are not within an acceptable 
striking distance of a fleeting target, though these instances are likely 
rare.

these units, which have similar counterparts in dozens of other nations, 
including russia, france, and great Britain, are specifically trained to 
operate clandestinely and covertly, including operating in civilian attire, 
using false documentation and identities. they are equally proficient in 
the use of small arms, explosives, and other requisite skills.

it is important to note the nature of these personnel, as their ability to 
operate without attribution to their sponsor state is of paramount impor-
tance in most instances of targeted killing. unless a state chooses to make 
public its participation in such actions, that state must possess these 
requisite skills in order to undertake such missions. thus, we can see that 
states without these types of operatives are limited in their abilities, and 
may not be able to make use of targeted killing without risking national 
or international exposure and the problems inherent therein.
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State Study: Israel

for decades, israel has been the world’s leading practitioner of targeted 
killing. it has consistently cited its need to defend its citizens from the  
actions of Palestinian terrorists and related threats. this policy has 
sparked no end of debate, both within israel and around the world.48 
nonetheless, it has also resulted in the only known codification of the 
prerequisites for targeted killing.

in april 2002, israeli Defense force (iDf) lawyers set forth the following 
four conditions for targeted killing:49

●  there must be well-supported information showing that the terrorist 
will plan or carry out a terrorist attack in the near future.

●  the policy can be enacted only after appeals to the Palestinian author-
ity calling for the terrorist’s arrest have been ignored.

●  attempts to arrest the suspect by use of iDf troops have failed.
●  the targeted killing is not to be carried out in retribution for events of 

the past. instead it can only be done to prevent attacks in the future 
which are liable to toll multiple casualties.

in January 2003, former israeli intelligence officials claimed that israel 
had expanded its policy of targeted killing to the discharging of such  
action in other nations, including the united States.50 this assertion was 
vehemently denied by current israeli officials, but historical evidence 
is clear on the fact that tel aviv has previously authorized such opera-
tions.51

However, codified or not, rarely does an instance of targeted killing  
conducted by the israelis go without notice or some form of public  
remonstration. the greatest recent political fallout from israel’s ongoing 
application of this practice occurred in 2004 with the killing of HaMaS 
spiritual leader Sheikh ahmed yassin.

Case Study: The Killing of HAMAS Spiritual Leader Sheikh 
Yassin

on March 22, 2004, founder and spiritual leader of the Palestinian ter-
rorist group HaMaS, 67-year-old Sheikh ahmed yassin, was killed by 
guided missiles fired from an israeli helicopter as he was pushed in his 
wheelchair from a mosque en route to his vehicle. the killing sparked 
protests in the Middle east and formal condemnation from nations such 
as Britain and france.52,53
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as the founder of HaMaS, yassin was an early participant in the plan-
ning of terrorist activities. His role in recent years however, at least in 
public perception, was that of primarily that of a spiritual rather than an 
operational leader. Because much of the world viewed his killing through 
a religious prism, israel was placed in the awkward position of justifying 
the death of an elderly, crippled man who was bound to a wheelchair and 
unable to take an active role in terrorist attacks.

the political fallout from his death was multiplied because world opinion 
felt the killing had a negative impact on the ongoing and sensitive Middle 
east peace process. it was for this reason that the world audience called 
into question his killing (though this was also due to its negative impact 
on the sensitive Middle east peace process): how could israel justify kill-
ing an elderly, wheelchair-bound civilian who was obviously not going to 
be participating in any attacks himself?

from israel’s perspective, given yassin’s continued affiliation with 
HaMaS—he often blessed those who took part in attacks against  
israelis—he clearly represented a terrorist threat and was complicit in 
their actions. nonetheless, this answer, when coupled with the wide-
spread media coverage of yassin in his wheelchair prior to the attack and 
later photos of the destroyed wheelchair generated widespread criticism 
and condemnation of israel in the world community.

in sum, the targeted killing of yassin is an example of an operation that 
was technically justifiable and well within the parameters produced by 
the israelis, but which was condemned by the international community 
and which cost tel aviv a large amount of political capital.

in february 2005, israel announced a package of concessions to the Pal-
estinians that included an end to the policy of targeted killings.54 Whether 
or not israel adheres to this decision will depend on the level of future 
Palestinian terrorist aggression. Should such attacks resume and esca-
late, it is likely that israel will opt to resume its policy of targeted killing 
as an early response.

State Study: United States

Prior to 1985, the united States preferred to remain in a reactive posture 
with regard to international terrorism. following the hijacking of the ital-
ian cruise liner achille lauro by Palestinian terrorists, and the resultant 
execution of u.S. citizen leon Klinghoffer, this posture became more 
forward leaning. according to former israeli Prime Minister Benjamin 
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netanyahu, the genesis of this more offensive approach originated, in 
part, in a series of discussions between netanyahu and then-Secretary of 
State george Shultz.55 in a 1985 speech at the Jonathan institute, Shultz 
stated:

can we as a country, can the community of free nations, stand in a 
purely defensive posture and absorb the blows dealt by terrorists?  
i think not. from a practical standpoint, a purely passive  defense 
does not provide enough of a deterrent to terrorism and the states 
that sponsor it. it is time to think long, hard, and seriously about 
more active means of defense—defense through appropriate 
 preventive or preemptive actions against terrorist groups before they 
strike.56

following the attacks of September 11, 2001, the Bush administration 
was confronted with having to respond, more aggressively than ever 
before, to the threat of international terrorism.57 Washington did not wait 
long, however, before making it clear to the world that a new era of “an-
ticipatory self-defense” had been ushered in, and that the united States 
would follow this course of action in order to kill or capture terrorists 
worldwide.58

President Bush further outlined this more aggressive, offensive approach 
to counterterrorism in a speech to the 2002 graduating class at the u.S. 
Military academy at West Point:

our security will require transforming the military you will lead—a 
military that must be ready to strike at a moment’s notice in any dark 
corner of the world. and our security will require all americans to 
be forward-looking and resolute, to be ready for preemptive action 
when necessary to defend our liberty and to defend our lives.59

Since that time, the united States has conducted innumerable global 
counterterrorist operations, both successful and unsuccessful targeted 
killings against such prominent terrorist figures as osama bin ladin and 
Mullah omar and their key lieutenants.60 So intent is the united States to 
locate these individuals that it has included many on an official “wanted” 
list, which offers multimillion dollar rewards for information leading to 
their apprehension.61

Case Study: The Killing of al-Harithi

the most public example of targeted killing by the united States against 
an individual terrorist occurred on november 3, 2002, when a Predator 
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uaV, armed with Hellfire guided missiles, was used to attack a vehicle 
in which the terrorist was traveling.62 the resulting explosion killed all 
in the vehicle, including the suspected target, abu ali al-Harithi, an al 
Qaeda leader and one of the terrorist network’s top figures in yemen.

officials in the united States still refused to admit responsibility for 
the attack, though a significant amount of reporting indicates that the 
central intelligence agency (cia) operated the drone. the day follow-
ing the attack, u.S. Secretary of Defense Donald rumsfeld was asked if 
the united States had been involved in the explosion. He did not identify 
those responsible for the attack, though he did seem well aware of the 
target.

the following exchange is insightful and is provided as an example of 
the plausible deniability with which the united States and other nations 
often approach public questions about incidents of targeted killing.63

Q: Mr. Secretary, what can you tell us about the car explosion that 
was reported today in yemen? Were any u.S. forces involved in that? 
and have you learned anything about the aftermath of who was killed 
in that event?

rumsfeld: i’ve seen the reports. and the discussion in one of the 
reports—i didn’t notice whose report it was, but it looked like a wire 
service report of something out of the region—it said that Harithi 
might be involved, in which case, as i recall, he was in fact one of the 
people that is thought to have been involved with the uSS cole.

Q: Have you confirmed that through government sources?

rumsfeld: no. i have not. and needless to say, he has been an indi-
vidual that has been sought after as an al Qaeda member, as well as a 
suspected terrorist connected to the uSS cole.64 So it would be a very 
good thing if he were out of business.

it is clear that targeted killing has become an accepted american foreign 
policy option, with a tacit rationale in self-defense. While this undoubt-
edly will result in questions about its legality and, perhaps more import-
antly, the volatile issue of the u.S. military conduct of operations abroad, 
there is little question that this practice will continue.

the policy of targeted killing, as adopted by the united States, has also 
caused consternation among legal observers who feel that this method of 
premeditated killing crosses the boundary set forth in executive order 
12,333, which bans assassinations. However, it is clear that the united 
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States justifies this approach as part of its “global war on terror,” and thus 
applies the rules of war. Simply put, it argues that terrorists are not civil-
ians, and are in fact enemy combatants, and are thus legitimate targets.

this assessment can be supported when considering that, as both terror-
ism and counterterrorism are forms of asymmetric—not conventional—
warfare, it is difficult to ascribe the same methodologies and judgments 
that might have been present in World War ii. for example, no longer is 
the enemy wearing distinct uniforms, carrying their weapons openly, or 
even obeying the spirit of the geneva convention.

additionally, given that the “battlefield” is undefined and that a terror-
ist attack can occur anywhere, the armed interdiction of a terrorist must 
sometimes necessarily occur in locations and at times not necessarily 
preferred or chosen by the authorities. that targeted killings occur is, in 
some cases, an act of necessity in order to prevent an imminent attack. 
While this argument will be addressed in full later on in the text, it is suf-
ficient here to note that the united States, like other nations, must neces-
sarily reserve its right to self-defense, particularly against an asymmetric 
threat such as terrorism.

State Study: Great Britain

great Britain’s long history of involvement in northern ireland brought 
with it innumerable challenges in attempting to combat the terrorist 
threat. these challenges resulted in many changes to British law as it per-
tains to terrorism, as well as the adaptation of the security and military 
forces to combat it on the ground. the inclusion of great Britain in this 
discussion also serves to highlight the difficulties inherent in justifying 
targeted killing. Specifically, it clearly presents the challenges present 
even in the face of what appears to be overwhelming evidence that a tar-
geted killing was undertaken to stop terrorist actions immediately prior 
to and, in fact, during their execution.

the loughall case, which we will examine here, also highlights numerous 
ancillary aspects of targeted killing, namely, the question of an unspo-
ken policy (allegedly in place during the 1970s and 1980s) of “ambush-
ing” ira terrorists rather than attempting to effect their arrest, the 
hazards of targeted killing and collateral damage, and the potential for 
political backlash in the event of a questionable (or legally challenged) 
 interdiction.

in an effort to provide improved tactical guidance to its military forces in 
northern ireland, the British government mandated the distribution of 
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the “yellow card.” the yellow card was, quite literally that: a laminated 
card to be carried at all times by British military personnel. on the card 
were the official guidelines for the use of force by British soldiers.

among the general rules were (selected rules provided verbatim):65

●  never use more force than the minimum necessary to enable you to 
carry out your duties.

●  if you have to challenge a person who is acting suspiciously you must 
do so in a firm, distinct, voice saying “Halt—HanDS uP.”

●  if the person does not halt at once, you are to challenge again saying 
“Halt—HanDS uP” and, if the person does not halt on your second 
challenge, you are to cock your weapon, apply the safety catch, and 
shout, “StanD Still i aM reaDy to fire.”

of course, the soldier could not simply engage any individual he wished, 
yellow card or not. He had to have reasonable cause, such as the percep-
tion of a legitimate threat to himself or his fellow soldiers.

Mark urban offers in his book Big Boys Rules that as the term “ambush” 
was often used by officers briefing their men prior to a counterterrorist 
operation, and that the yellow card was thus often disregarded, such is 
evidenced in this interview between urban and an SaS member:66

urBan: What is the mission on an ambush?

SaS Man: you know what the mission is on an ambush, everybody 
knows what the mission is on an ambush.

urBan: tell me what you think it is.

SaS Man: i know that when you do an ambush you kill people.

Case study: Loughall, Northern Ireland

in May 1987, British intelligence units began monitoring several well-
known and active ira terrorists who were planning an attack against a 
royal ulster constabulary (ruc) station in loughall, northern ireland.67 
in anticipation, both the SaS and police surveillance experts worked out 
a coordinated effort to monitor the terrorists for days prior to the expect-
ed attack. authorities also staked out the location where the explosives 
to be used in the attack were located, a farmhouse located just kilometers 
from the ruc station.

on the day of the planned bombing, the two terrorists were joined by six 
other group members who approached the station in a van and a stolen 
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tractor, to which had been affixed a massive 200-pound explosive device. 
the terrorists planned to drive the tractor into the ruc compound and 
detonate the device, thus leveling the station. after the attack, they would 
steal any weapons in the station, then beat a hasty retreat.68

at least fifty armed military and police personnel (including additional 
SaS personnel flown into northern ireland specifically for this action) 
had taken up hidden positions around the area in order to interdict the 
terrorists. in an interesting twist, the SaS also posted men inside the 
station, despite the assessment that the station itself was the target. the 
mission briefing described the operation as a “massive ambush.”69

unaware of the presence of the authorities and the impending ambush, 
the terrorists arrived, alighted their vehicle, and opened fire on the 
station. at the same time, the tractor was driven up to the gate of the 
compound, where the terrorists lit the fuse to detonate the device, which 
exploded and partially destroyed the station. as they opened fire, how-
ever, the combined SaS/police force reacted, firing an estimate 1200 
rounds at the gunmen.70 all ira personnel were killed in the ensuing gun 
battle, as was one civilian, who happened to be driving through the area 
at the time of the ambush.

While it may be argued that this incident was a clear case of self-defense, 
the european High court in 1991 ruled against the united Kingdom, cit-
ing violations of the human rights of the eight dead terrorists.71 While the 
court did not rule the shootings illegal, they did determine that the ensu-
ing investigation conducted by the British government was in violation 
due to what the court deemed “faulty effectiveness of investigation into 
shooting.”72 this result demonstrates, again, the political risks states run 
in conducting what may be a justifiable case of targeted killing.

additionally, it appears that there can be no argument that the force sent 
to interdict the terrorists in this case was intentionally placed in that 
position not to arrest them, but rather to kill them. Had the authorities 
wished to simply arrest the eight men, this could have been accomplished 
in the days preceding the attack.73 thus, despite denials by the British 
military and legal challenges brought to the european High court, the 
loughall incident appears to be a textbook case of targeted killing.

When Is Targeted Killing Justified?

While this paper avoids ascribing moral or ethical judgments to this 
discussion of targeted killing, it is of value to examine the circumstances 
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in which states can legitimately claim that the use of targeted killing is 
within the norm of self-defense. in any offensive lethal action, there exist 
any number of opportunities for accidents and abuse. as mentioned  
earlier, there are no universally accepted laws governing the use of tar-
geted killing. each nation is responsible for applying its own domestic  
laws and concepts of self-defense when considering this option. in the 
absence of actual laws, therefore, it may be beneficial to examine a 
hypo thetical scenario in which targeted killing might be justified as self-
defense.

for example, if a terrorist were observed packing a vehicle with explo-
sives, wiring the explosives to a handheld detonator, then driving that 
vehicle toward a crowd of soldiers or a crowded marketplace (or a police 
station, in the case of the loughall incident described earlier), it seems 
reasonable to assume that eliminating that terrorist would be justified.  
in this case, it would appear that there could be little argument against 
the idea that a terrorist who is in the process of carrying out a terror-
ist attack is a legitimate subject for targeted killing.74 the duty of a state 
to protect its citizens from this threat is clear and unassailable, and the 
terrorist’s death (assuming for the sake of argument that he could not be 
captured alive) is a necessary outcome.

this example of a terrorist in action is the exception to the rule, of course. 
Many times, targeted killings take place far from the scene of an attack, 
both in time and place. for example, in the case of the u.S. targeted kill-
ing of al-Harithi, his detection and interdiction took place two years and 
hundreds of miles away from the act for which the united States held him 
accountable: the attack on the uSS cole. in this case, the united States 
cited al-Harithi’s ongoing and active membership in al Qaeda as the basis 
for his killing.

So, we can see that the dynamics of international terrorism severely test 
the one truly effective countermeasure that is able to combat it: targeted 
killing. Just as there is no universally accepted definition of the term, 
there is equally no universally accepted norm under which its use is 
permitted, even in what might seem the most direct cases of state self-
defense.

as mentioned previously, killings conducted for political reasons rather 
than for direct security concerns are not targeted killings, but rather 
assassinations. for example, as cited in the case of israel’s elimination 
of Sheikh ahmed yassin, there are individuals whose elimination may 
serve both purposes. the death of yassin both eliminated a high-ranking 
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politico-religious figure, and it may also have had a negative effect on 
HaMaS’s ability to wage its terrorist campaign.

However, within the world of terrorism and insurgency, it is often diffi-
cult to differentiate between those participating in terrorism directly, and 
those providing political, moral, or spiritual leadership. Very often, these 
are intertwined. in these instances, nations can be expected to mold and 
modify their explanations for a given killing to fit the circumstances (par-
ticularly to avoid either a domestic or international political backlash). 
for example, russia’s killing of senior chechen military leaders may, 
on one hand, be justified in that they are indeed in command of troops 
in the field. on the other hand, they are also serving in senior political 
positions. this dual responsibility often provides the aggressor state with 
justification for eliminating political leaders under the pretext of elimi-
nating a terrorist threat.

Targeted Killing at the Strategic, Operational, and 
Tactical Levels

it is difficult to determine at what stages and with what results targeted 
killing may be considered to have “worked.” the value placed on the suc-
cess of such a mission is wholly dependent on the expected outcome. Do 
the aggressors intend, with such a killing, to bring about the collapse of 
a given group? or, are the goals less grand, simply with the intention of 
preventing a specific attack?

the answer may be more internalized, rooted in the motivations and 
methodologies of the terrorist group itself. Does the group seek death as 
part of its operational repertoire, or even as the means to an end, such 
as in the case of martyrdom? or, does it endeavor to keep its operatives 
alive, so as to fight another day? there are three areas which must be 
considered here in order to fully answer this question: strategic, opera-
tional, and tactical. these issues are critical when determining whether a 
targeted killing can even possibly be considered successful.

Strategic

in answering the first series of questions, the preponderance of informa-
tion leads to the conclusion that the targeted killing of senior leaders 
or individuals does not lead to the dissolution or usually even a severe 
degradation of that group’s capabilities or intentions. this is particularly 
true in the case of those groups with long, established histories and large 
or highly motivated memberships, or a wide support base (e.g., al Qaeda, 
the revolutionary armed forces of colombia [farc], or Spain’s eta). 
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these include terrorist groups, for example, that are seeking national 
identity.75 Smaller groups, such as the red army faction and the red 
Brigades survived the killing and imprisonment of key leaders and  
continued operations for years.

to borrow a conclusion from senior ranD terrorism analyst Brian  
Jenkins in his commentary in Newsday (December 3, 2003):

the more an enterprise draws from deep roots or has a broad base, 
the less the effect of the death of its leader. it is not the loss of a 
single leader that fells a movement, but the elimination of its leader-
ship, operational capabilities, constituency and conditions.76

additionally, the elimination (particularly the violent termination) of a 
leader, who has gained a “mythic” status among his supporters, can serve 
to demoralize a terrorist movement. as this mythic quality can often 
serve as a force multiplier in a terrorist campaign, the elimination of this 
element can have a strong impact. this is particularly true if the leader 
has previously identified himself (or is perceived by followers) to be im-
mune to capture or death at the hands of the enemy.

yet, these considerations do not wholly limit the potential effectiveness 
or applicability of targeted killing. it is likely that, less established, newly 
founded groups may be more susceptible to such actions. this is an im-
portant consideration when states are confronted, for example, with the 
phenomenon of splinter groups—smaller, usually more violent offshoots 
of larger, more established (and oftentimes more politically reasonable) 
terrorist groups. as such, splinter groups are inherently (as least in their 
nascent stages) not as well supported as their parent body. they are more 
vulnerable to eradication through the arrest or the killing of their ostensi-
bly more radical leaders.

this is to say that such groups are ostensibly less well financed, less 
well supported, and more reliant on an individual or a small group for 
their moral guidance and operational viability. thus, this critical node 
of the splinter group is a key element (likely the essential element) in its 
existence, the removal of which would likely result in its deformation and 
eventually dissipation.

another, possibly more important aspect of the debate surrounding 
targeted killing is that it may serve as a viable tool in strategic efforts to 
reduce terrorism. the difference here lies not in the target selection, per 
se, but rather in the motivations and beliefs of the targeted group itself. 
Within those terrorist groups whose goal is not martyrdom, but rather 
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survival (e.g., ira volunteers), the effects of targeted killing are much  
different. While islamic extremist terrorists may seek death as a way 
to enter a desirable religious afterlife, and thus are not deterred by the 
deaths of comrades by whatever means, this is not the case with many 
secular groups, or groups that do not share a given belief system.

thus, while targeted killing may not prove a disincentive to those former 
groups, the reality is much different among groups who seek to survive 
their attacks and “live to fight another day.” this difference may also 
complicate the efforts of those groups seeking to survive and flourish in 
the long run. for example, according to one former British SaS veteran 
with 20 years’ experience in northern ireland and in other conflicts, the 
killing of group members, particularly leaders, had a decisively negative 
impact on future recruiting efforts.77 it is also possible that such elements 
that may be present among secular terrorists, such as the quite under-
standable fear of being killed, may also prove a strong disincentive in the 
face of a (either overt or covert) targeted killing campaign.

Operational

in an operational sense, the selective elimination of key personnel, 
particularly those with critical skills (i.e., bomb makers, logisticians, 
recruiters, financiers), is likely to have a detrimental effect on the short 
to mid-term operations of any terrorist group. certainly, the larger the 
group, the less the impact, due to the probability of a group being able to 
replace that individual—or to shift another, equally qualified individual 
into the role of the displaced member.

additionally, and particularly in the case of islamic extremism, the 
sheer volume of potential recruits greatly reduces the overall operational 
impact of targeted killing. as the daily occurrence of suicide bombings in 
nations around the world proves, despite the number of terrorists killed 
in such attacks, the supply of candidates for the next day’s attacks ap-
pears limitless. this, too, affects not only the operational perspectives on 
targeted killing, but that of its strategic questions as well. in an environ-
ment in which the targets are ostensibly perpetual, can targeted killing 
truly have an impact to a significant enough level to justify its risks?

it may be argued that, when faced with a seemingly constant influx of 
suicide volunteers, states must nonetheless act to interdict these indi-
viduals when and where they appear, to both interrupt the flow of new 
recruits and to (ostensibly) preclude future attacks. the idea of inaction 
against such a known threat is unthinkable in a modern state. thus, 
while targeted killing has only a limited impact on some terrorist groups, 
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it is a necessary and logical tool for use in preventing future attacks. 
Much like the multitude of hapless soldiers who swarmed up out of the 
trenches into the face of machine gun fire in World War i, the enemy had 
to be engaged, lest they overrun friendly forces and gain territory.

in fact, while this assessment is partly based on the author’s analysis, it 
may be that targeted killing serves as an operational deterrent to terror-
ism. With the practice, at least as conducted by the united States and 
israel, well known to civilians and terrorists alike, it is possible and even 
likely that this knowledge may force terrorists to operate in a more clan-
destine mode, thus hindering their operational capabilities, perhaps even 
reducing the number of attacks.

in some cases, even the threat of targeted killing may be sufficient to 
produce a positive result (i.e., the release of hostages). one example of 
this occurred in June 1985, when Shiite terrorists hijacked a tWa flight 
en route from athens to rome. the plane was then diverted to Beirut, 
lebanon. there, the terrorists tortured several passengers, eventually 
executing one u.S. navy diver and tossing his body onto the tarmac, in 
plain sight of international news crews.

in the days that followed, the terrorists removed the hostages from the 
plane and dispersed them throughout Beirut, in an effort to complicate 
any possible armed rescue attempt.

according to an account by former israeli Prime Minister Benjamin 
netanyahu in Fighting Terrorism, the office of the u.S. Secretary of State 
asked his advice as to how they should proceed. netanyahu responded: 
“ ‘issue a counter-threat,’ i told him. ‘Make it clear to the terrorists that if 
they so much as touch a hair on any of the hostages’ heads, you won’t rest 
until every last one of them has been hunted down and wiped out.’ ”78

the Secretary’s office later reported back to netanyahu that they had 
acted on his advice and the results had been positive. a few weeks later, 
all the hostages were released unharmed. While this release was due, in 
part, to a previously negotiated settlement unrelated to the hijacking and 
subsequent kidnapping, it is possible that the counter-threat of targeted 
killing achieved its desired result.

another, slightly different, example of this potential by-product of tar-
geted killing occurred in December 1975 when two ira terrorists, quite 
literally on the run from authorities, barged into an occupied apartment 
and took two civilian hostages. the incident ended on the sixth day when 
authorities announced that an SaS team had arrived on scene and was 
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prepared to storm the apartment.79 in this case, the perceived threat to 
their lives presented by the presence of the SaS was enough to cause the 
terrorists to surrender.

it is important to note—there is no evidence to indicate that the inten-
tions of the SaS team at the scene were in any way related to a prede-
termined course of targeted killing. it must be noted, however, that the 
reputation of the SaS as feared, ruthless killers was widely believed 
throughout the united Kingdom, and particularly in northern ireland. 
this mythology would play itself out over the next decade, when the SaS 
killed at least 28 ira members in various confrontations.80

Despite these potential and actual benefits, it must be noted that at-
tempting to reduce a group’s operational capabilities through targeted 
killing is of limited utility when posed against groups practicing advanced 
security measures. in Inside Al Qaeda, author rohan gunaratna identi-
fies one crucial aspect:

to ensure al Qaeda’s operational effectiveness, the group stresses the 
need to maintain internal security, dividing its operatives into overt 
and covert members functioning under a single leader…al Qaeda’s 
global network has survived by its members strictly adhering to the 
principles of operational security.81

the continued “success” of al Qaeda (measured in its ability to conduct 
major terrorist attacks worldwide despite international efforts to eradi-
cate it) is a testament to its members’ adherence to operational security. 
More importantly, for purposes of this discussion, this ongoing viability 
is evidence of the ineffectiveness of targeted killing (as practiced by the 
u.S. in this case) in providing a significant detriment to the group’s op-
erational capabilities.82

Tactical

targeted killing may be said to “work” in its most obvious sense when 
it directly results in the thwarting of an imminent terrorist attack; the 
surveillance and interdiction of known, armed terrorists en route to an 
airport, or driving a truck laden with explosives toward a city centre, 
or even a lone, armed terrorist entering a subway system. all of these 
would likely be considered justifiable killings, and would most certainly 
be examples (if successfully interdicted) of the effective use of targeted 
killing. in this, its most elemental form, is found its most immediate and 
appropriate function.
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one example is the SaS killing of three ira terrorists in gibraltar in 
1988. While this case is an ongoing matter of debate as to whether the 
SaS soldiers involved intended to kill the ira terrorists, this provides a 
concrete example of the efficacy of surveilling and intentionally engaging 
named terrorists known to be planning an imminent attack.

in early 1988, three known ira terrorists traveled to gibraltar with the 
purpose of planting a large explosive device in a car to target British 
soldiers during a changing of the guard ceremony at the governor’s resi-
dence.83 the SaS team was warned that the device might be detonated 
by a remote control in the hands of one of the terrorists. to prevent this, 
British and Spanish intelligence services cooperated in their efforts to 
surveil the trio as they traveled from ireland to gibraltar.

on the afternoon of March 6, a small SaS team confronted the three and, 
in the ensuing melee, shot all three dead. the resultant investigation 
(mandatory in cases of the military’s use of lethal force outside a combat 
zone) revealed that the ira members were all armed, though there was 
no bomb in the car (the device was later located in a neighboring town), 
and the killings were declared legal following a military tribunal. no 
bystanders and none of the SaS personnel were injured.

clearly, the actions of the SaS in this case thwarted an imminent attack 
that almost certainly would have killed and injured numerous British  
soldiers and visiting tourists. this case, if in fact the order was given to 
kill the individuals, served to prevent an atrocity that would otherwise 
have taken place. thus, in this sense, we have strong indicators that 
targeted killing can indeed serve as a lawful and proactive measure in 
combating terrorism.

on the tactical level, targeted killing has its most obvious application: 
stopping a terrorist before he has the opportunity to conduct an immi-
nent attack. a sovereign state has the duty to act to protect its citizenry, 
and in cases where a clear and present danger exists, such as in the case 
of an imminent terrorist attack, targeted killing becomes a more viable 
option than perhaps in the preceding two categories.

When Does Targeted Killing “Fail”

as we have seen, targeted killing can have a beneficial impact on several 
levels for those states waging counterterrorist campaigns. However, it 
is equally important to analyze the numerous ways in which a policy of 
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targeted killing can backfire and create a host of unforeseen problems 
for states that engage in this type of action. among the most important 
potential weaknesses of targeted killing are the possibilities of collateral 
damage, creating martyrs, the failure to exploit potential terrorist re-
sources through capture rather than killing, and the possibility of nega-
tive international political repercussions.

Collateral Damage

one issue to be considered is clearly that of “collateral damage”—more 
specifically, the potential for loss of life among innocent bystanders at the 
scene of an attack. While the killing of an innocent person directly (such 
as the Mossad’s failed operation in lillehammer) is indeed quite rare, the 
nature of terrorists, operating not from fixed bases but rather in virtually 
any environment, increases the likelihood of civilian exposure.84 the  
potential risk is posed to those who may happen to be walking by a boo-
by-trapped vehicle, sitting in an outdoor café next to a wanted  terrorist, 
or merely sauntering down a city street as a missile attack is launched 
from a nearby helicopter.

Some notable recent examples include the following:

Date target Method result

May 30, 
2004

Wael nassar, head 
of izzedine al 
Qassam, Hamas’ 
military wing

airstrike,  
israeli air force

target and  
bodyguard killed; 
one civilian killed85

March 22, 
2004

Sheikh ahmed 
yassin

airstrike,  
israeli air force

target killed; six 
bystanders killed, 
numerous  
injured86

June 10, 
2003

abdel aziz rantisi, 
leader of gaza-
based HaMaS unit

airstrike,  
israeli air force

target escaped; six 
civilians killed87

July 23, 
2002

Salah al-Shahada, 
Hamas military 
leader

airstrike,  
israeli air force

target killed; 14 
civilians killed, 140 
injured88

october 7, 
2001

Mullah omar,  
taliban leader 

airstrike, u.S. 
air force 

target absent; two 
civilians killed89

november 
9, 2000

Hussein abayat, 
fatah member 

airstrike,  
israeli air force

target killed; two 
civilians killed90



31

targeted Killing: Self-Defense,  Preemption, and the War on terrorism

there are innumerable other examples like these, though usually involv-
ing lower-ranking terrorists. the fallout from collateral damage contin-
ues to plague targeted killing operations and draws greater attention to 
the potential for innocent loss of life. for example, on July 15, 2005, the 
israeli air force launched a missile attack against a van as it transited a 
street in gaza city, killing four HaMaS terrorists, including the body-
guard of a high-ranking group member.91 the van contained a cache of 
homemade rockets and explosives, which subsequently detonated,  
sending shards of fragmentation hundreds of yards in all directions.92  
no bystanders were reported killed or injured, but given the nature of the 
cargo and the location of the van on a city street, the potential for such 
casualties was obvious.

the potential risk of injuring or killing bystanders, then, is clear due in 
no small measure to the elusive nature of the target and the terrorist’s 
proclivity for operating in urban areas or locations otherwise crowded 
with civilians. unless the preoperational intelligence is fully accurate and 
can verify that there are no explosives or other potentially lethal items in 
the possession of the terrorist, there can be no way to predict the out-
come of a violent encounter. even in the absence of the use of a vehicle, 
the chaotic results of a missile strike or a booby-trapped car bomb cannot 
be accurately and definitively predicted. in these and other scenarios, 
civilians are often inadvertently placed in harm’s way due to the dynamic 
nature of hunting down and killing terrorists, whatever their location.

The Martyrdom Effect

another potential downside to targeted killing is what, for the purposes 
of this discussion, is termed the “martyrdom effect.” this well-known 
dynamic occurs when a terrorist, particularly one held in high esteem by 
group members and followers, is killed at the hands of security forces. 
this can result in the perceptual uplifting of that terrorist to near mythic 
status, thus inspiring followers to avenge the killing, and thereby fos-
tering an ongoing cycle of violence. While the subject of martyrdom is 
sufficiently vast to fill tomes, it is beyond the scope of this paper to fully 
address this phenomenon. its impact on targeted killing, however, neces-
sitates a cursory discussion here.

as detailed earlier, even if the killing does not result in retributive  
attacks, it can also serve to increase (not decrease) the morale of a given 
group. Such events are frequently witnessed following the death of a 
senior group member and the ensuing mass funeral marches common 
throughout the Middle east. Billboards throughout the gaza Strip and 
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elsewhere, for example, extol the sacrifice and bravery of suicide bombers 
and other terrorists who have met violent ends.

Such is the nature of terrorism today, particularly islamic extremist 
terrorism, whereby martyrdom has become not just a by-product of a 
terrorist act, but per se a primary motivation for that act in itself.93 this 
phenomenon is unlike the irish hunger strikers of the 1970s or any of 
the deaths of secular terrorists in action where martyrdom was not the 
primary motivation for individual involvement in an action resulting in 
death. Such was the case with the ira’s Bobby Sands (a hunger striker 
whose death caused a major outpouring of sympathy and support within 
the northern ireland republican community and elsewhere). in some 
cases these deaths did indeed result in their elevation to what may only 
be described as martyr status.

thus, we can see that there is an important difference between the “mar-
tyrdom” of a secular terrorist (which arises primarily from respect and 
acknowledgment of sacrifice for a given action) and that of a religious 
terrorist (whose martyrdom is accepted as the final reward of his actions 
from a higher power). that difference is that the secular terrorist desires 
to live beyond the attack cycle, while the religious terrorist seeks and 
expects his death as part of the attack itself.

Killing versus Capture

another factor that must be considered is that of the choice made by 
states to kill rather than capture a known terrorist. in the short term, 
particularly in instances of an expected imminent attack, targeted kill-
ing may be unavoidable to prevent the loss of innocent life. However, in 
those cases in which a terrorist or terrorists are monitored for long  
periods of time and do not appear to be involved in a near-term attack, 
their killing may not only be unnecessary but might also eliminate a  
potentially valuable source of intelligence.

a good example of this was the arrest of senior al Qaeda planner  
Khalid Sheikh Mohammad (aka KSM) in March 2003 by Pakistani police 
officers. it is clear from the evidence that these forces could easily have 
killed KSM, had they chosen to do so. instead, recognizing the potentially 
vast amount of intelligence they could gather from him regarding previ-
ous and future planning for terrorist attacks, they opted to arrest rather 
than kill him. the resulting interrogations revealed valuable insight into 
al Qaeda and their global network and operations.94

information gleaned from the interrogation of captured terrorists can 
result in the capture or killing of higher-ranking group leaders, the  
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disruption of attack planning, interdiction of lines of communication, 
and a host of other related benefits.95 therefore, while the targeted kill-
ing of a terrorist may seem the most expedient course of action in some 
cases, it is clear that the termination of a person who may hold valuable 
information (potentially far out of proportion to his own value within an 
organization) could prove counterproductive when considering the pros-
ecution of a long-term counterterrorist campaign.

Political Repercussions

the last element considered in this section is the potential for nega-
tive political repercussions. While states commonly reserve the right 
to self-defense, the unique nature of terrorism (namely, the likelihood 
that wanted terrorists may flee beyond the borders of the state) can 
 sometimes mandate that states consider conducting operations out-
side their own sovereign territory. Due to the potential for overwhelm-
ing political fallout, not to mention the possibility of inciting a wider 
conflict with a neighbor, it is rare that a state will risk authorizing such 
 operations.

following israel’s killing of Sheikh yassin, france, germany, and the 
united Kingdom vociferously condemned the attack.96 of the major 
world powers, only the united States refused to condemn the attack, 
citing yassin’s involvement with terrorism and israel’s “right to self-
defense.”97 Prominent non-governmental organizations, such as amnesty 
international, also condemned the attack, stating that, “once again israel 
has chosen to violate international law instead of using alternative lawful 
means” and that “the assassination of Sheikh yassin is likely to further 
escalate the spiral of violence.”98

to further compound israel’s public “black eye,” the algerian govern-
ment on March 23, one day after the attack, sponsored a draft resolution 
in the unSc condemning israel for its actions. eleven members of the 
unSc voted in favor, three abstained, though the united States ultimate-
ly quashed the resolution by exercising its veto powers.99,100 this did not 
preclude un Secretary general Kofi annan from publicly condemning 
the attack: “Such actions are not only contrary to international law, but 
they do not do anything to help the search for a peaceful solution.”101

clearly, such overt targeted killings do not go unnoticed on the world 
stage. States must be willing to risk the most severe forms of internation-
al condemnation (e.g., un resolutions, the possible risk of treaty pull-
outs, economic sanctions) should they choose to pursue targeted killing 
as a tool in their counterterrorism arsenals.
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Case Study: The 1972 Munich Olympics and the Israeli  
Response

Perhaps the most notable example of a targeted killing campaign  
that resulted in negative international repercussions was conducted by 
israel following the 1972 Munich olympics. this case study provides  
an exam ple of the potentially disastrous consequences when states  
partake in unilateral actions (particularly prolonged actions) against  
perceived or known individual terrorist threats. While a detailed  
examination of the Black September operation and the complex events 
surrounding it are beyond the scope of this paper, the relevance of  
this particular event merits special attention here, and for that reason, 
will be discussed in greater detail than in the previously outlined case 
studies.

in September 1972, a team of eight heavily armed terrorists from the pro-
Palestinian group Black September attacked an apartment block hous-
ing israeli athletes in Munich, germany.102 in the resulting action, the 
terrorists killed two athletes outright, and took nine hostages. Protracted 
negotiations ensued, involving representatives from numerous countries, 
including egypt, germany, and israel. During this time, the entire event 
was televised worldwide to an audience of hundreds of millions—thus 
granting the terrorists the audience they so greatly desired.

these negotiations resulted in an agreement by which the terrorists 
would be granted safe passage out of germany. However, upon arrival 
at the airport, german police opened fire. in the ensuing gun battle, all 
israeli hostages, five of the eight terrorists, and one german policeman 
were killed. three of the terrorists were taken into custody, though soon 
released, when Palestinian terrorists hijacked a lufthansa flight and 
demanded their safe return of their imprisoned comrades.103

in the aftermath of the attack, senior israeli officials (including Prime 
Minister golda Meir) decided to form a covert action team to track down 
and kill those individuals who participated and planned the operation. 
the team was given permission to operate worldwide in its efforts to 
fulfill its mission. the operatives were selected from both the military 
special forces and intelligence (Mossad) communities and hand picked 
for their ability to operate covertly and their willingness to undertake 
missions resulting in the targeted killing of their prey. among these were 
personnel from the elite Sayeret Matkal counterterrorism unit, equiva-
lent in the West to great Britain’s SaS and russia’s Spetznaz (“spetsial-
noye nazranie,” or “special purpose troops”).
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it is indeed rare for a state to sanction official targeted killing teams with 
a global mission. it is rarer still for this sanction to come from the high-
est level of a state government.104 Such was the sentiment in israel at the 
time, the public bursting with outrage over the atrocity, that Meir recog-
nized that the actions of Black September could not go unanswered. “We 
will smite them wherever they may be,” she stated in an address to the 
Knesset soon after the attack.105

in the months that followed, the israeli team hunted down and killed 
numerous members of Black September around the world, in lebanon, 
italy, and france. it was in norway, however, that the israeli operation 
unraveled. in the mistaken belief that it had tracked down one of its most 
wanted terrorists, ali Hassan Salameh, a small team of Mossad operators 
gunned down an individual on a public street in lillehammer, norway. 
the dead man turned out not to be Salameh, but rather ahmed Bouchiki, 
a Moroccan waiter who was returning from a cinema with his pregnant 
wife. Simon reeve, in One Day in September, describes the shooting and 
the events that followed as “one of the greatest disasters in the history of 
the Mossad.”106

norwegian authorities soon arrested many of the team who had par-
ticipated in the incident, some of whom were later sentenced to prison 
terms. their confessions led to arrests in france, a public trial in norway, 
and worse for the leadership in tel aviv, exposure of israel’s blatant dis-
regard for national borders and outrage at conducting an illegal targeted 
killing on foreign soil.

in the end, the retaliatory missions launched by israel did eventually  
result in the deaths of most Black September terrorists involved in the 
Munich massacre; the killings were conducted in secrecy and with  
plausible deniability to distance israel from the actions. However, the 
lillehammer disaster not only exposed israel’s secret intelligence  
network to public scrutiny, but more importantly prompted deteri    o ra-
tion in its international prestige, leading to significant political  
fallout.

Conclusions

targeted killing has always been and will remain a double-edged sword. 
While states may need or choose to eliminate known or perceived threats 
posed by individuals, the risks, as stated previously, can be immense. 
there are a number of important conclusions we can draw from the  
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arguments and case studies cited in this paper. first, the practice of  
targeted killing will continue into the foreseeable future, with states  
prepared to risk political capital and collateral damage in order to  
enforce their perceptions of self-defense. Second, this practice will 
remain controversial in the legal battlefields of the un, the Hague, and 
in other centers of international legal order and debate. it remains for 
each individual state to decide if the risks of targeted killing are worth the 
rewards.

on a more practical level, however, it appears that targeted killing, as 
a tool of counterterrorism, is a weapon of only limited strategic utility. 
there is little evidence to indicate that the killing of a specific individual, 
no matter how high ranking, will have a lasting impact on that group’s 
ability and willingness to continue to wage a terrorist campaign. this  
is particularly true for those groups with widely shared ideologies and  
characteristics, long operational histories, and a wide member and 
 support bases. conversely, it must be stated, targeted killing may be 
more effective when employed against smaller groups or those less well 
established and more reliant on a single leader or leaders for their  
ongoing operations.

targeted killing does, on the other hand, offer states a method of dealing 
tactical and operational blows against terrorist targets. this is particu-
larly true in the case of interdicting terrorists known to be preparing or 
undertaking an imminent terrorist attack. additionally, the elimination 
of terrorists who contribute specific and hard-to-replace skills may also 
impact groups in the short to medium term.

at best, the results of state campaigns of targeted killing have been 
mixed. in some cases, it is certain that the elimination of individuals  
has prevented pending and future attacks. in other cases, this tool  
appears to have been used in a preventative sense—eliminating individu-
als involved with terrorism (e.g., the SaS ambush at loughall), but with 
no evidence to indicate that they represent a clear and present threat 
(Sheik yassin).

clearly, terrorism presents states with security challenges that differ 
greatly from those posed by conventional warfare. States have been 
forced to adapt to these challenges. this has involved the modification of 
existing laws, the creation of new laws, the development and deployment 
of specialized military and security units, as well as new technologies 
designed to assist these forces. equally as controversial as some of these 
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adaptations has been the adoption of contentious and politically risky 
policies that hinge on the already debatable concepts of anticipatory self-
defense and preemption.

as we have seen, the majority of states have not chosen to appeal to the 
un for justification in defending themselves from terrorism (at least not 
on a case by case basis, and certainly not in terms of seeking permission) 
in those cases in which targeted killing was applied. States have, instead, 
chosen to allow vague guidelines, such as citing article 51, to justify their 
offensive counterterrorist campaigns. this vagueness permits states to 
operate in a grey world in which they are able to cross national boundar-
ies, both in terms of sovereign borders and international agreements. in 
the final analysis, it is interesting to note that israel, the most prolific and 
experienced practitioner of targeted killing, is the only state known to 
have made an official effort to set out the conditions in which its military 
may conduct such operations.107

However, as already noted, the ongoing terrorist quest for methods  
of attack that will cause mass casualties may alter the landscape on  
which we have to date viewed targeted killing. So to many, the fear of  
terrorists flying a jetliner into a nuclear power plant or chemical farm 
causes justifiable concern. as the potential risk of massive loss of life at 
the hands of even one terrorist becomes more realistic, it is likely that 
states will adopt more flexible approaches to self-defense. targeted kill-
ing, still considered an internationally debatable method of preemptive 
action, may become less of an ill-thought of arm of counterterrorism, 
and more valued as a potentially efficient and effective method of self-
defense.

inevitably, states will still have to consider the immeasurable and innu-
merable possible consequences of embarking on even a single targeted 
killing operation due to the reasons cited earlier, namely the potential  
for collateral damage, martyrdom, and political fallout. it is this debate—
the risk versus the reward—that states will have to consider as they seek 
new and potentially controversial methods to defend themselves from  
the specter of terrorism or opt to continue their agenda of targeted  
killing.
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Appendix A

Selected international incidents of targeted Killing: 1973–2004

Date
Primary 
target(s) Method location

Perpe-
trator108 result

april 17, 
2004

abd al-aziz 
al-rantisi, 
successor to 
Sheikh yassin

iaf apache 
helicopter 
using guided 
missiles

gaza city israel109 target 
killed

March 22, 
2004

Sheikh ahmed 
yassin, 
HaMaS spiri-
tual leader

iaf apache 
helicopter 
using guided 
missiles

gaza city israel110 target 
killed, 
seven  
others 
killed, 
more  
than 20 
injured

february 
13, 2004

Zelimkhan 
yanderbiyev, 
former chech-
en president

Booby-
trapped car

Qatar russia111 target 
killed, 
along with 
two body-
guards

november 
3, 2002

Qaed Senyan 
al-Harithi, al 
Qaeda senior 
operative

u.S. Preda-
tor drone, 
equipped 
with guided 
missiles

yemen united 
States112

target 
killed, 
along with  
five pas-
sengers

March 19, 
2002

chechen war-
lord omar ibn 
al-Khattab

letter  
impregnated 
with uniden-
tified poison

chechnya russia,  
via 
federal 
Security 
Service 
(fSB)113

target 
killed

october 18, 
2001

atef abayat, 
senior mem-
ber of al-aqsa 
Martyrs’ Bri-
gade

Booby-
trapped car

israel, 
near Beth-
lehem

israel114 target 
killed, 
along with 
two pas-
sengers

april 21, 
1996

chechen war-
lord Dzohkar 
Dudayev

guided  
missile115

chechnya russia116 target 
killed
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Date
Primary 
target(s) Method location

Perpe-
trator108 result

March 7, 
1988

three  
members of 
the ira

Small arms gibraltar, 
uK

uK, via 
Special 
air 
Service 
(SaS)117

all three 
targets 
killed

May 8, 
1987

eight  
members of 
the ira

Small arms loughall, 
northern 
ireland

uK, via 
Special 
air 
Service 
(SaS)118

all eight 
targets 
killed

april 10, 
1973

yusuf al-
najjar, head of 
fatah intelli-
gence arm; 

clandestine 
commando 
operations

Beirut, 
lebanon

israel119 all targets 
killed
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of the attack often does not claim direct credit. thus, the author endeavored to 



49

targeted Killing: Self-Defense,  Preemption, and the War on terrorism

determine the author of the attack in the cases cited in appendix a, through press 
reporting and the available literature.
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missiles,” Journal of Electronic Defense, March 1, 2003.
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Al-Qaeda in the Lands of the Islamic 
Maghreb

Gregory A. Smith

Preface

the devastating terrorist attacks on September 11, 2001 will forever  
resonate in the minds of americans. the images of billowing smoke  
emanating from the World trade center and the Pentagon caused many 
to ask “who could do this to us?” to answer that question we must  
examine the past and look at the policies enacted by our government that 
caused a cyclic reaction within our enemy. the same is true for other 
governments that seek to expand their sphere of influence without  
examining those critical antecedents that affect the indigenous 
 population. these disenfranchised subjects, when facing a foreign  
invader or apostate government, will often draw on a shared identity, be 
it cultural, ethnic, religious, or political, to sound the battle cry of  
resistance.

this paper is organized into four chapters that focus on the terrorist 
group Al Qaeda in the Lands of the Islamic Maghreb (aQiM). the four 
chapters examine different facets of the collective environment that have 
allowed aQiM to succeed and even thrive at times. the first chapter 
begins with algeria’s war of independence with the french. it focuses on 
how the algerians were able to successfully isolate the french from the 
population through the use of terrorism. it also lays the foundation for 
the concept of terrorism within algeria to further a political agenda.

the second chapter focuses on the nomadic tuareg people. it seeks to 
show how the tuaregs were deprived by french occupiers and how  
european colonization cost the tuaregs access to vital trade routes used 
for centuries. the intent of this chapter is to briefly explain reasons for 
the lack of trust between the tuaregs and foreign forces. it also seeks to 
show the exceptional ability to navigate the Sahara and how smuggling 
has become the basis of income for many tuaregs.

the third chapter will very briefly examine algeria’s civil war and the 
emergence of modern terrorist groups. it seeks to show the politicization 
of islam by the government and the struggle to return the fundamental 
aspects. the emergence of the groupe islamic armie (gia) and the  
ensuing rise of the Salafist group for Preaching and combat (gSPc) 
played a significant role in shaping the modern landscape across the 
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region. it will conclude with the arrival of american forces into the region 
and the resulting reaction.

the fourth chapter will discuss the post-9/11 world in terms of  
“shaping operations” for the global War on terrorism (gWot) and how 
this caused an evolution in terrorism as a reaction to actual or perceived 
american hegemonic ambitions. the arrival of aQiM served as a  
fusion point for many smaller terrorist groups and exacerbated an 
already difficult situation. it will examine the many facets of aQiM’s 
recruiting strategy of blending ethno-nationalism with religious identity 
to accomplish its near and far goals. it will also discuss the collaboration 
between the tuaregs and aQiM on transit issues and mutual assistance 
against government threats.

this paper is not a compendium of every event or in any way a complete 
history of the region. it is intended to reinforce the author’s notion of 
outlying antecedents that normally coalesce around a central issue and 
how the addition of a political agenda can lead these antecedents toward 
a fusion point. When the fusion point is met, ethno-nationalist ambitions 
are catapulted down the road of terrorism and the fundamental message 
is lost in the debris of another attack. Such is the story of aQiM…
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Section One: The War for  
Independence: A State is Born

Introduction

to understand the mindset of terrorist groups in the Maghreb, you must 
understand the history of struggle in the region. this chapter will briefly 
examine algeria’s War of independence with france from 1954–1962 and 
its immediate aftermath. Many important characters are not mentioned 
in this chapter as they do not relate to the overall point of this paper 
which is the nationalist ambitions of a people, coupled with religious 
identity, and portrayed in the continual struggle for control. the first 
instance of this modern struggle occurred in algeria following World War 
ii. the War of independence was a pivotal time in north african history 
as colonial doctrine and islamic ambitions met head on in what would 
become a continual struggle in the battle of ideologies.

The War for Independence: 1954–1962

imperialism was the order of the day until World War ii. Since as long as 
history has been recorded, a stronger country or band of people have  
attempted to conquer and control the weaker. africa was no different. With 
Portugal and Spain conquering the majority of the out rim of the african 
continent, france, germany, and Belgium worked their way through the 
center. following the anglo-french agreement of 1889, france was  
granted significant influence over an area from the african coast to niger 
river.1 Much of this area would be known as french West africa. this 
agreement gave france considerable influence over the Sahel and the 
Sahara.

World War ii changed the composition of the boundaries in africa as 
germany saw her influence greatly diminished. the colonial powers were 
slowly coming to an end as europe lay in ruins and vital resources were 
diverted to the rebuilding effort at home. at the same time, a man named 
Menachim Begin and his group irgun launched an offensive in  British 
Palestine. this was a new type of war as it did not involve the world 
 powers vying for control but was a smaller insurgent group challenging a 
larger power for control. the insurgency levied a tremendous cost to the 
British and resulted in the united Kingdom, already weary from years of 
war, withdrawing from Palestine. the nationalistic efforts of irgun led 
to the formal creation of the State of israel. israel’s insurgency served as 
a model to many nations and it wasn’t long until similar events sprung 
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up in cyprus, armenia, Vietnam, and algeria. the smaller nations used 
the advantage of local support to isolate the occupying forces from the 
 population.2 By isolating the larger force, you diminish their influence 
over the mass and delegitimize their justification for maintaining a  
presence.

recognizing the anti-colonial movement of the people, several smaller 
political parties merged to become the national liberation front (fln) 
in 1954. these groups waged a political and military struggle for  
independence that began in november of that year.3 the fln engaged in 
a series of bombings against french security forces in algiers. the fln 
had hoped to force french troops to remain in garrison as a safety  
measure. By remaining in garrison, the fln would secure local support 
and increase participation in the revolution.

leading the flns push for independence was larbi Ben M’Hidi, an  
algerian nationalist and devout Muslim. M’Hidi felt that algerians were 
becoming westernized through the continual colonization of  
algerian lands by french settlers. He and ramdane abane set about in 
 establishing a guerilla campaign that focused less on direct  confrontation 
and more on the psychological aspects of the conflict. abane felt if the 
fln could capture the imaginations of independence by the algerian 
population that any hope of french success in the region would be lost.4 
the fundamental aspect of an internal revolution, supported by the local 
population, in order to return to a traditional islamic state is what drives 
insurgent groups such as al Qaeda to this day. M’Hidi and abane are 
regarded as the fathers of the revolution and serve as an inspiration to 
modern algerian insurgents.

to accomplish the task of winning the psychological war, the fln 
 established an underground movement known as the Zone autonome 
d’alger (Zaa).5 the Zaa would prepare to engage in urban terrorism and 
become famous in the movie The Battle of Algiers. in September 1956, 
the Zaa delivered the opening salvo by bombing several tourist locations 
popular with europeans. the urban warfare insurgency had two main 
goals. first, it would prey on the “intruders” from europe and dissuade 
further tourism. By reducing the number of european visitors and  
systematically eliminating french control in algiers, the fln would  
increase its foothold and continue to gain support. Second, the urban 
campaign would divert french resources to the defense of algiers and al-
low the fln time to build its rural uprising throughout algeria. the  
future of the revolution depended on these simultaneous strategies  
coinciding with one another.
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ramdane abane6 anticipated a french reaction and knew that it would 
draw the local population behind the fln. His campaign of incessant 
small bombings ensured the french would respond, and respond they 
did. general Jacques Massu arrived in algiers to establish order. Massu 
launched a counterterrorism campaign that involved rounding up  
suspected insurgents and committing acts of torture to secure their  
confession. Massu succeeded in killing Ben M’Hisi, destroying the Zaa, 
and forcing the fln leadership into exile. His tactics were swift and  
lethal which allowed him to quickly and ruthlessly suppress the fln. 
While Massu’s method of rigid control of the Muslim population did 
eventually establish order, it cost the french the much needed support 
of the local population. the majority of algerians did not lend support to 
the fln but did respond by uniting under the banner of nationalism.7

the Battle of algiers, while an effective counterinsurgency campaign, 
cost the french the overall goal of retaining algeria as a colonial  
possession. they had soundly defeated the fln at the expense of the  
conflict as a whole. the ensuing three years resulted in france depicted 
as an occupying and oppressive force that lacked popular support. With 
Morocco and tunisia gaining independence in 1957, algeria would soon 
follow suit in 1962.8 france relinquished her colonial claim to algeria and 
an independent country was born.

as official independence approached, the fln leadership met in to  
discuss the transition from revolutionary organization to political party. 
the tripoli Program called for massive reforms and the large-scale 
nationalization of algeria’s industrial infrastructure.9 as a  revolutionary 
group, the fln was effective in developing a guerilla campaign that 
turned the struggle in their eventual favor. as a political organization, the 
fln would soon realize the difficulty of establishing control in the  
political arena.

Post-Independence: 1962–1989

in the years following independence, the fln tightened its grip on 
control of algeria. the majority of fighting came from coups within the 
fln itself and resulted in Ben Bella assuming the presidency. Ben Bella 
was a member of the original executive committee of the fln during the 
War for independence and had the support of the national assembly. 
He spent a significant amount of time nationalizing the major industry 
sectors vacated by french owners who had fled. this nationalization 
produced an economic boom in algeria as well as objections from smaller 
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political groups.10 these groups joined forces in an attempt to overthrow 
the Ben Bella government in 1963. fighting erupted in the Kabylie region 
in the north and along the Sahel to the south.11 the algerian army, led by 
Minister of Defence Houari Boumedienne, put down both insurrections 
and consolidated his position as leader of the armed forces. Ben Bella  
reversed his course and attempted to include the insurgents in his 
government. this created a significant amount of tension and distrust 
between Ben Bella and the fln leaders in power.

tensions reached a crescendo in 1965 when Boumedienne successfully 
completed a coup and assumed presidency. He went on to declare a  
state of emergency, dissolve the national assembly, and declare  
himself the absolute ruler of algeria. Boumedienne successfully  
instituted a policy of non-alignment and maintained favorable relations 
with both the east and West. Boumedienne remained in power until he 
died from a blood disorder in 1978. an intense power struggle within the 
fln followed with the ascension of chadli Bendjedid. the new president 
did not share his predecessor’s ability to balance the economy and the 
population. algeria’s industrial base lingered and unemployment soared 
through the early 1980s. a disenchanted population would look for  
answers to daily problems and a revised and recharged version of islam 
was on the way.

Iran and Afghanistan

in 1979, a revolution occurred in iran. iranian students had rallied behind 
the religious leader ayatollah Khomeini and succeeded in deposing the Shah. 
this religious revival served as proof of what could be accomplished if  
faithful followers combined forces under the rallying cry of islam.12 this 
religious revival created a wave of religious ideology over the greater Middle 
east. the colonial pastimes and feelings of dependence on foreign  
powers gave way to a shared religious drive that inspired millions of  
Muslims across the globe.

also in 1979, Soviet tanks entered afghanistan under the guise of  
restoring stability to the region. the outrage shared by Muslims around 
the world manifested in thousands joining the ranks of the faithful. the 
religious sense of duty compelled many to travel to neighboring  
Pakistan to join the Jihad against the occupying forces. a Palestinian 
teacher named abdullah azzam led this charge by establishing the office 
of Services of the Holy Warriors.13 azzam’s organization would soon  
attract the likes of osama bin laden and, together, they would create the 
basis for the global jihadist network that would become al Qaeda.
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the spirit of the iranian revolution and the establishment of the  
Mujahedeen in afghanistan would have a lasting effect on the emerging 
militancy of islam in algeria. clerics began to preach against the  
westernized appearance of algerian women as well as the drinking of 
alcohol and lack of religious conviction of algerian men. this led to a 
significant rise of islamic activity and objection to the ruling government 
and would play a major role in the coming years.
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Introduction

to know a man, you must know his history. to identify with this man, you 
must understand his culture, his way of life, and his motives. too often, 
we impart our ignorance on a people and expect them to comply with our 
demands without argument or hesitation. Western cultures expect to see 
these instant results without looking at the tremendous turmoil it causes 
to the local population. this chapter will discuss the role of the tuaregs in 
this conflict. it seeks to briefly examine their history, the loss of traditional 
tuareg lands as a result of european colonization, and the role of the 
tuaregs in smuggling goods across the Sahara.

A Brief History

in the vast wilderness of the Sahara live a people without a state. these 
people, the tuaregs, have long occupied the empty expanses of the Sahel. 
Moving from oasis to oasis, they often survived on traded goods and lived 
in tents of woven camel hair.14 their culture thrived as the preeminent 
trans-Saharan traders of salt, gold, ivory, and slaves throughout the 
eighteenth and nineteenth centuries. for nearly 1,000 years, the tuareg 
operated this caravan trade connecting the cultural centers and cities that 
bordered the southern edge of the Sahara via five desert trade routes to 
the Mediterranean Sea port cities on the northern coast of africa.15

the french colonial ambitions in africa soon brought them into contact 
with the tuareg. french expeditions through the Sahara made their way 
to the niger river and led to the creation of french West africa.16 With 
territorial boarders appearing along the trade routes, it wasn’t long before 
a confrontation between the french military and tuaregs occurred. the 
superior weapons of the french swiftly defeated those who resisted and 
forced the tuareg to forfeit historical lands. Most were incorporated  
under french dominance and the tribal groups were dismantled.17 the 
once proud people were now subjected to french colonial rule.

tuaregs follow the Maliki Madh’hab line of islam. this fiqh was  
established based on the preaching of imam Malik18 and is the third  
largest of the four recognized schools. islam is the central binding factor 
for the tuareg people and the offering of hospitality and shelter is an  
important theme when examining their relationship with radical  
elements within the Sahel. the tuareg also combine Sunni islam with 
pre-islamic animistic beliefs such as Kel asuf.19
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Borders

following the establishment of french West africa, artificial borders 
were established that prevented the tuareg people from traveling long 
established routes across the Sahara. this loss of vital commerce greatly 
affected native tuaregs and many were forced to the cities in search of 
employment and shelter.

the independence movement pervaded the world following World War ii. 
traditional colonies of european countries were quick to capitalize on the 
weakened state of their former masters and north africa was no exception. 
in the late 1950s, there was a tremendous push for independence from 
france and french West africa soon fractured into an ethnic free-for-all. 
in 1960, the breakup of french West africa resulted in the establishment 
of the countries of Mali, niger, Burkina faso, and libya. these new  
countries, along with algeria, were quick to establish territorial borders 
that transcended traditional tuareg lands. the tuaregs revolted in Mali 
and niger but were defeated in both cases and attempted to reunify with 
fellow tribes in the region. the revolt was crushed and the tuareg people 
were, in many cases, forced to abandon their traditional nomadic lifestyle 
in order to survive.

it is important to note the psyche of the tuaregs during this period in 
terms of the potential for conflict. environmental and economic scarcity in 
both cases lends themselves to the potential for violence and a general lack 
of trust. environmental scarcity comes in the form of the newly established 
borders. traditional routes across the Sahara were no longer accessible. 
the dynamic environment that had been a staple for these people was, in 
many cases, forever lost. the loss of revenue generated from these routes 
led to the economic scarcity that forces many tuaregs to the squalor of the 
ghettos that had become commonplace in africa. the lack of economic 
opportunity led many tuareg to commit crimes in order to advance their 
economic prospects.20 in both cases, forced migration due to these external 
circumstances would play a role in the tuareg mindset when dealing with 
outside agencies in years to come.

an extreme drought occurred in the Sahel from 1968–1974. the  tuareg 
population in Mali was particularly affected. Many tuaregs, along with 
their cherished livestock, perished during the ensuing famine. the 
 promised assistance from the government never materialized and the  
tuaregs, already distrustful of these new regional leaders, developed a 
bitter hatred for the Malian government. this intense dissatisfaction 
with the government of Mali and eventually niger continued to  fester 
as  tuareg conditions continued to worsen. the situation reached a 
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 crescendo in the spring of 1990 when tuaregs attacked a Malian police 
station near the border with niger.21 the ensuing government  crackdown 
resulted in hundreds of tuaregs killed. niger and Mali identified the 
tuaregs as a security threat while tuaregs felt the governments were 
persecuting them to the point of extinction.

Smuggling

With the loss of traditional trading routes, many tuaregs began to 
 smuggle goods as a means to survive. With their historical knowledge 
across the Sahara, many could find work smuggling cigarettes, drugs, and 
other illicit commodities. tuaregs distrust for the governments of the  
region grew as captured smugglers were imprisoned for illegal  
commerce.

the civil war in algeria (see chapter three) resulted in new  opportunities 
as tuareg smugglers were often the only means of goods in the  southern 
regions of algeria. the caravans of camels were slowly replaced 
 four-wheel drive toyota pickups and the smuggling business boomed 
throughout the later 1990s. it was around this time the tuaregs began 
a loose alliance with another group of people. radical islamic  fighters, 
fresh from the battlefields of afghanistan and eager to topple the  apostate 
leaders of the region, found they had an ally in the tuaregs. although 
on opposite ends of the ethno-nationalist spectrum, both  parties wanted 
the same thing: the removal of godless tyrants from power. the  tuaregs 
wanted the borders erased and a return to the traditional norms that 
were seized during french colonization and the creation of several 
 independent states. the islamic fighters wanted an islamic state in 
algeria and, ultimately, a pan-Sahelian caliphate. the tuareg  smugglers 
began to transport arms along the established routes to help fuel the 
 insurgency. a new era was brewing along the Sahara and across the 
Sahel.
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Section Three: Algeria’s civil war  
and 9/11

Introduction

“Mr gorbachev, tear Down this Wall!” exclaimed President ronald  
reagan. america rejoiced as the united States watched her archrival fall. 
the cold War was ending and freedom was sweeping the globe. the  
mujahedin in afghanistan had defeated the Soviet union and 
 demonstrated the power of Jihad. now it was time for these brave holy 
warriors to return to their homes. as with every war, fighting changes a 
man as his convictions become deeper and his views become even more 
entrenched in his mind. this was the case with islam. a conservative 
strand of islam was beginning to take shape as these fighters returned 
home, emboldened by training and inspired by Pakistan’s firebrand 
version of islam. no longer would they be subjugated to apostate 
 governments. By organizing, they could win and establish at home what 
they had helped in afghanistan. islam was on the offensive.

Riots and the GIA

following independence from france, algeria became a  predominantly 
one-party government. the fln had controlled all facets of the 
 government from the interior to the army. they had promoted a  socialist 
agenda and had relied heavily on oil revenues. along the way, many 
 algerians felt the fln had lost its way in terms of representing the 
people. the “people’s party” was no longer an advocate for the people. 
nowhere was this truer than algiers.

With the fall of the Soviet union, many algerians who had gone to fight 
in defense of islam returned home to limited economic opportunity. 
Serving alongside other devout Muslims in afghanistan had a  profound 
and lasting impact on these men. they began to see the algerian 
 government as rife with corruption and noted the lack of religion in daily 
life. Political parties, such as the islamic Salvation front (fiS), were not 
making progress on reforms22 and these veterans were quickly  growing 
frustrated. Most returnees from afghanistan had been thoroughly 
 indoctrinated in the afghan philosophy of jihad until either victorious or 
the achievement of martyrdom.

in 1988, the price of oil fell to an unprecedented $10 per barrel. With 
algeria dependent on oil exports to support its socialist agenda, it 
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wasn’t long before an economic crisis ensued. algerians flocked to the 
streets to protest the government and demand reform. the emerging 
islamic movement was quick to adopt the cause and fueled the  anger 
of  algerians by accusing the government of abandoning the tenets 
of  islam.23  President Bendjedid agreed to instill many reforms and 
 announced the first multiparty elections would be established. the fiS 
gained  tremendous support from the people as a movement dedicated to 
 establishing an islamic state in algeria.

in 1990, the fiS wins several seats at the local elections. they are 
 unprepared for this victory but quickly organize to prepare for the 
upcoming elections. the 1992 Parliamentary elections had just begun 
when the algerian military interrupted the proceedings and canceled 
the voting. Several fiS leaders were imprisoned and the ensuing chaos 
led to the creation of two paramilitary organizations. the armed islamic 
Movement (Mia) would operate in the rural areas and the newly created 
armed islamic group (gia) would operate in the urban environment. 
Disagreements soon arose between to the groups as the gia felt the 
fiS party leaders were too accommodating and needed to follow strict 
islamic rule. the Mia organized with several smaller islamic groups and 
joined the fiS-backed islamic Salvation army (aiS). the gia responded 
by declaring war on the fiS/aiS alliance.24

the gia, led by Djamel Zitouni, united under the umbrella of an  anti- 
government guerilla organization. Zitouni expanded the  organization by 
enlisting many former mujahedin fighters from the fields of afghanistan. 
this radical ethno-nationalist organization blended the notion of religion 
identity as a nationalist cause. to be a true  Muslim, you must unite under 
one banner and prepare for jihad in order to secure your homeland in the 
name of islam. the gia initially targeted  government and military  
facilities but also became known for  attacking civilians and personnel  
associated with the aiS.25 the gia engaged on a campaign of bombing 
and indiscriminate killing across algeria  throughout the mid-1990s. 
Several villages suspected of supporting aiS elements were burned to the 
ground and its inhabitants killed by  brutal methods. Many of the victims, 
including women and children, were  executed by machete attacks and 
had their bodies dismembered.

the primary goal of the gia was the establishment of an islamic state 
in algeria. While many algerians desired the same end state, the  brutal 
nature of the gia resulted in a significant loss of popular support. Most 
algerians were terrified of the methods in which the gia sought to 
 promote their agenda. as the 1990s progressed several members of the 
gia leadership began to disagree with the methods in which the gia 
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attacked civilian targets. they realized these attacks were leading to a 
continual loss of popular support. these men, Hassan Hattab and  
amari Saifi, issued a fatwa in 1997 calling for the gia to cease targeting 
civilians and for the creation of a new islamic organization that would 
carry the will of the people. ethno-nationalism in algeria had taken  
another turn.

Rise of the GPSC

Hassan Hattab was a paratrooper in the algerian armed forces. He 
used his military service to further his understanding of tactics and the 
political situation in algeria. following his military service, he became a 
mechanic where he saw the struggles of ordinary algerians in daily life. 
He became disillusioned with the algerian government and eventually 
joined the gia.26 While serving as a field commander for the gia, Hattab 
was enraged by the gia’s tactic of massacring algerian civilians. He felt 
this tactic detracted from the original goal of binding algerians together 
in the creation of the islamic state. Hattab and several others created the 
Groupe Salafiste pour le Predication et le Combat or the Salafist group 
for Preaching and combat (gSPc).

the gSPc immediately moved out of algiers and set up operations in  
two key areas. first, the Kabylie region in the north had access to 
the  major cities along the Mediterranean yet provided cover and 
 concealment. its forests and mountains provided training areas and 
sanctuary from military intervention. to control the forests and hills  
was to have an advantage and the gSPc wasted no time in adopting  
this strategy. Second, the vast southern region along algeria’s border 
with Mali and niger offered access to established smuggling routes  
and the freedom of movement required. Both regions were instrumental 
to the gSPcs overall strategy of challenging government forces at  
every step.

amari Saifi, also known as abderezzak el-Para, was a senior field  
commander under Hattab in the early days of the gSPc. Known as  
a “special forces” type of leader, Saifi often developed elaborate 
schemes of ambushes. His elaborate plans would lead him into direct 
 confrontation with the algerian military. in february of 2000, Saifi 
and his men  conducted a large-scale attack on an algerian convoy. the 
gSPc  successfully killed forty-two paratroopers and set the stage for the 
next round of attacks. to succeed in his conquest, he’d need arms and 
 equipment to prepare for battle. to achieve this end, he turned to his 
friend Mokhtar Belmokhtar.
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Mokhtar Belmokhtar (MBM) was born in algeria in 1972. He went to 
afghanistan to fight the Soviets and returned in the early 1990s to  
algeria. Belmokhtar moved to the southern town of tamanrassat and 
began to build a smuggling ring. He made a loose alliance with the  
tuaregs and often used tuareg convoys to move his goods.27 MBM lost an 
eye while fighting in afghanistan and is often called “one-eyed” by those 
in the region. MBM joined with the gSPc is thought to be the amir of the 
Saharan faction where is smuggles arms from niger, libya, and chad to 
the gSPc operating sites in Mali and algeria. MBM is known throughout 
the region and even married the daughter of a tuareg tribal chief in order 
to secure the loyalty of the tuaregs in the region.28

With Hattab in charge and Saifi and MBM ready to act, the gSPc  
prepared for direct engagement with the algerian government. to  
accomplish this feat, the gSPc developed and refined three key tactics. 
first, the trusted guerilla hit and run tactics was particularly effective 
along the roads that traversed the Kabylie region. gSPc squads could 
lie in ambush and attack military convoys as they moved from region to 
region. this also gave the gSPc the benefit of cover and concealment as 
well as a retreat route following the attack. Second, bombings were still a 
hallmark of the gSPc. to drive a truck bomb into a military checkpoint 
or a power station would continue to tax government resources to their 
very limit. finally, more high tech equipment such as anti-aircraft  
artillery and surface to air missiles would allow the gSPc to engage in 
direct conflict if they deemed it necessary.29

With the pieces in place, the gSPc had successfully carved out a viable 
operating area in which they could train, recuperate and reorganize, and 
smuggle both people and arms into and out of the region. these factors, 
coupled with an effective tactical campaign, allowed them to grow in 
influence and promote the ideology of the establishment of the islamic 
state. it was around this time that the gSPc began a loose affiliation 
with other terrorist groups throughout the region and across the globe. 
gSPc emissaries visited islamic groups in Morocco, libya, and tunisia. 
Veterans from the afghan conflict also appeared in yemen, Somalia, and 
Sudan. it was beginning to appear this small insurgency, where  
ethno-nationalist ambitions and local recruitment goals, would soon  
become part of a larger world order. the gSPc would soon become an 
arm of the global jihad nexus known as al Qaeda.
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Introduction

around 9:00 on a tuesday morning, the world changed. four airliners 
were hijacked by islamic terrorists and the ensuing tragedy recalculated 
the face of terrorism in the minds of the West. america was quick to 
identify the hijackers as members of the terrorist group al Qaeda. in the 
weeks that followed, President Bush delivered a riveting speech to both 
houses of congress in which he declared “you are either with us or you 
are with the terrorists.” in the geopolitical world of nations, this message 
was clear but in the nebulous world of non-state actors, the banner of 
jihad went global.

The GSPC after 9/11

With the attacks in america, most terrorist groups were forced to  
reevaluate their positions. attacking anything remotely american would 
certainly bring unwanted intervention in an ongoing campaign.  
american involvement in algeria may tip the balance and cause the gSPc 
all of the tactical gains it had made over the past few years.30

While the attacks in america were carried out by egyptians and Saudis, 
most north african terrorist focused their attacks on european interests. 
this was in part because of the lasting colonial influences in africa and the 
large number of ethnic africans that had immigrated throughout europe. 
fundraising and support networks for the gSPc had been established 
throughout europe in the united Kingdom, germany, Denmark, Sweden, 
and france. these cells also prepared attacks within europe and served 
as safe houses for terrorists in transit. these european cells also provided 
logistical aid to members of al Qaeda and a loose affiliation ensued.

al Qaeda, recognizing this affiliation, sent emissaries to visit the gSPc 
in 2002. Hassan Hattab, the amir of the gSPc, was quick to renounce 
this intrusion as he still maintained the overall goal of the gSPc was an 
islamic state in algeria.31 Several other members of the gSPc saw the 
overall goal expand from a domestic struggle to a larger struggle in  
defense of islam. among these dissenters were nabil Sahraoui and  
abdelmalek Droukdel.32 a significant amount of infighting began and 
ended in June 2004 when Hattab was forced to resign as amir. the 
Shura council appointed Sahraoui as the new amir of the gSPc. this 
was an important step in the transformation from domestic to global as 
Sahraoui had very different views than Hattab. He felt the jihad was a 
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global responsibility and directed the gSPc down the path of inclusion 
into al Qaeda’s global nexus.33

in 2003, amari Saifi, alias el Para, staged a daring capture of thirty-two 
german tourists in the algerian Desert. el Para kept thirty-two of the 
hostages until the german government paid approximately five millions 
euros in ransom. this event led to a significant increase in troops along 
the borders of Mali, algeria, niger, and chad. the military intervention 
forced el Para into chad where he was captured by chadian rebels and 
eventually turned over to algerian authorities.34 the loss of el Para and 
the removal of Belmokhtar from the zone 9 command signaled a turning 
point in the gSPcs evolution.

With Sahraoui in control, there was a significant change in recruitment 
and tactics. Jihadists from tunisia and libya were actively recruited 
upon completion of training in afghanistan.35 the gSPc was continuing 
to move toward the global nexus. in 2004, Sahraoui was killed in a fight 
with algerian forces in the Kabylie region. two members struggled to 
succeed Sahraoui with Droukdel emerging victorious.

abdelmalek Droukdel was quick to establish control of the gSPc. He 
quickly revamped the organizational structure and set the group on a 
path in line with al Qaeda’s strategy. Several cross border raids into 
Mauritania and ambushes in the Kabylie showed Droukdel’s willingness 
to commit “spectaculars.” the revamped gSPc took on a taliban-like 
command and control network.36

Al Qaeda in the Lands of the Islamic Maghreb

With Zawahiri and bin laden leading al Qaeda’s charge, Droukdel soon 
decided to change the name to focus on the global jihad. in January of 
2007, a message was posted declaring the establishment of the al Qaeda 
in the lands of the islamic Maghreb (aQiM) organization. Jihadist 
groups around the world posted messages of congratulations to aQiM 
as they had joined the global jihad. this merger ended to nationalistic 
dreams spawned by the fln and reinforced by the fiS. this chapter of 
the ethno-nationalist fight for a united algeria, governed by the  
principles of islam, was lost.

Religion versus Religious Identity

Droukdel was quick to identify with the fundamental aspect of al Qaeda. 
the idea that islam was under attack and it was the duty of every Muslim 
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to defend islam through jihad transcended the notion of one country. the 
fln identified with religion when dealing with the colonial ambitions of 
france. the fln used terrorism from 1954–1962 to further the political 
agenda of nationalism. uniting algerian Muslims against an occupation 
was a religious duty. the tactics of engaging french targets, to include  
civilians, was purely nationalistic. aQiM calls of Muslims from around 
the region, around the world, to help in establishing an islamic  caliphate 
in north africa. While they still primarily attack government targets, 
aQiM is quick to identify with the larger islamic cause. Mobile  training 
bases in the Sahara Desert provide jihadists from around the region with 
training in explosives and guerilla tactics. the use of suicide  bombers 
has risen significantly in line with aQiM’s alignment with al Qaeda. the 
Salafis have shunned the tribal Sufis in the region as being “colonial 
lackeys” and resistant to the greater ambition of independence and the 
caliphate.37

Conclusion

Spawned from the days of french colonial ambitions, algeria is home 
to the original idea of independence. algerians as a whole sought to 
 marginalize french influence through defiance and unity. the national 
liberation front (fln) resorted to domestic acts of terrorism to  combat 
the occupation and force france to withdraw. the idea of isolating 
french forces from the population and driving france into repressive 
measures worked. the heavy handed tactics of general Massu defeated 
the fln but cost the french the war. faced with the loss of popular 
 support, france granted algeria her independence.

across the region, former colonies were ceding from their colonial 
 masters. the rise of chad, niger, Mali, Mauritania, and Morocco 
 created new borders across the Sahara and Sahel. ethnic tribes such as 
the tuaregs were forced from their traditional caravans and pastoral 
 grazing routes and relegated to a lower-class subject in a new  country. 
the  tuaregs resorted to smuggling as a way to survive. By moving 
goods, cigarettes, gasoline, and arms, the tuaregs were valuable to 
future separatists for two reasons. first, they knew the routes across the 
 Sahara and were the cultured people of the region. Second, they held the 
 governments of these new countries responsible for the loss of traditional 
rights to the grasses of the Sahelian savannah.

the fln, marginalized by politics and ruling with an authoritarian  
notion, canceled free elections in 1990. this led to the creation of the fiS 
and the radical gia. the gia felt the fiS was far too  accommodating  
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and resorted to a campaign of terror across algeria and europe. the 
gia used brutal tactics to ensure compliance and often destroyed entire 
villages in the process. they also waged a campaign of terror in france 
and other european countries. angered by the gia’s senseless killing of 
civilians, the gSPc was created by Hassan Hattab as a means to return 
to the fundamental concept of an islamic state in algeria. Hattab and the 
gSPc were primarily a nationalist group. they enjoyed warm relations 
with the tuaregs and had built a formidable smuggling operation in the 
years leading up to 9/11.

the start of the global war of terror changed the landscape in much the 
same way that the Soviet invasion of afghanistan had just 20 years  
earlier. it served as a rallying cry to many Muslims already  experienced 
in the way of jihad. al Qaeda was quick to tie the american  invasions 
of  afghanistan and iraq into a global attack on islam. Many 
 nationalist groups were pulled from their domestic plight into a larger 
 counterbalance to the american world order. the gSPc reorganized as 
aQiM and aligned itself with the global jihad. this meant an end to the 
traditional nationalist cause in the region and the beginning of a larger 
islamic nationalist campaign.

ethno-nationalism takes on many faces and the global war on terror 
has succeeded in tying many different causes into the counterbalance to 
perceived american hegemonic interests in the world. the new face of 
resistance is ethno-nationalism “with a twist.”
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The Importance of Intelligence in  
Combating a Modern Insurgency

Kevin Reamer

throughout history the world has been plagued by insurgencies. While 
the underlying causes of each new insurgency have been different, they 
are all similar in certain areas. this similarity entails that the  effective 
countering of an insurgency can be turned into a science with a set of 
guidelines to follow based on conditions on the ground. guidelines are 
important because insurgencies are flexible and to defeat them the 
counterinsurgency must be equally flexible if not more flexible. good 
intelligence is critical to the success of an insurgency. With their small, 
poorly equipped forces, the leaders of insurgencies need to know when 
to strike and when to pull back. this reliance on intelligence means that 
an effective counterinsurgency must also rely on good intelligence so that 
the counterinsurgents may know where the insurgency will strike, where 
they are based, how they are supplied, where they keep their weapons, 
and other essential pieces of information.

the united States has run effective insurgencies against the British in 
the american colonies during the revolutionary War, the Japanese in 
the Philippines during World War ii, and provided critical aid to the 
afghan Mujahideen against the Soviets during the Soviet–afghan War. 
With these prior triumphs the united States should be better prepared to 
counter insurgencies. However, having failed in Vietnam, Somalia, and 
lebanon, their successes on the side of the insurgent have not  translated 
into success on the other side. the verdict is still out on the current 
 counterinsurgencies in afghanistan and iraq but victory can be achieved 
in both situations.

in order to discover what actions need to be taken to wage an effective 
counterinsurgency and why intelligence is critical to the process, it is 
important to look at the past successes and failures of both insurgencies 
and counterinsurgencies. it is also important to note what has changed 
in modern insurgencies and what has stayed the same in order to 
 ensure that effective strategies from the past will still be effective today. 
 lessons learned from the american revolution, Boer Wars, filipino 
 insurgency during World War ii, Vietnam War, Soviet–afghan War, and 
the  lebanese civil War can help us understand the challenges facing us 
today in iraq and afghanistan. from these case studies, a broader picture 
can be drawn regarding the intelligence successes and failures of each 
war. from here, a better plan can be developed that will be effective in 
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 eliminating the problems of the past and thus support for the insurgency 
can be reduced until it is no longer a viable force.

The American Revolution: 1775–1783

the success of the american revolution is due, in large part, to the 
 successful intelligence operations conducted by george Washington. 
During the french and indian Wars, Washington had learned that  
“there is nothing more necessary than good intelligence to frustrate 
a designing enemy, & nothing that required greater pains to obtain.”1 
in  December 1776, the future of the revolution was looking grim. 
 Washington’s army had been continually pummeled by British  regulars 
and Hessian  mercenaries at long island, White Plains, and fort 
 Washington. the colonial army had managed to retreat across new 
Jersey and cross the Delaware river and the British decided to wait until 
warmer weather to put an end to the rebellion. Both sides thought the 
end was near until a man named John Honeyman was seized near the 
camp and brought before Washington as a suspected spy. Honeyman had 
fought beside Washington during the french and indian Wars and was 
currently one of Washington’s spies. Honeyman told Washington that the 
British and Hessians were off guard and distracted because christmas 
was approaching. Washington locked him in the guardhouse overnight 
to preserve his cover and then engineered his escape the same night 
by causing a fire. Honeyman reported back to the British commander, 
 colonel rall, about his escape and that the americans were completely 
incapable of mounting an offensive. this confirmed rall’s own thoughts 
so he ignored the talk from his other agents saying that the americans 
were about to attack. the americans attacked during a blizzard and 
took trenton. only four of their men were wounded.2 the american 
 revolution was saved due to the effective use of intelligence.

During his stay at Valley forge the following winter Washington wrote 
letters mentioning fictitious infantry and cavalry regiments which he 
passed on to his double agents. the letters made it to the British and 
caused them to believe that Washington had over eight thousand more 
troops than he actually had. they concluded that he was too strong to 
attack at that time.3 Just as it had the previous winter, intelligence once 
again saved the american revolution.

in the summer of 1780 the french landed at newport, rhode island.  
the culper Spy ring warned Washington that clinton, whose army was 
in new york, planned to attack the french. Washington slipped reports 
to British spies claiming that he was planning an offensive against  
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new york. clinton called off the attack on the french forces after 
 learning of Washington’s plans.4 instead of conducting an attack against 
an  unprepared french force, clinton’s army sat in new york and waited  
for Washington’s attack which never came. Had clinton attacked the 
french at newport it is likely that he would have been victorious.

in the summer of 1781, clinton received american dispatches about a 
combined attack from Washington’s army and the french forces against 
new york. this had in fact been the original plan but  Washington 
changed his mind and decided to head south and attack cornwallis  
instead. to trick clinton he prepared letters stating that his original  
plan still stood and both his forces and the french forces would be  
attacking new york. He also set up a camp at chatham, new Jersey  
and set boats on the shore leading the British to suspect an invasion  
of Staten island.5 as the french and american forces moved south,  
clinton’s army stayed in new york and prepared for an attack that  
would never come.

george Washington’s use of intelligence during the american  revolution 
paved the way for the american victory. When they used intelligence 
the americans were able to fight when they knew they could win and 
 convince the British not to attack when they knew they would lose. 
When the future of the revolution looked bleakest it was the use of good 
 intelligence that brought them through it. Had colonel rall listened 
to his other intelligence reports and prepared his defenses, then the 
 american revolution may have been crushed at trenton in 1776. Had  
the British sent scouts to Valley forge and discovered the true strength 
and condition of Washington’s forces, the revolution may have ended 
there in 1777. Had clinton verified the reports sent to him concerning 
Washington’s impending attack in the summer of 1780 he may have 
discovered it to be a ruse and defeated the french forces in newport. 
Had clinton learned from that previous deception and monitored the 
movement of Washington’s forces and the french forces in the summer 
of 1781 then he may have been able to provide support to cornwallis in 
yorktown.

the insurgency and counterinsurgency of the american  revolution 
was significantly different than those of today. the encounters  between 
the two forces were still set-piece battles. Despite that  difference, this 
case study still shows that the effective use of intelligence by one 
side led to significant advantages. the clarity of the advantages 
that  intelligence  produced in the american revolution provides the 
 groundwork from which effective strategies to defeat insurgencies and 
the use of  intelligence in those strategies can be built.
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The Boer Wars: 1880–1881 and 1899–1902

the Boer Wars offer an interesting case when looking at the use of 
 intelligence in effective counterinsurgency strategies because the two 
wars are close together chronologically and the wars had a different 
 outcome. the British were resoundingly defeated during the first Boer 
War while the Boers were defeated despite high British casualties during 
the Second Boer War. these results allow a look at the different tactics 
used that allowed the British to succeed during the Second Boer War  
and caused them to fail during the first.

the first Boer War was a few months long and saw three major battles. 
the first battle at laing’s nek was an attempted incursion into the Boer’s 
territory in transvaal. the British, led by general colley were crushed 
at laing’s nek and retreated to Schuinshoogte hill. the Boer’s attacked 
the hill causing the British to once again retreat. the British forces used 
 easily recognizable fighting formations, bright red uniforms, and shiny 
white helmets. all of which led to their downfall.6 the Boers were  better 
 marksmen and hid in whatever cover they could find. general colley 
ascended Mount Majuba with most of his troops, approximately 375 
 riflemen. this is where the final battle was to take place. Historians are 
still unsure as to why colley chose to take this mountain but the most 
 accepted idea is that he wanted to make a show of force from what he saw 
as an unassailable position. the Boers attacked with no more than 350 
men. they attacked early in the morning and performed what has been 
called a perfect example of fire and movement which is still  being taught 
to this day. they used the brush and terraces as cover and  advanced 
 behind a knoll. after a lull in the firing, the Boers flanked the British and 
hid beyond the crest of the hill. this position allowed them to shoot the 
 British in the backs at close range. the British began to retreat and many 
were shot as they fled. Some tried to hide but were rounded up by the 
Boers. only one Boer was killed. this crushing defeat for the  British ended 
the first Boer War and pushed the British to negotiate a peace settlement.7

colley made several mistakes both before and during the battle. He was 
overconfident in the abilities of his troops and in the terrain which he 
chose to fight on. His belief that the position was unassailable may have 
been swayed had he conducted proper reconnaissance of all sides of the 
mountain. the knoll that the Boers were able to enter behind was a clear 
weak point and he should have had more troops stationed there. this lack 
of geoint enabled the Boers to exploit the terrain to their  advantage. 
colley also should have conducted watches and patrols around the clock 
so as not to be surprised by a Boer attack. tactical  intelligence on the 
movements of the Boers, especially just prior to the attack, would have 
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allowed colley to prepare his men accordingly and set up defensive 
formations in positions that would have given them a wide view of the 
slope that the Boers were advancing on. this failure is  reminiscent of the 
german Hessians at trenton during the american revolution where lack 
of intelligence also led to a crushing defeat in a decisive battle.

the Second Boer War was longer and the British learned from some of 
the mistakes they had made during the first Boer War but were slow to 
catch on to other mistakes. one important change that was instituted 
early was that they painted their red uniforms khaki. this adoption of a 
more camouflaged appearance made the field a little less unbalanced.8

the Boers had a high level of individual training and could be likened 
to an army of snipers. they had a high level of confidence in their 
own  abilities and had a great degree of initiative. they did not use any 
 particular maneuvers and instead relied on a sort of swarm technique in 
which they would surround the enemy and each individual Boer would 
close in whenever they saw the opportunity to do so. When defending an 
area from advancing British troops, the Boers would use the terrain to 
their full advantage. they would build trenches at the bases of small hills 
and camouflage them with leaves and branches. this allowed them to fire 
while standing and still be concealed. it also confused the British who 
would fire their artillery at the tops of the hills as they expected the Boers 
to occupy the higher ground. the Boers also developed what is known as 
a strongpoint defense. they created a series of partially roofed  zigzagging 
slit trenches at the bases of hills. they lured the British advance in 
 between their trenches and then opened fire on them from the front and 
from either side. Sometimes the Boers would create dummy trenches at 
the tops of hills, where the British would expect them to be, so that the 
British would fire their artillery at the dummy trenches. the Boers also 
used scouts to track the movement of the British forces so they were able 
to easily evade the British who always traveled in large groups.9

Despite the effective use of both geoint and HuMint by the Boers, 
they were unable to effectively assault the British garrisons due to their 
lack of artillery. general Kitchener, who was in command of the British 
forces from 1900 to the end of the war in 1902, employed three  strategies 
that proved to be decisive in the defeat of the Boers. these were scorched 
earth, civilian internment camps, and blockhouse chains.10 the scorched 
earth policy involved burning farms and slaughtering cattle. the Boers 
were unable to protect the farms from being destroyed and this led to 
large food shortages in the Boer population. the civilians from these 
farms were then put into camps that became overcrowded very quickly. 
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over one-third of the civilians who entered the camps died from either 
disease or malnourishment.11 the blockhouse chains were critical in 
hampering the movements of the Boers. a blockhouse is an isolated 
 one-building fort used against enemies who do not possess artillery.  
By building a chain of these forts the British were able to see across vast 
 distances and protect large areas from Boer attack. even with these 
 effective strategies, the British required a force of 4,50,000 soldiers to 
stop the Boers whose force was never more than 50,000.12

Filipino Insurgency during World War II: 1942–1945

following the defeat of the main u.S. forces at Bataan on april 9, 1942 
some of the u.S. soldiers who had been separated from the main force 
were left with the decision to either surrender or try to escape the islands. 
a few of them chose another route and decided to stay and develop a 
filipino insurgency movement against the Japanese occupiers. one of 
the commanders, who was also one of the only commanders on luzon 
who had not been captured or killed by 1943 was lieutenant ramsey.13 
He traveled all across the Philippines, mostly on the island of luzon, to 
recruit filipinos into the insurgency. they did not usually fight against 
the Japanese patrols and usually just kept tabs on where the Japanese 
were, how many there were, what defenses they were building, and how 
many ships they had. cells were developed in towns and villages and in 
the capital, Manila, that reported, through the use of runners who hand 
delivered messages to ramsey’s headquarters, a highly camouflaged 
camp on the top of a mountain.

to combat these cells the Japanese would conduct raids on villages they 
suspected of housing insurgents and on outposts whenever they found 
them. Sometimes the villages and outposts were given advanced warning 
through the use of scouts and sometimes they were not. the Japanese 
would also do sweeps of the city of Manila when they heard that ramsey 
was there. they never caught him.

in 1944, they stepped up their offensive operations with a plan to place 
small bombs on varying timers all over the city of Manila. they created 
small lead bombs filled with black powder. the timing mechanism was 
sulfuric acid which would slowly eat through a copper plate and light 
matches which would ignite the black powder. the copper plates were of 
varying thickness depending on what time of day they were supposed to 
be placed so that the bombs would go off at roughly the same time. they 
trained saboteurs to place the bombs near fuel or ammunition where 
they would cause secondary explosions.14 the saboteurs went about 
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their  normal business in Manila carrying the small bombs with them. 
When they got to a target they would place their bomb and activate it. 
the bombs were supposed to go off around midnight that night but as 
ramsey and the others waited and watched the city the bombs did not go 
off. two hours later, they were about to lose hope when explosions ripped 
through the city. the Japanese’s main fuel depot was exploding and 
then the tanker cars at the rail station exploded. oil lubricant tanks also 
exploded and the explosions continued throughout the night. near dawn 
there was a massive explosion on the bay. one bomb had been placed 
into a 50 gallon oil drum and that drum had been loaded onto a 10,000 
ton Japanese tanker. the entire Japanese tanker exploded causing a 
nearby tanker and cruiser to go up in flames.15 in response to this attack 
the Japanese constructed roadblocks all across Manila, confiscated food 
from the citizens, many of whom had already been starving, and  doubled 
their patrols. none of these efforts were effective because nobody 
 betrayed the location of ramsey’s base.16

ramsey sent messages to general Macarthur every day via radio 
 describing what the Japanese were doing. as Macarthur’s invasion of 
the Philippines drew near, the messages sent out from ramsey’s base 
increased significantly. reports poured in from ramsey’s scouts which 
detailed the Japanese defenses.17 When Macarthur’s invasion force 
landed at leyte gulf on october 20, 1944, ramsey’s guerillas worked 
even harder. they ambushed Japanese patrols and convoys. one ambush 
was especially fruitful when they found the new plans for the Japanese 
defense of the island on one of the officers they had killed. the details of 
the plan were radioed to general Macarthur.18 When the american forces 
pushed forward, the Japanese became trapped between the americans 
and the filipino guerillas. the intelligence and support provided by the 
guerillas saved many american lives and shortened the amount of time  
it took to retake the Philippines.

this case study provides a few lessons in combating insurgents. none of 
the efforts by the Japanese were effective in combating the  insurgency. 
the roadblocks did not restrict their movement since they could 
 easily evade them. the patrols were also ineffective in restricting the 
 insurgent’s movement or catching large numbers of them because of 
their use of scouts to track the Japanese patrols. the patrols were also 
easy targets for ambush by insurgents. the cutting off of food supplies 
to  civilians did not weaken the civilian support for the insurgency and 
 nobody betrayed the location of ramsey’s base to the Japanese. the 
brutal treatment of prisoners was also ineffective in gaining any useful 
information about the insurgents. the insurgency continued to grow 
despite the efforts of the Japanese.
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it is also important to note how the insurgents could inflict significant 
damage on the Japanese with small and simple explosives. What was 
 essentially a pipe bomb was able to sink two Japanese tankers and 
 cripple one cruiser simply because it was placed in a good location. the 
rest of the pipe bombs destroyed significant amounts of Japanese oil 
which could not be easily replaced.

Soviet–Afghan War and Aftermath: 1979–September 
2001

in December 1979, the Soviet union invaded afghanistan in order to prop 
up the floundering afghan communist regime. in response, the united 
States significantly increased their funding of the anti-communist afghan 
Mujahideen. Much of this funding went through the Pakistani iSi who 
 distributed it to their favored commanders such as gulbuddin  Hekmatyar.19 
the cia also dealt directly with other effective  commanders who were 
 being undermined by the iSi such as ahmed Shah  Massoud.20 However, 
this direct aid was not enough to influence post-Soviet  afghanistan.

in 1986, the united States began shipping Stinger missiles to the 
 Mujahideen. these missiles were so effective against the Soviets that 
they were no longer able to carry out low-flying attack raids or  evacuate 
their wounded by helicopter. this turned the tide of the war against the 
 Soviets.21 gorbachev began wondering what the Soviets were doing 
there and planned to withdraw within a year or two. the Soviets were 
completely surprised by the presence of this advanced weapon on the 
battlefield. Without any warning, the Soviets were unable to prepare 
any defenses against it. in 1989, the Soviets left afghanistan leaving the 
 communist najibullah government to fend for itself.

in 1992, Massoud’s forces captured Kabul. When they occupied the city, 
there were no retributions and their primary goal, according to Massoud, 
was to protect the afghan people in the city. an interim government was 
formed with Burrudin rabbani being declared the president and Mas-
soud being named the minister of defense.22 However, Pakistan did not 
favor this government and supported Hekmatyar in his fight against the 
interim government. By mid-1992, the two sides began  fighting on the 
streets of Kabul.23 in 1994, Hekmatyar was defeated and the Pakistanis 
shifted their support to the taliban, a new group formed in the madrassas 
of the Pakistani provinces of Baluchistan and the northwest frontier.24

the taliban moved out of Pakistan and into afghanistan in 1994. they 
wielded brand new weapons and promised to bring an end to the  violence 
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plaguing afghanistan. Many afghans initially  welcomed the  taliban 
because they believed their pledge to stop the violence. the  taliban 
were able to buy many of their victories and many  afghans joined their 
side. When they got to Kabul in 1996, the  interim  government withdrew 
 because they did not wish for the city to be  damaged any further. they 
withdrew to Bagram air Base to the north of Kabul.25 they held the line 
here until u.S. military aid and  bombing allowed the northern  alliance 
to drive the taliban out of Kabul in  november 200126 even though 
 President Bush did not want the  northern alliance to be the ones to take 
the city.27

this case study provides some important lessons in the type of strategic 
intelligence that should be collected in order to ensure that the  situation 
does not destabilize in the long term. During the Soviet–afghan War 
the united States was supporting the insurgency, but this lesson can be 
applied when combating an insurgency as well. the united States either 
failed to consider or failed to fully realize Pakistan’s intentions in regards 
to afghanistan. Pakistan wanted afghanistan to be a  fundamentalist 
islamic state that they could influence. they also wanted more  radical 
fighters to use in their fight over Kashmir. the united States should 
have collected more intelligence on Pakistan’s intentions instead of 
 allowing them to dictate who the funding and weapons went to for most 
of the war. When fighting an insurgency, it is important to  monitor the 
 neighboring countries very closely because support in the form of 
 weapons, supplies, or more volunteers could flow from neighboring 
countries and insurgents could hide in neighboring countries.

the united States also failed to pay attention to those who saw the need 
to aid the afghan interim government following the fall of najibullah’s 
government. the intelligence was there and the radicals clearly had an 
advantage, having received most of the aid that the united States and 
Saudi arabia had funneled through Pakistan, but the warnings that 
these radicals would be a threat were ignored. When fighting against an 
 insurgency, the decision to pull out of that fight should be taken with 
great care and that decision should rely on intelligence reports. 
 intelligence should be collected on the country where the insurgency  
is taking place and on the insurgent group or groups. the reports 
should include how much support the government has and how much 
support the  insurgency has, the military and police capabilities of the 
 government, the ease with which the insurgency can inflict damage, and 
an analysis of whether or not the government will be able to withstand 
the insurgency. if the report finds that the insurgency will be able to 
 overpower the government, then the supporting country should continue 
its support of the government against the insurgency.
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U.S. Involvement in Lebanese Civil War: 1982–1984

the u.S. Marines came to lebanon as peacekeepers in august 1982.  
they went there to facilitate the withdrawal of the Plo forces from 
 lebanon but america did not understand the deep history of lebanon or 
the roots of their conflict which was full of passion on every side. During 
the first few months the Marines were there, the fighting did die down 
but soon the lebanese grew tired of the lectures from the  americans 
and returned to their fighting.28 the Marines had originally only been 
 scheduled to be there for one month but they withdrew two weeks earlier 
than the  deadline because all of the Plo fighters had departed and they 
did not want an open-ended mission. after they left, israel invaded 
West Beirut and the massacres of the Palestinians at Sabra and Shatila 
 occurred. So, the americans returned out of guilt.29

the american’s thought that lebanon already had the right political 
institutions and that those institutions were merely too weak in their 
current state so they decided to try and rebuild the central government 
and the army.30 unfortunately they were unaware of lebanese President, 
amin gemayel’s intentions. He used the americans against his Muslim 
enemies. By training the lebanese national army, the americans came 
to be seen by the Muslims as being on gemayel’s side of the conflict 
rather than as being peacekeepers. it started with rocks being thrown at 
 Marines who were on foot patrols, then a grenade injured five Marines, 
and then the u.S. embassy was struck by a suicide car bomber on april 
18, 1983. finally, on the morning of September 19, the americans  
ceased to be peacekeepers and became just another faction in the civil 
war. the commander of the lebanese army, general tannous claimed 
that  Syrian- and Palestinian-backed Druze units were launching a  
major offensive against his army at Souk el-gharb and they would not  
be able to hold out. if Souk el-gharb was taken, the Druze would be able 
to fire down onto the presidential palace. Without seeking  confirmation 
of  general  tannous’ report, the guided missile cruisers Virginia, John 
Rodgers, and Bowen and the destroyer Radford fired 360 5-inch shells at 
the Syrian, Palestinian, and Druze attackers. the next day the americans 
discovered that only eight lebanese army soldiers had been killed the day 
before. on the morning of october 23, 1983 the Marines’  headquarters 
was struck by a suicide car bomber and 241 american  servicemen were 
killed. on february 26, 1984 the Marines finished  pulling out of 
 lebanon. their 18 month stay in lebanon had  accomplished  nothing 
because the policy makers did not have the proper intelligence to 
 sunderstand the conflict they were sending the Marines into.
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Assessment of Intelligence Operations and Tactics

Effective Ineffective/Not Done

American  
Revolution

give British  
false  intelligence  
concerning troops   
movements and  
troop strength

British didn’t seek 
to corroborate their 
 intelligence through 
multiple sources

First Boer  
War

Boers exploit terrain  
to their advantage

British did not  
scout terrain— 
assumed it was  
and  unassailable   
position

Second Boer  
War

Boers built  
fake  defenses  
where the British  
thought their  
defenses would be  
and hidden defenses  
in other places

British removed  
Boers base of  
support by  burning  
crops and  putting  
civilians in camps

British watched  
Boer  movements  
with blockhouse  
chains

Filipino  
Insurgency

intelligence gathered  
by filipinos using  
cell  structure

Japanese patrols
Japanese raids
Japanese torture
Japanese roadblocks

filipinos used runners  
for communications.  
only one radio at the  
camp which was used  
to  communicate  
with Macarthur.
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Effective Ineffective/Not Done

filipino scouts tracked  
Japanese patrols

Japanese eventually  
did triangulate on  
radio position 

Soviet–Afghan War 
and  aftermath

Stinger missiles  
devastated Soviet  
aircraft

Soviets failed  
to  foresee   
introduction  
of  advanced   
american weapons  
like the Stinger

taliban propaganda americans failed to see 
the strengthening  
of the radical  
islamists

americans did not  
look into  Pakistan’s 
 intentions  concerning 
 afghanistan

Lebanese Civil War americans failed 
to  realize israel’s 
 intentions

americans failed to 
 understand the   
culture and history  
of the  conflict

americans failed  
to see how the 
 government was  
not representative  
of the citizens and  
was merely another 
 faction

americans used 
 overwhelming naval 
 firepower without 
 checking their own 
 intelligence
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Lessons Learned

in each conflict there were effective and ineffective intelligence 
 operations and tactics performed. in some cases only one side did 
 anything effective. in other cases both sides were effective in different 
ways. the following charts categorize each operation as being either 
 effective or ineffective/not done.

there are two effective non-intelligence operations that should be 
 highlighted as well. these are the pipe bombs used during the  filipino 
insurgency and the suicide car bombs used during the lebanese civil 
War. once the pipe bombs were planted, there was little that the 
 Japanese would have been able to do even if they had learned of the  
operation. the targets were chosen by each individual and although a  
few individuals were caught, the bombs still inflicted a massive  
amount of damage. the one that did the most damage was dropped  
into a barrel of oil so it was impossible to see after it was planted.  
During the suicide truck bombings in lebanon, the only warning  
was the truck speeding toward each building. these operations are 
 similar to the planting of  improvised explosive devices by insurgents in 
iraq and afghanistan. once an ieD is planted it is difficult to detect and 
while some can be jammed, insurgents will just revert back to lower-tech 
detonators that cannot be jammed such as hardwired detonators.  
the safer and more effective way to counter the threat of ieDs is to  
learn of the operations beforehand and learn where they are  being 
kept. each bomb has a bomb maker. lieutenant ramsey and the 
 filipinos relied upon one man, the technical director of the Manila gas 
company, to make the pipe bombs. Modern insurgents rely on many 
bomb makers and also ship in bombs from neighboring  countries. 
 Discovering intelligence on both of these types of operations and 
 stopping them is critical.

false intelligence can be used by insurgents to turn people against the 
counter-insurgents and prevent their supply lines from being disrupted, 
their weapons caches from being discovered, or their cells from being 
discovered. a counterinsurgent force should not fall into the same trap 
that the British did during the american revolution. that is why the first 
lesson is to gather intelligence from multiple sources.

During the Boer Wars the terrain was hilly and the Boers were able to use 
this to their advantage on many occasions. in iraq, much of the combat 
occurs in cities. the insurgents know this terrain well. they have lived 
there and can blend into the civilian population. Where the Boers used 
trees and bushes for cover, the insurgents in iraq use the fact that they 
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are inconspicuous. it is important for a counterinsurgent force to know 
the terrain and each part of the terrain that can be exploited. in these 
urban environments the civilians are in a way part of the terrain. troops 
assigned to an area should get to know as many of the civilians there as 
they can. getting to know the people provides counterinsurgents with 
multiple benefits. the troops can build trust and understanding with the 
people, the people may provide them with actionable intelligence, it 
lessens the pool of possible recruits for insurgents, and it removes those 
people as cover for the insurgents.

the British built chains of blockhouses so that they could contain the 
Boers. this was effective because the Boers had previously been able to 
slip by the large British garrisons and strike wherever they wanted. the 
blockhouse could be adapted to work in the mountains and fields  
of afghanistan as well as the cities of iraq. By creating a series of 
 armored, unmanned observation posts along the border with  Pakistan 
where the insurgents infiltrate, u.S. forces would gain real time 
 intelligence on their movements. With this intelligence, u.S. forces  
could either move in to intercept them or call in air strikes on their 
 positions. in an urban  environment, the idea could be adapted by creating 
a series of small outposts throughout the city rather than  concentrating 
forces in the large bases. Small scattered outposts would allow soldiers 
to protect larger areas of the cities from insurgent attacks and respond 
quicker when  insurgents do attack. these bases would be close enough 
together that they could support each other if they came under attack.

the British also denied Boer civilians of their food supplies and placed 
them into camps. these were effective tactics against the Boers but 
they would not be effective against the modern insurgent. the case of 
the filipino insurgency illustrated why. the Japanese had used  similar 
 techniques against the filipinos and none of them were  effective. 
 instead, filipino resolve only strengthened in each instance. the 
 modern  insurgent is more like the filipino than they are like the Boer. 
 tactics like torture, rounding up civilians suspected of being  insurgents, 
and cutting off food supplies would only strengthen the resolve of the 
 modern  insurgent and provide more reasons for more people to join 
the  insurgents.  insurgents use propaganda to recruit people and each 
of these tactics feed the  insurgent’s propaganda machine. the taliban 
used  propaganda  during their rise to power and many afghans got 
behind them because they wanted an end to the fighting. the taliban’s 
 propaganda is all lies but they are still able to attract people to their 
cause with it. the  counterinsurgencies in iraq and afghanistan are 
noble  missions. u.S. soldiers are there to protect the popularly elected 
 government and their citizens. the insurgents lure people in with 
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lies about u.S. intentions. it is important to learn the sources of the 
 propaganda and counter the propaganda with both words and actions.

it is also important to keep a close eye on the neighbors of countries that 
are battling insurgencies. often these countries have their own plans 
for their neighbors. Weapons and volunteers have been known to cross 
over from bordering countries. that this happens does not  necessarily 
mean that it is happening with the consent of that country. if it is not, 
then that neighboring country should be pressed to take action against 
those  helping the insurgency. additionally, the borders should be 
tightly  guarded to curtail, and hopefully stop, the flow of weapons and 
 volunteers from neighboring countries.

When fighting an insurgency it is important to understand their 
 culture and why the conflict exists in the first place. Without  collecting 
 intelligence on these two areas, mistakes, such as the mistakes that the 
united States made in lebanon, could be made. a conflict has to be 
understood before it can be diffused and a culture has to be understood 
because the culture provides the backdrop for every aspect of their 
life. the united States tried to interpret lebanon in terms of american 
 culture. this misinterpretation caused many of the problems that drove 
the Muslim factions in lebanon against the united States.

Some of these tactics are being used today to combat insurgents in 
iraq and afghanistan but each one of these tactics is like a piece of a 
puzzle. By not using every piece, the puzzle cannot be completed and 
the  counterinsurgency cannot progress. a counterinsurgency is a long, 
 difficult process. an insurgency cannot be defeated through brute force. 
it requires the precision that only good intelligence can deliver.
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Fragility: The Next Wave in Critical  
Infrastructure Protection

Allan McDougall

in north america today, we are about to embark on a significant effort 
to repair, or even upgrade, many aspects of our infrastructure. Many of 
these efforts are linked to economic recovery packages. others are based 
on sheer need. the challenge for decision makers and planners involves 
ensuring that scarce economic resources are put to their best use.  
understanding the concept of fragility plays a pivotal part in reaching 
that understanding.

fragility, like many other systems—particularly information technology 
(it) systems—works on the concept of subjects and objects. Subjects are 
those entities that seek to exploit the services (or capacity) offered by the 
object. Objects, on the other hand, are those entities that deliver some 
good or service to the overall system. of course, something may act as  
the object in one pairing and the subject in another pairing—they are not  
exclusive in nature. for example, the driver of a car may be considered 
the subject in the relationship between the driver and the car, while 
the car is considered the object. the car may become the subject when 
 looking at the relationship between the car and a bridge, insofar as the 
car (subject) is now exploiting a service that the bridge (object) provides, 
namely, getting the car from Point a to Point B.

Subjects and objects can be measured using a consistent framework.  
the subject is measured in terms of the demand that it puts on the 
 overall system, and these measurements are contextual. if the need 
for more space is the core issue, then the measurement system for the 
 subject will likely seek to quantify how much space is required as its  
core criterion. if the issue rotates around the number of transactions 
per unit of time, the subject will likely be measured in terms of how long 
it takes to process a single transaction. objects, on the other hand, are 
 measured based upon the capacity that they deliver into the system. 
 object  measurements will generally focus on the performance of the 
 object and how it relates to the demands placed on it by all the subjects 
that seek to exploit its services.

the chance that the object will fail in terms of its relationship to the 
 subject can be viewed in terms of three perspectives. the first, referred  
to as designed fragility can trace its roots to reliability engineering. the  
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engineer designs something so that it can be assured to work, given certain 
stringent conditions, a certain percentage of the time. naturally, the more 
grave the impact associated with failure (both in terms of consequence 
and potential liability), the greater the assurance will need to be—and the 
lower the level of designed fragility. one might even express this in terms 
of fragility being the difference between all possible outcomes and those 
that the engineer can assure will be positive outcomes (f = 100 − r).

the reliability of the infrastructure can change as operating  conditions 
change. the engineer has assured the reliability of the  infrastructure 
based on certain operating conditions. Where the infrastructure is 
 operating outside of those conditions, the engineer makes no such 
promises. operating conditions may include factors such as temperature, 
 humidity, chemical exposure, age, and so on. for those that have looked 
at Safety Management Systems, this concept will be reasonably familiar 
as the gradual operation of equipment outside of acceptable parameters 
is generally accepted as increasing the risk of failure and, consequently, 
hazard to the operator and those nearby. this natural fragility reflects 
the conditions present in the real world as opposed to the engineering 
environment.

the conditions that impact natural fragility can be episodic in nature. 
Seasons change as do daily conditions. Hence, cyclical fragility describes 
natural fragility and its behavior over periods of time. not all natural 
fragility will operate in cycles; sometimes the fragility is more linear in 
nature. natural fragility is defined in terms of two elements. first, there 
is the change in natural fragility that happens along a curve over time.  
at particular times on the curve, certain conditions may be more 
 prevalent and, as a result, the overall fragility of the system may  either 
suffer or improve. the second element is the wear and tear on the 
 infrastructure as it is subjected to repeated strains. imagine a cycle of 
freezing and thawing water. as the water freezes, it expands,  putting 
pressure on things around it, like the sides of a container. as the 
 temperature rises, however, the ice melts, leaving an empty spot that can 
be filled with a larger amount of water.

the following rules extend from the relationship of subjects and objects. 
the following rules might be called the local fragility rules:

●  the design fragility of an object is the difference between the  total 
population of outcomes less those that assured through the 
 engineering associated with the system (f = 100 − r).

●  the natural fragility of an object can be described as either  
the lowest number of desirable outcomes or where  
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fragility
(design)

 × factor
(environmental impact)

. this can also be described in terms 
of fragility 

(natural)
 = fragility

(design)
 × factor

(loss of effectiveness due to environment).

●  the cyclical fragility of an object can be described in terms of the 
curve defined by the maximum natural fragility over a period of time 
where the conditions associated with the natural fragility repeat 
 themselves.

from a physical infrastructure perspective, these rules have two 
 significant impacts. the first is that it is not enough for the  asset 
 protection specialist to calculate impact simply based upon the 
 engineering specifications of the target (the object). in short, a more 
comprehensive, intelligent assessment of the infrastructure will need 
to be made to account for fragility. the core challenge here will be 
 identifying the knowledge sets that apply to the infrastructure and then 
building the capacity of the assessor or, in some cases, the assessment 
team. the second element is that this requires much more awareness 
regarding the impacts of  decisions and how those decisions will affect the 
infrastructure. if we change the conditions that surround the object, we 
have to understand how that will change the object and whether or not 
this will have an impact on how the subject and the object relate. this 
will be a core  challenge for planners as it would necessitate maintaining 
running  inventories of their infrastructure points and understanding how 
their decisions would affect those on categorical, if not individual, levels.

understanding the relationship between these concepts is vital to the 
understanding of how fragility works at the local level. the local level, 
sometimes referred to as the tactical level, is the foundation of the 
 strategic infrastructure system at the regional and even national level. 
this consideration is often neglected when one becomes preoccupied 
with the protection of the local facility. What needs to be understood  
and accounted for is how the local facility or infrastructure contributes  
to the overall performance of the system.

recall that the concept of capacity and demand was touched upon earlier 
in the description of the subject (demanding services) and the object  
(delivering capacity). in a system operating at full capacity, these two  
elements exist in a delicate balance that cannot be disrupted without 
causing some level of disruption (D = c). Where the capacity of the 
system exceeds the demands placed on it and depending upon the 
 configuration of the network, the redundancy of the system allows  
the system to respond to some kinds of disruption by simply rerouting  
to new routes and locations where there is surplus capacity available  
(D < c). on the other hand, where there is more demand than capacity 
(c > D), a situation exists where not all subjects’ demands can be met. 
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at that point, the subject must either reroute itself (to find a new source 
of capacity), remove itself from the system, or become idle within the 
system. We have all seen this situation arise during traffic jams.

the balance of demand and capacity will determine what state subjects 
can remain at within the overall system. When the objects are adequately 
meeting demands, the subjects will continue to carry on through the 
system or continue to remain active until they have reached or achieved 
their ultimate goals. a subject can be described as being in an active state 
when the subject is continuing to attempt to exploit capacity. Subjects 
caught in a situation where there is no capacity to be exploited will 
find themselves entering a neutral or passive state. in this context, the 
subject is waiting for some surplus capacity so that it can be exploited. 
What needs to be clear, however, is that the passive subject is occupying 
 capacity (as opposed to just space) within the system.

let us apply these principles and concepts to a more concrete example—
the surface network for the city of ottawa, canada. in this context, let us 
assume that the surface system in any given area can handle 1000 cars 
per minute on the highway and 100 cars per minute in the downtown 
core. Where there is one driver per car, then one might assume that 
the two aspects of the system can handle 1000 drivers and 100 drivers 
respectively. When there are 500 cars on the highway, there are 500 cars 
worth of capacity to be exploited. the system can continue to function 
and the cars remain active, occasionally changing lanes to exploit areas 
that appear to have more capacity. When there are 1000 cars  operating 
in the system, the system is operating at capacity. any new vehicle 
 attempting to enter the system may cause another vehicle already in 
the system to slow, or even stop, meaning that the system quickly stalls 
behind the blockage. if, as the result of the introduction of this  additional 
vehicle, an accident occurs, then many more subjects in the system 
become inactive, essentially entering a passive state. this passive state 
occupies more and more capacity (as defined in terms of space), until the 
subjects have taken up all the available capacity and the system begins 
to stall. Where this becomes even more challenging is when the subjects 
occupy an object, move into a passive state and then force the object to 
enter a passive state. this begins to approach the challenges associated 
with gridlock that occurs when vehicles simply have no alternatives or  
capacity to exploit, fill up the overall grid, and then become the 
 disruption themselves.

now consider a system that has the capacity to handle 4000 persons 
traveling down a particular route. let’s assume a case where  carpooling 
means that four persons occupy one vehicle. this means that the  overall 
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ratio of persons to cars has increased to four to one. Mass transit, such 
as busses, increases this ratio again, but on two fronts. the bus can 
handle forty persons. on the other hand, a bus only requires the space 
of  approximately four vehicles. first, the ratio of passengers (subjects) 
to the bus (object) has increased to forty to one. this does not reflect the 
true value, however, because the bus takes up more than a car’s allocated 
space—it takes up approximately four times that amount. that means 
that the space allocated would normally hold four cars and, therefore, 
sixteen persons. the bottom line conclusion is that the mass transit 
system has improved the system’s capacity by approximately six cars 
(forty minus sixteen split with four persons per vehicle). in short, the bus 
has shifted the ratio of subjects to objects, creating a condition by which 
many can exploit a single entity in the overall system.

as a result of this analysis, we can apply certain rules when looking  
at the interaction between subjects and objects. these are the  
following:

●  Chaining Sequence Rule—given Subject a: object B and Subject B: 
object c, then where object B and Subject B are the same entity, one 
can infer Subject a: object c.

●  Efficiency Rule—the efficiency of a system can be improved by  
increasing the Subject: object.

at the regional level, the relationship between the subject and the object 
has a logical limit. this limit is based on the maximum efficiency of 
the subject and nature of the object. consider the bus example. in this 
example, we have increased the efficiency of the subject from one to 
four (carpooling) to ten (the bus—forty in the space of four). We have 
not changed the nature of the object—it can still only handle a certain 
 number of transactions per unit of time (4000 cars per route). in this 
case, the subject (bus) has become more efficient, but the ratio between 
the subjects (cars) to the object has not improved.

this situation leads to a condition where the capacity of the system 
gradually becomes fragile. this is because the system cannot respond 
 effectively to the loss of the efficiency within the system. When looking  
at our example in ottawa, we have to consider an aspect of cyclic  fragility 
that occurred as part of the labor negotiation cycle. in  December 2008, 
the object failed when the union went on strike,  essentially  dropping the 
value of the subject from forty persons/four cars or ten  persons per car 
down to four units in a single car. in essence,  approximately twenty-four 
person-trips worth of demand were suddenly forced back into the system, 
the equivalent of six cars per bus lost.
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the result of this impact depends upon two functions. the first  function 
is how the system can adjust its rate of performance in response to the 
new demand. in this case, the surface road system is not something 
that one can add capacity (infrastructure) quickly—it takes time to 
build roads. With respect to the amount of infrastructure available, the 
 transportation system follows physically fixed routes that are necessary 
to the operation of the mode of conveyance. the question is not, however, 
about whether or not new routes can be created, but whether or not they 
can be adequately controlled. additional flexibility could also be inputted 
to the transportation system (to an extent) in the context of aviation and 
marine industries, thereby altering the nature of the system. in essence, 
the first function describes the ability of the network to create and add 
capacity within the system so that the system can rebalance itself, which 
is a pure resiliency function.

Where the first function cannot be achieved, the second function must 
come into play. the second function is the attempt to locate and reroute 
the demand that is not being met into other avenues that offer a surplus 
of capacity. this may involve alternate routes, the use of side streets, 
and a host of other means—the important part is that the  infrastructure 
has untapped capacity and can direct disrupted demand onto that 
 capacity. this premise is also not new; it is the foundation of intelligent 
 transportation Systems that attempt to route around traffic jams, etc.

Where the system cannot achieve these two goals, however, the next layer 
of fragility comes into play. this fragility is based upon the  fragmentation 
and potential dissolution of networks. consider that when a node or a 
conduit is completely filled (demand meets or exceeds capacity), then it 
cannot deliver any more service. these are essentially pockets within the 
system and, depending on what capacity they offer to the system, one 
will find that the impact begins to cascade upstream (where the system 
becomes clogged) and downstream (where the expected resources and so 
on fail to arrive). this is common within the airline industry, particularly 
during bad weather, and one only has to look at a major hub during that 
bad weather to see the breadth and depth of the impact.

this impact is again based upon the capacity at the disrupted points and 
the connections between the various nodes. When the nodes are affected, 
the conduits between those nodes are all affected, following the same 
principles as a single point of failure from the Business continuity domain. 
When only one of many conduits between nodes is affected, the system may 
be able to adjust accordingly (such as we would see where aircraft and ships 
are routed to new airways or shipping lanes in response to bad weather). 
What should be clear to the reader, however, is that there is a level of 
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dependence and independence in how this impact operates. if the node 
is configured with set points and does not have the ability to  reprioritize 
or adjust its own configuration (such as paid gates at an airport); then 
the individual lines or conduits of disruption function independently of 
each other. this results in a condition where the sum of disruptions must 
be taken into account. on the other hand, where a node has the ability to 
adjust and prioritize  accordingly, then the calculation of disruption moves 
much more in line with those associated with  dependent events.

consider this example; if each service point held by the node is firmly  
and irrevocably allocated to one family of lines, then only those  service 
points need to be disrupted for the whole family of lines to be  disrupted. 
if,  however, there are clauses and similar mechanisms built in that 
 allow for the organization to move a disrupted line from one  family 
into  another group of service points (likely with a cost), then the  final 
failure of the event is not determined by whether or not all of one 
 administrative group of service points are disrupted. at the tactical level, 
the  organization needs to arrange its service points and its contracts 
to prevent a single incident from affecting all service lines to allow for 
 flexibility in its  operational context.

fragility, at this point, indicates the potential for fragmentation and we 
must, therefore, take into account the risk of disruption looking at both 
the infrastructure side of the equation and also the administrative side 
of the equation. Where all elements are vulnerable to a certain kind of 
attack, for instance, and there are no other options available, then the 
system is fragile. at the regional level, if there is only one option available 
that can meet all services, this local or tactical fragility can quickly affect 
the regional fragility—meaning that the regional system is vulnerable to  
a single attack at a certain point.

finally, by looking at how the capacity lost as a result of that disruption 
affects the overall system—movement to and through—we can calculate 
the disruptions due to fragmentation and dissolution. fragmentation 
occurs at key points that segregate or connect the various nodes of a 
 network. these might be referred to as the hubs in the  transportation 
system. Depending upon whether or not the physical, procedural, 
 technical, and psychological measures are in place to connect behind 
those nodes (such as a couple of airports with the correct runways, 
landing systems, communications systems, trained personnel, etc), the 
system will cut away from the network. this leads to fragmentation.

fragmentation and its associated impacts eventually lead to a situation 
where demand in the system cannot locate any reasonable route by which 
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it can accomplish its goals. When this happens, the system gradually fills 
and then collapses under its own weight. essentially, it is overwhelmed 
by a shift in the demand to capacity ratio. the end result is a condition 
where the pressure in the system has to be relieved to such a point that 
it can restart its operations and generate the capacity necessary to meet 
demand.

fragility, in a networked transportation system operates across all 
three levels: local, regional, and national or strategic. the strategic and 
 regional levels are founded upon the capacity and vulnerabilities  inherent 
at the local levels and then exacerbated through regional and national 
disconnects, the lack of redundancy, and similar factors. at the local 
level, an understanding of fragility must be combined with the need to 
conduct appropriate impact assessments in addition to  understanding 
the vulnerabilities associated with each input that allows for work to 
 proceed so that the potential capacity to be delivered can actually be 
communicated or delivered into the system. failing to understand the 
concept of fragility at the local level can lead to a misinterpretation of 
impacts by failing to understand how the infrastructure delivers capacity 
within in the broader regional or national context.
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Afghanistan: Transition Under Threat. By Geoffrey Hayes 
and Mark Sedra, editors. Ontario, Canada: Wilfrid Laurier 
 University Press, 2008. ISBN 978-1-55458-001-8. Notes. 
 Bibliography. Charts. Index. Pp. xxxiv, 309. Paper, $29.95.

as this review is being written, President obama has just concluded a 
meeting with canadian Prime Minister Stephen Harper at which one 
of the primary topics of discussion was the “deteriorating situation” in 
afghanistan. obama recently ordered another 17,000 u.S. troops to that 
troubled nation, and while Harper remains committed to his country’s 
pledge to help rebuild afghanistan, canada looks to withdraw its nearly 
3000 troops by 2011. it remains to be seen whether afghans can regain 
control of their country’s security situation, but given the increasing 
instability and a resurgent taliban and al-Qaeda efforts, it seems likely 
that additional u.S. troops will be needed to prevail on what obama has 
termed the main front in the war on terrorism. if nothing else, canada’s 
economic assistance will be vital, but the current uncertain conditions 
highlight the importance of understanding why we are facing a “transition 
under threat,” as the editors have aptly subtitled this timely volume.

Hayes and Sedra have done good service in bringing together in one 
volume a collection of eleven papers presented in Waterloo,  canada 
in December 2006, at a workshop sponsored by the centre for 
 international governance innovation and co-organized by the laurier 
centre for  Military Strategic and Disarmament Studies. the collected 
essays  address three distinct, yet interrelated, aspects of afghanistan’s 
 transition from war to peace and are organized under the headings of 
“Political  transition,” “economic transition,” and “Security transition.” 
a final section of three essays under the category of “the canadian case,” 
 specifically examines canada’s experience in afghanistan. Despite the 
recent attention on the state of afghan affairs, it was apparent to these 
scholars and other experts even in 2006 that the situation there was yet 
so uncertain as to give rise to questions about whether efforts to bring 
stability were “gaining ground or were on the verge of ‘strategic  failure’ ” 
(p. vii). a sense of the authors’ collective foreboding that the latter 
 situation was the most likely outcome provides a somber background for 
these essays.

an insightful look at the legacy of 2001’s Bonn conference and  resultant 
agreement provide the foundation for a discussion of the political 
 transition. in “looking Back at the Bonn Process,” William Maley cites 
two significant factors as contributing to the failure to deliver fully on 
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the promises of Bonn. one is Pakistan’s penchant for interference in 
afghan affairs, and the other is the relegation of afghanistan to a back 
seat in  favor of iraq, to which resources and attention have been largely 
 diverted. Maley further cites as critical the initial decision not to expand 
the international Security assistance force (iSaf) beyond Kabul, a 
 situation that contributed significantly to disorder in outlying areas of  
the country.

in “afghanistan: the challenge of State Building,” former afghan 
 interior Minister ali a. Jalali also blames the legacy of corruption in his 
country for the failure to provide a suitable foundation for the growth of 
democracy. the afghan state clearly was unable to provide the most basic 
public services, most notably, security. Jonathan goodhand rounds out 
the discussion of the political transition with a provocative look at how 
poppy production plays a central role in security affairs, asserting that 
drug policies are actually “undermining higher policy goals related to 
security and governance” (74). goodhand echoes Jalali’s lament over the 
lack of focus on strengthening “core state institutions,” and in a plea 
to reconsider intensive eradication efforts he concludes that “rather 
than criminalizing war economies there is a need to think more  
carefully about how to harness the energies of war in order to pay for 
peace” (77).

Perhaps of most interest to the readers of this review will be the  section 
of the book dealing with the security transition. antonio  giustozzi’s 
“the neo-taliban insurgency: from Village islam to  international 
Jihad,” insightfully contends that a new taliban  strategy has emerged 
that  emphasizes building support among Muslim  nations and 
 stretching Western capabilities by creating multiple areas of  unrest 
around the world. rather than turning Westerners’ public  opinion 
against their countries’ military efforts, neo-taliban focus is on 
 winning  Muslim  public opinion and thereby strengthening sources of 
 funding and  volunteers. inside afghanistan, that means first removing 
 pro-government forces from the fight, thus promoting the image from 
that point that the taliban is waging a war against foreign aggressors.

in Mark Sedra’s “Security Sector reform and State Building in 
 afghanistan,” the author reflects on the state of security sector reform 
(SSr), noting that the process of remaking afghanistan’s state security 
architecture “continues to be characterized by short-termism” (212) and 
a failure to balance long and short-term goals. Moreover, he asserts, 
pumping funds into unreformed state institutions still ripe for corruption 
will serve only to further alienate afghans victimized by that corruption. 
Sedra recommends adoption of “a holistic approach that aims to change 
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the culture and ethos of the system,” (213) and hopes for a continuation 
of the momentum in placing SSr efforts on the right course for success.

afghan ambassador to the united States, Husain Haqqani’s article, 
 “insecurity along the Durand line,” provides an historical primer 
 describing the creation of afghanistan’s border first with British india 
and then with the independent state of Pakistan, tracing the process by 
which the latter developed relations with the united States by  portraying 
itself as the bulwark against Soviet influence in the region and by 
 maintaining influence in afghanistan. While interesting in its portrayal 
of afghanistan’s views on the historical relations between that country 
and Pakistan, Haqqani’s version, though useful, seems decidedly partial 
in fixing blame. He contends that Pakistan’s historical fears of insecurity 
on its borders still influence afghanistan’s external relations and must 
be addressed by the international community before stable and cordial 
 relations can exist between the two neighbors.

in all, this fine collection of essays provides a useful look at where 
we have been and, unfortunately, where we still need to go in efforts 
to  restore the security of afghanistan. the book will be of interest to 
 scholars and strategic security practitioners alike.

Edward J. Hagerty is the provost at Henley-Putnam University.

Enemies of Intelligence: Knowledge & Power in American 
 National Security. By Richard K. Betts. New York, NY:  
Columbia University Press, 2007. ISBN 978-0-231-13889-5. 
Notes. Index. Pp. xiv, 241. $21.50.

We are all aware that the events of September 11, 2001 brought intense 
focus on our nation’s intelligence community (ic), with an enormous 
variety of corrections, reorganizations, and improvements proposed, 
many of which were implemented. at the same time allegations of 
 serious error, incorrect reporting, and excessive compartmentation 
drew  front-page headlines in u.S. newspapers and television news 
programs. in Enemies of Intelligence: Knowledge & Power in American 
National Security, richard Betts explores these issues and looks at the 
changes that have resulted, while providing significant background and 
 interesting evaluations of the products of those changes. He also offers 
his perspective of possible solutions to problems, including strategies to 
enhance the effectiveness of intelligence analysis and reporting.

While the intelligence business is itself based on a history of many 
centuries—even the ancient romans and greeks used intelligence to 
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their advantage and sometimes to their disadvantage—Betts focuses on 
the events of the past several decades to illustrate his points, generally 
from World War ii to the present day. in this respect the book could 
be  considered a commentary, or perhaps a set of proposed solutions to 
 complex problems that are faced in today’s world. He does this based 
on a distinctive association with the ic. currently he is Director of the 
arnold a. Salzman institute of War and Peace Studies at columbia 
university, and senior fellow at the council of foreign relations. Betts is 
also the author of several books on military strategy and foreign policy. 
He has served on staffs of the Senate intelligence committee (the church 
committee) and national Security council in the 1970s, as a consultant 
to the national intelligence council and the central intelligence agency 
in the 1980s, on advisory panels for the Director of central intelligence 
in the 1990s, and on the national commission on terrorism (the Bremer 
commission) in 1999–2000.

certainly this book is not unique in the field of reviews of our current 
ic. the thirty-four pages of notes with footnoted references are enough 
to demonstrate the number of publications on this subject. indeed, 
these references are really a treasure trove of materials pertinent to this 
 complex topic, and they provide the basis for a thorough evaluation of 
many of the concepts. Betts draws from this vast set of publications in 
order to provide his own perspective regarding the intelligence processes 
and structure.

Betts skillfully uses his academic experience in combination with his 
on-the-job experience in order to define many of the problems the 
ic has faced in the past and those that continue to be of  fundamental 
 importance. He clearly points out that public criticism of the ic is often 
based on limited or even incorrect information. Many successes go 
 quietly into the unknown, while failures most often become public. He 
also points out that sometimes it is difficult to clearly determine the 
degree of success of an operation, particularly if it preempts an enemy 
 action. for example, if we learn through intelligence that an enemy  action 
is forthcoming we might implement a defensive measure. if the enemy 
in turn realizes that a defensive measure exists and does not  pursue the 
action, it is difficult to recognize the degree of success.  Similarly, if there 
is insufficient real proof that an enemy action might take place, but the 
implementation of an appropriate defense is too expensive or complex 
based on the evidence available, a lack of action on our part would reflect 
badly on the  intelligence process if the enemy action actually occurred. 
as noted on the book jacket, author unknown, “Betts argues that when 
it comes to intelligence, citizens and politicians should focus less on 
consistent solutions and more on achieving a delicate balance between 
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conflicting requirements. He also emphasizes the substantial success of 
the intelligence community, despite its well-publicized blunders, and 
highlights elements of the intelligence process that need preservation and 
protection.”

i must admit that when i read of his activities with the church 
 commission, which was extremely critical of the intelligence  community 
in the 1970s, his academic experience and work with the  Brookings 
 institution, both generally liberal environments, i did not expect to 
find supportable conclusions. in fact i found that he clearly  expressed 
real problems in both the intelligence and political worlds, and 
made  proposals that can positively affect not only the collection and 
 reporting of intelligence, but the evaluation and analysis followed by 
the  determination of appropriate actions based on the intelligence. 
 anyone involved in final intelligence product analysis or  implementation 
of responses to threats should read this book and consider using the 
 approaches offered by richard Betts.

Ed Urie is a member of the Henley-Putnam University faculty and is 
also an adjunct professor at Johns Hopkins University. He is a retired 
U.S. Army Intelligence Officer and a veteran of CIA and NSA.
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Body of Lies, Warner Brothers, 2008, MPAA Rating: R, 
 Runtime: 2 hours, Starring: Leonardo DiCaprio, Russell 
Crowe, Mark Strong, Golshifteh Farahani, Oscar Isaac,  Simon 
McBurney Director: Ridley Scott, Screenwriter: William 
 Monahan, Producer: Donald DeLine, Ridley Scott.

Leonardo DiCaprio fights terrorists for the CIA in this rapid-fire thriller 
from director Ridley Scott (GLADIATOR, BLACK HAWK DOWN). 
Body of Lies is about a cia officer, roger ferris (Dicaprio), pursuing an 
elusive terrorist mastermind modeled somewhat after osama bin laden, 
and the various degrees of ethical or moral struggles with which ferris 
must deal.

the film is infused with the obligatory explosions, pyrotechnics,  hi-tech 
surveillance, gunfights, car chases, blood and gore, and of course the 
 clichéd love interest. ferris’ exploits are monitored via satellites, drone 
spy planes, and cell phones by cia near Division chief ed Hoffman 
(russell crowe). innocents are killed, careers placed into jeopardy, 
and trusts betrayed. crowe seems to enjoy his role as the deceptive, 
amoral, hard-nosed, southern colonel-like boss, untouched by the 
 ethical  dilemmas affecting ferris. for Hoffman, it’s about getting the job 
done and the war won, at any cost. as the debonair director of the  
Jordanian general intelligence Directorate, Mark Strong masterfully 
portrays the refined, erudite intelligence wizard in sharp contrast to 
Hoffman.  Departing from the original novel by David ignatius, director 
Scott casts the attractive Persian actress golshifteh farahani as a nurse 
 attending to throngs of Palestinian refugees in amman. She becomes  
ferris’ love interest when she treats him for a rabid dog bite suffered 
while chasing down and terminating one of many evil doers he  
encounters.  Screenwriter William Monahan demonstrated faithfulness  
to the original ignatius tale, and his changes do not detract from the 
overall story.

counterterrorism and intelligence operations conducted by national 
security organs largely swim in the oceans of deception. that is where the 
terrorists and secrets live. Several times throughout the movie, ferris 
wrestles with his conscience about deceitful acts he must commit. ferris 
also challenges his boss, Hoffman, on decisions and actions Hoffman  
callously undertakes or directs. lies are the idée fixe of the entire film.  
real life intelligence and counterterrorism officers face this issue 
 throughout their careers beginning with living undercover, ostensibly 
working for some other employer while actually being employed by an 
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intelligence organization. this sort of life takes its toll differently on 
 different people.

as in the original novel, ferris is Hoffman’s fair haired protégé. though 
Hoffman is ferris’ superior officer, the latter suffers no punishment or 
even reprimands for regular insubordination (mostly verbal).  Hoffman 
spends more time monitoring ferris and his operations while away 
from his langley office than in it. unless this is the new telecommuting 
technique at cia, such activity is unprofessional, insecure, and just plain 
ridiculous.

Viewers will no doubt come away from the film asking themselves and 
others if cia and the broader intelligence community have some of the 
technical capabilities displayed in the film. Without my commenting on 
current capabilities, movie goers should enjoy all the high-tech creations 
of intercepts, aerial-drone reconnaissance, and their like for what they 
added to the film and hope that if not already available, the technical 
capabilities of our national security apparatus will acquire them in the 
near future.

What would Hollywood do without the blood and brutality?  ferris is 
haunted throughout the movie by flashbacks to seeing a person  tortured 
and ultimately killed during interrogation by a foreign  intelligence 
service. ferris has to make split second decisions about killing or 
 being killed. toward the end, ferris himself undergoes some bloody 
 torture that will make any audience cringe. the brutality depicted is not 
 gratuitous but reasonably reflects reality in the struggle with terrorists. 
innocents only matter to the good guys while the purveyors of terror 
consider everyone a fair target.

golshifteh farahani, as the attractive Persian nurse aisha, is the 
 metaphor for good and caring. She and her ministrations to refugees 
are the counterpoint to all the evil infecting mankind. ultimately, aisha 
(interestingly the name of Mohammed’s supposed favorite wife) is the 
reason ferris leaves his counterterrorist life to take a new and implicitly 
better road.

as for endorsing this movie, let it be said that if you have the time and 
inclination to sit through two hours of russell crowe and leonardo 
 Dicaprio, go for it.

Bart Bechtel is the Assistant Chief Academic Officer at Henley-Putnam 
University.
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